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1 Executive Summary

DEMETER aims to lead the Digital Transformation of the European Agrifood sector based on the
rapid adoption of advanced technologies, such as the Internet of Things, Artificial Intelligence, Big
Data, Decision Support, Benchmarking, Earth Observation,irtorder to increase performance in
multiple aspects of farming operations, as well as to assure the viability and sustainability of the
sector in the long term. It aims to put these digital technologies at the service of farmers using a
humartin-the-loop approach that constantly focuses on mixing human knowledge and expertise
with digital information. It also aims to be compliant with the EU data strategy and recent initiatives
which promote the commercialization and exploitation of data. DEMETER fomugseroperability

as the main digital enabler, extending the coverage of interoperability across data, platforms,
services, applications and online intelligence, as well as human knowledge, and the implementation
of interoperability by connecting farmer and advisors with providers of ICT solutions and
machinery.

To enable the achievement of the above objectives, and to promote the targeted technological,
business, adoption and soesxonomic impacts, a key aspect is the DEMETER Reference
Architecture RA); this will drive the rest of the technologies developed to achieve the lofty
objectives targeted. This deliverable describes the revised release of the DEMETER Reference
Architecture as updated based on the experience and the lessons learned frompl@rientation

of the DEMETER enablers and tools for the first round of pilots as well as from an updateaf-state
the-art review examining the relevant recent projects and initiatives. To this end, it presents these
relevant initiatives and projects as weds a summary of the experiences from the DEMETER
implementation as distilled from the partners via the use of questionnaires. It then describes in
detail the updated DEMETER RA, first by presenting its key concepts and then through several
viewpoints (ie., highlevel, functional, process, data, deployment, and business views). Afterwards,

it presents the interfaces among the core RA building blocks and finishes by presenting the updated
RA instantiations that will have been implemented for the 20 DEMBII&R (as part of the first

round of pilot implementations).
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ACS Access Control Server

Al Artificial Intelligence

AIM Agricultural Information Model

AIS Agricultural Interoperability Space

AKIS Agriculture Knowledge Information Systems
API Application Programming Interface

AWS Amazon Web Services

BDTI Big Data Test Infrastructure

BDVA Big Data Value Association
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IDS Industrial Data Space
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loT Internet of Things
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ISO International Organization for Standardisation
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ML Machine Learning
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4 Introduction

This deliverable presents the second release of the DEMETER Reference Architecthas agseéin
updated since its initial inception in D3.1 and it incorporates the experience and lessons learned
from the development of the DEMETER components and enablers and its
implementation/integration for the first round of DEMETER pilots, as well asntheences from
related initiatives and projects which both influenced the updates presented in this document. This
updated architecture is used to integrate all the enablers and the technologies developed in all the
DEMETER work packages.

More specificdl, the rest of this document is structured as follows.

Section 5 presents themotivation behind the architecture revisions, such as being compliant with
the newest related initiatives and strategies as well as the wealth of experience gained from the
devdopment and implementation of DEMETER. Aiming to facilitate the easy comparison of the
changes between D3.1 and this document, it then presents an overview of the changes and updates
that were made to the DEMETER Reference Architecture.

Section 6 providesn update to the state of the art since the original release of the DEMETER
architecture in D3.1. It focuses on the new initiatives present in Europe and worldwide, such as the
European Strategy for Data, the GA{Anitiative, the Common European Agricudl Data Space.
Then, it presents several relevant European Al projects and other initiatives.

Section 7 presents the questionnairggat were given to, first, the DEMETER pilots and second to
the developers in order to ask for potential changes to thehaecture derived from their practical
experience with using the DEMETER architecture and its related tools.

Section 8 presents the updated main concepts of the DEMETER architecture: the DEMETER
Stakeholders Open Collaboration Space and Agriculturatojpgeability Space, both accessed by
users through the DEMETER Dashboard, as well as the DEMETER Enabler HUB.

Section 9 presents the updated DEMETER Reference Architecture through several viewpoints (the
same ones as in D3.1):

9 subsection 9.1 gives an upda highlevel view of the entire architecture;

9 subsection 9.2 presents the updated functional viewpoint of the RA and describes the main
components of the DEMETER system as updated,;

1 subsection 9.3resents the updated process view and explains the sygteocesses and
how the components communicate to deliver the foreseen features, functionality elements
and mechanisms;

9 subsection 9.4describes the updated data viewpoint, highlighting the data flows and the
components needed to manage the main data @sses;

9 subsection 9.5 presents the updated deployment viewpoint mainly dealing with the
topology and connections of software components on the physical layer when applications
are deployed;

9 subsection 9.6 presents the updated business viewpoint of thieitexture, which will guide
the application development and support the decisimaking process.

Section 10 presents an updated view of the main interactions and dependencies between the core
components of the architecture and an updated highkiel descrigion of the interfaces that need to
be in place between these components.

13
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Section 11 presents details on how the evolved state of the art related initiatives can map to the
revised DEMETER Reference Architecture.

Section 12 presents specific instantiations of tiewisedReference Architecturéor all DEMETER
pilots as updated since pilot round one.

Finally, Section 13 concludes the document and Seddmrovides the respective references used.

The architecturgresented in this deliverable will be complemented and completed by the following
deliverables as they become available, and which detail the updated reports regarding the various
DEMETER tools and enablers:

T

=

D2.3DEMETER data models and semantic interdpkty mechanisms; Release 2April

2021)

D2.4 DEMETER data and knowledge extraction toRklease 2 (May 2021)

D3.4 DEMETER technology integration tqdRelease 2 (June 2021)

D4.3 Decision Support, Benchmarking and Performance Indicator MonitoratgiCTRelease

2 (May 2021)

D4.4 Decision Enablers, Advisory Support Tools and DEMETER Stakeholder Open
Collaboration SpaceRelease 2 (Jurz021)

14
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5 Motivation for and overview ofReferenceArchitecture Revisions

In this section, we present th@otivation behind and an overview of the changes and updates that
were made to the DEMETER Reference Architecture. The goal is to present an overview of what will
be presented in the next sections of this deliverable and to summarize the key changes to the
architecture (since the original release in D3.1) together with the drivers that led to these changes.

Starting with the motivation behind the architecture updates, firstly, these deal with new tech
developments and initiatives prevalent since last yeBinese are primarily driven by the new
European Strategy for Data, which puts emphasis on the data as an essential resource for economic
growth, competitiveness, innovation, job creation and societal progress in general; this is achieved
by being able to gher the necessary data (e.g., via monetization of said data by their providers),
their analysis and their usage. Several projects and initiatives exist such aX G#tlish promotes a
federated view on data usage, and the new Common European AgricultatalSpace, which aims

to take the European data strategy to the domain of smart agriculture. In addition, we also consider
other relevant projects and initiatives (which are all presented in Section 6) in order to drive the
updates to the DEMETER RA.

Seondly, another source of input that drove these updates is from the experiences derived by the
DEMETER project and its partners and the knowledge obtained from the deployment of the initial
components and enablers of the DEMETER project during the finsti rof pilots and the experience

with using these components and the instantiations to the various pilot sites and applications. To
this end, we have received input from the pilot users (and the pilot developers) regarding any
changes to the architecturend the way that data and the DEMETER enablers are used, both via
peerto-peer communication throughout the year, but more formally by distributing a questionnaire
that asked for their experiences and suggested changes as widswess with the integratiorof
DEMETER enablers. In addition, since we wanted to check if there any plans for the
commercialization of data, as this is a direction foreseen by the newest EU initiatives, we also
included questions relating to their usage of such data and the potetatieommercialize their own

data. Like the pilot questionnaires, we also distributed questionnaires to the technical partners
responsible for the development of the various DEMETER enablers. These focus on their experiences
regarding the development of #ir enablers and whether they follow the principles of the DEMETER
architecture and potential architecture revisions that would be desired and to a lesser degree to the
commercialization of data. This process and the results of the processed questionaesres
presented in Section 7.

Regarding thenethodology used to design the Reference Architecture of DEMETER based partly on
the ISO/IEC/IEEE 42010 InternatioBtndard[TIIT] this methodology has not changed, therefore

we still present the architecturen this document through its various viewpoints and by presenting
the interfaces for the various componentdle also revisited the architecture technical
requirements, but overall decided that the general requirements for the Reference Architecture
should not change, as for the more specialized ones that deal with specific components of the
architecture, these will be addressed in D3.4 which will offer an updated view on the architecture
tools and components as developed by the DEMETER WP3. However, dodhimeent, we do
document some of the changes as they relate to the general RA.

Having examined the motivation for the changes, we then present in Sections 8 and onwards the
changes to the architecture, and we summarize in brief the most important of timefes section,

15
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so that the reader is aware of these. Thus, we presdntief description of the main RA changes as
they are currently implemented in the DEMETER sysséme what was envisaged in D3.1.

Overall, the key ideas of the architecture hana changed to any significant degree since D3.1. That

is because we had already foreseen to create a modular architecture that allows the composition of
systems and apps from various enablers: these enablers either provide the necessary data or the
necessary processing capabilities (e.g., analytics, decision support, visualization) heeded to compose
complete applications. In addition, key to the DEMETER architecture is the Agricultural Information
Model (AIM) developed, which provides a common ontologyotider to allow all enablers to
communicate with one another. To this end, another category of DEMETER enablers allows for the
translation of various data formats (as needed) to and from the AIM model and format and these
allow the communication of the vamis components to each other. Finally, the key concepts of
59a9¢9w GKIG SyrotS GKS RStAGSNE 2F (GKS LINR2SO
changed. More specifically, the DEMETER Stakeholders Open Collaboration Space (SOCS), focuses on
resolvirg the needs of the farmers and provides an endpoint for them to access DEMETER, while the
Agricultural Interoperability Space (AIS), focuses on delivering a full set of interoperability
mechanisms to develop, validate and then deploy the solution, proyidin endpoint for the
developers and advisors to access DEMETER. Both of these are instantiations of the DEMETER
Dashboard which is the entry point to the DEMETER ecosystem for all DEMETER Stakeholders,
enabling them to access SOCS and AIS. The dashbiwavd access to the DEMETER Enabler HUB
(DEH), which centralises the full description of all the components, devices, services, data sources,
platforms, etc. that are accessible for exploitation and ultimately for deployment and which provides

the tools anl facilities that allow to compose DEMETER enabled apps and systems from the various
enablers registered in it. The key concepts are presented in Section 8.

However, while there are few changes to theerall RA design, several changes have been made to
various components of the architecture as can be seen in Section 9 of this document, which presents
the various architecture views.

First, some updates have been done to some key components of the hub and the DEMETER key
components. For example, examiningufe 33 from D3.1, the deployment facilities of DEMETER are
now offered by the Brokerage Service Environment (BSE) whose job is to facilitate the deployment of
DEMETER enabled apps from various enablers, as it allows them to discover their endpoints and
communicate with each other. In addition, the BSE also provides the compatibility checker for the
various enablers that want to register with DEMETER through the hub. The runtime facilities are
provided by the DEH client enabler. The hub (DEH) itself lsasba&len slightly updated, as the
compatibility checker is now part of the BSE instead and a few other minor changes have been done
to it as described in Section 9.2. Furthermore, the hub now offers a Resource Consumption
Monitoring component tied with theaccounting component to enable any commercialization model

for data and enablers in general as required. By doing this, DEMETER is in line with the newest
initiatives, such as GADA or the European data strategy, as they should allow the commercialization

of data and services.

Second, some of the core enablers have been updated and the communication core enabler has
been completely removed as it is not necessary. Due to the usage of AIM and the ability of enablers
to directly talk to one another as they ardiscovered via the DEH, this meant that having a
dedicated communications enabler has been unnecessary for the integration of the DEMETER
enabled apps; and thushis enabler has been removed from the core DEMETER enablers in the
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revised RA. Other coreablers have been renamed, e.g., the Access Control Service (ACS) enabler is
the new instantiation of the Security Protection core Enabler (as presented in D3.1). This updated
view is presented ifrigure29 (which presents the core DEMETER enablers) as well as in the high
level view of the architecture.

Third, some updates have been done to the advanced enablers presented in D3.1. In this dpcumen
we give an updated (and significantly) expanded list of advanced enablers developed for DEMETER
and its pilots, which can be found in Section 9.2 (Functional view).

Fourth, the remaining views of the architecture have been updated appropriately in trdeipport

the changes described to the hidgwvel and the functional views of the architecture as well as the
key components and enablers of the architecture. Supporting privacy and data governance to
incentivize the sharing of data by the providerslgogartly enabled by these changes.

In addition, some (relatively small) updates have been reported in the interfaces section as well,
which also reflect the experience obtained from the deployment of DEMETER tools and enablers and
their integration intothe various DEMETER pilots. This is reported in Section 10 of this document.

Finally, the updated instantiations of the architecture views for the various DEMETER pilots, in view
of the changes in the architecture are presentedection 2.

17



DEMETEBS7202
Deliverable D3.3

6 Additionsto Related State of the Art Review

In this section, we present an update to the state of the art since the original release of the
DEMETER architecture in D3.1. More specifically, the new initiatives which are described in this
section are informed and dren by the European Strategy for Data; some key directions of which are
presented in the first subsection here. Then we present two key initiatives: first, theXGiifative

which promotes a federated view on data usage and, second, the Common Earépgeaultural

Data Space, which aims to take the European data strategy to the domain of smart agriculture. Then,
we present several relevant European Al projects (e.g., AI4EU), followed by several other relevant
projects and initiatives

The mappings athese initiatives to the revised DEMETER Reference Architecture are discussed in
Section 11, after the updated RA presentation.

6.1 European Strategy for Data

The EU considers digital transformation as one of the key aspects that will drive new businesses an
odzaiAySaa ANRgGK Ay 3ISYSNItod | 26SHSNE GKA& RSLISyYy!
GNHza G g2 NI Ke GSOKy2t23ASaz yR G2 3IAPS odzaArAySaas
and the ability touse data are essential for innovatiomdagrowth of said businesses. Therefore,

Europe recognises that data is an essential resource for economic growth, competitiveness,
innovation, job creation and societal progress in general. The European Commission has launched
during 2020 theéData Strateg [EUDataStrategy] as well as the White Paper on Atrtificial Intelligence

w2t! L8 GKAOK Llzia SYLXKIFI&AAE 2y y20A2ya adzOK | a
of data. Both aim towards ensuring the global competitiveness of Europe and dateegmty by

fostering the creation of a single market of data. The European Commission (EC) proposes a
European data governance, which is fully in line with EU values and principles. -tThdedo

European Data Governarigeromotes the creation of common European data spaces at the centre

of this strategy with the aim of making available shared data sources for a domain of application

with clear rules, policies, compliance with regulations and technical means to ensureamidta

service interoperability. These data spaces will ensure the availability and accessibility of more data

for companies and the society, via the exchange of usage of data across several sectors and EU
member states, while empowering data owners (indi’dts, companies) in control of their data.

Now, of special interest for DEMETER is the data space focusing on agriculture data.

In practical terms, the European Data Governance will provide 1) mechanisms to reuse public sector
data not available yet as ep data; 2) mechanisms for trustworthy data sharing schemas in the data
spaces; 3) ways to facilitate and foster the sharing of data for individuals and businesses and to use
the data across sectors and borders.

This directive is driven by the growth intdageneration and the economic (projected) growth that
this would lead to, as increased data generation and usage would lead to increased economic value.
These EU projections for the year 2025 [EUDataStrategy] are shdvguirel.

! https://ec.europa.eu/digitalsinglemarket/en/europeandata-governance
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Figurel. Projected figures regarding data volume and economic impact in the EU for year 2025.

Now, to get back to the main point of interest of the new dateategy, the key idea is to create a

single European (most likely federated) market for data coming from several sectors and sources.

This will be facilitated by the new European rules that will ensure, in particular, privacy and data
protectionandthatt t KS | 00Saa FyR dzasS 2F RIFGF FNB FFANE LI

In addition to setting these clear and fair rules on access antseeof data, the EU is also investing

in nextgeneration tools and infrastructures to store and process data, to enhance thgd&amo

cloud capacity. Furthermore, the goal is to enhance interoperabilityd, thus, allowpulling
G§23SGKSNI 9dzNR2 LISFY RIFEGF Ay 1Se &a4SOG2NRX oKAES I f
O2y iNRf 2F OGKSANI RFGFE¢o®

To facilitate all these, seral topics of the work programme of the new Horizon Europe Framework
and the Digital Europe Programmes are dedicated, in fact, to the creation of data spaces and the
technology to support them; they also focus on trustworthiness, data sovereignty aadstiaring
mechanisms. The EC is going to invest billions of euros to support the creations of these data spaces
as well as promoting the usage of trustworthy cloud infrastructures and related services. It is
therefore a good opportunity to place DEMETERhatcore of this strategy as one of the pillars to
enable data spaces for agriculture.

The EC has also appointed several Higlel Expert Groups related to these topics. On the one hand,
the Highlevel Expert Group on Atrtificial Intelligence [EGAIl]Jp¥ahg the launch of the European
Artificial Intelligence Strategy, is formed by more than 50 experts providing advice for the
implementation of its strategy on Al. This expert group has already published several documents
related to ethics and trustworthyAl, policy and funding recommendations at a European and at
sectoral level. On the other hand, the Higtvel Expert Group on BusingssGovernment Data

2 Interoperabilityis a key aspect of this strategy, however, it is not clear if a common model would cover all
this data and different initiatives mentioned in this section take different approaches.
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Sharing [EGB2GDS] is formed by more than 20 experts and has published &aegbis topic,
including a set of policy, legal and funding recommendations

6.2 GAIAX

The GAIAX project [GAIAX] aims towards the creation of a federated, open European data
infrastructure, enabling the interconnection of centralised and decentralised udrastructures to

turn them into a homogeneous, uséiendly system. Thus, GAM will define the technical
principles which foster the implementation of the European Data Strategy. Data Sovereignty, i.e. the
execution of full control and governancg k data owner over data location and usage, is one of the
core principles of GAIX. The requirement of data sovereignty has led to the following-legél
requirements for a GAHX implementation:

1 Openness andransparency: specifications will be acdebs to all GAIAX participants,
technical steering and roadmap definitions are conducted in a public process.

1 Interoperability: participantcaninteract with each other in a defined way. Se#scription
and policies are used to manage interactions betwelata providers and data consumers.

9 Federation: standardized access and multiple decentralized implementations operated by
autonomous providers

9 Identity and trust systems to manage the interaction between GAlgarticipants, without
building upon the athority of a single corporation or government.

The core architectural elements in GAfAareassets, participantsand catalogues Participants are
natural or legal persons that can actaprovider, consumer, data owngand visitor. Providers can

host multiple user accounts. Assets can eitlilr a Node,a Service a Service Instan¢er a Data

Asset Hereby, a node is in general a computational resource like a data centre or an edge computing
device, and nodes can be organized in hierarchies. Secacelse deployed on nodes and describe a
cloud offering. A service instance is the concrete realization of a service running on a node. All
nodes, servicesand service instances are associated with a provider. Data assets are dataasets

can be either sarched, providedor consumed by either another service or a participant, are hosted
on a node, and are owned by a participant. GXl8ata assets are conterdnd structure agnostic

and provide metadata and a seléscription. Selflescriptionsthat desgibe the characteristics of
assets and participantsand catalogues are the elementhat implement the publication and
discovery assets and participants.

The architecture of GAIX fosters the development of digital ecosystems and structures them into
Infrastructure Ecosystemand Data EcosystemsThe infrastructure ecosystem comprises hereby
services to transfer, procesand store data. Stakeholders of the infrastructure ecosystem can be
cloud service providers, edge clouds, HPC provja@érsUnder thedata ecosystem, actors along the

data value chain are summarized. This could be for example data providers, data owners, data
consumers, or smart service providers.

Following the global European data strategy, described earlier, -%/Adfns to become a bma

Ecosystem and Infrastructure covering in that way the European values and standards and its
architecture is being driven by the overall mission. GAI®& | NOKA G SOG dzNB  dzii A £ AT ¢
technology and digital processes to realize the connectimoragy all participants belonging to the

3 Available athttps://ec.europa.eu/digitalsinglemarket/newsredirect/666643
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European digital economy. Through the leverage of standards that now exist, open techroldgy
concepts, it realizes eagg-use, open, qualifassured and consistent services and data that are
characterized by inn@tion. GAIAX aims to become a facilitator bringing interoperability and
interconnection among the several participants both for data and services.

As known, Digital Sovereignty characterizes the ability or power to make decisions concerning digital
processes, infrastructures, digital processes the way that data are moved, structured, budind
managed. The GAIA architecture provides technical solutions to establish Digital Sovereignty
following EU standards.

Digital Sovereigntywhich is a case obData Sovereignty, represents full control, executiand
governance by a Data Owner on fields such as data location and usageX GAhAenable the
participation of Providers and Consumers in a digital sovereignty ecosystem via the application of
core achitectural principles that are described below. GXJAas shown inFigure 2, uses
technological approaches such as

Data Ecosystem

Advanced Smart Services
l',‘

Infrastructure Ecosystem
Policy Rules & Architecture of Standards, interconnection

Partici pants

@) =) @ =)

Figure2. Highlevel representation of GAK architecture that shows the major architecture
components and functions that are followed by the Federation Services

a) Federation, that supports standardized access to &A#fd implementations in a decentralized
way, providing a rich digital ecosystem. Each component enhances security policies in the different
resources and endpoints of the system.

b) SelfDescriptions and Policies, that provide the common elements on a technical level related to
the selection, cordination and initiation of the interactions between Consumers and Providers.
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More specifically, the Sebescriptions stand for GADA offerings and Policies the stand for
requirements.If those two matcles thenthey can start to interact with the GAIX ecosystem.

c) Identity and Trustwhich helps GAIAX Participants to verifif their interaction with others and
also the services they usereasonable, authenti@and backed by Setfescriptions and Policies.

As far as the architecture principles isncerned, we describe below the essential principles
gathered from the architectural vision and objectives and stand for the main (core) that this
architecture follows:

1) Openness and Transparendhedocumentationby GAIAX technologiesnd the documenétion

and architectures could be accessed in a worldwide level from the Participants. Everything, such as
the roadmap of GAIA, technical steering of GAMtakes place in public and the cooperation with
private sector players will be uncovered.

2) Intergperability. Each participant will interact with all the other participants in a wsgkcified
way. Although the architecture describes the technical means to succeed in that, it is questioning
and operates far from the specific implementations.

3) Federatd Systems: GAIR (Figure 3)identifies clearlya federated system that consefrom
autonomous Providers, connected with a specified set of standards, legal rules and frameworks.
Federation alsincludes decentralization and distribution.

4) Authenticityand Trust A secure digital environmentan be enhancedithout building upon the
authority of the government or a single corporation. This can be achieved with an identity
management system with specified declaration, revocation of trystnd mutual authentication
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l ~ Providers o _
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Figure3. Highlevel description of the Federated Identity Model

6.3 Common European Agricultural Data Space

Creating a common data space for agricultural data is in its infancy right now. However, the
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directions wherethis data space is going have been discussed in a recent workshbpre
guestions about the federation and usage of agricultural data have been examined. More
specifically, the goal was to gather expert views on how to support the implementation of a
Canmon European data space in the agriculture sector following the general strategy for data that
has been discussed earlier in this report (see Section 6.1).

The questions posed in this workshop revolved around whether the federation of some of the Farm
Management System (FMS) platforms and other data platforms is feasible, what is needed to
implement a European Data Space from a technical point of view (e.g., interoperability mechanisms),
whether data are available and suppliers of data ready to share tinefaderated data platforms.
Furthermore, whether there exist such data sharing platforms, which public data might be useful to
such an endeavour.

Currently the landscape of existing data platforms including four main sources of Agri data: data
from machirery suppliers, alliances and data sharing platforms, open data (e.g., sat and weather
data) and other data sources, as displaye#igure4 below.

FMS from machinery Other data & apps
suppliers: John providers:
Deer, CNH, Claas, Bayer/Monsanto,

Fendt, Massey Cargill, 356FarmNet,
Fergusson, Kubota, Isagri...

AGCO...

Alliances/Platforms
sharing data: Djust
Connect, API-Agri,

DKE Agrirouter, Join

data, Agrimetrics,
Aladin.com(Invivo)...

Open Data: Satellite
images, weather
data, soil map

Figured. The landscape of existing data platforms

A key objective of the workshop and the initiative, in general, is the drive to aggregate or federate all
these data platforms to facilitate data exchange, to increaseset fexibility and to better use the
potential of data in the agricultural sector. In order to address this, issues like data interoperability,
data governance, and business models about the usage and procurement of the data is necessary; in
addition, resolvinghallenges that deal with incentivizing actors to be willing to share their data and
participate in this data space.

Now, the design of the technical specifications of this Data Space is still to be defined. For example,
the lack of interoperability mechsms is one of the biggest technical hurdles. While the federation

* https://ec.europa.eu/digtal-singlemarket/en/news/expertworkshopcommoneuropeanagriculturatdata-

space0
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of FMS and other data platforms is technically feasible, however, the lack of architectures and
standards for syntactic and semantic interoperability, which are not widely implementadsfan

essential barrier. Some current projects (e.g., ATLAS or DEMETER) work towards alleviating this
LINEOfSY® hGKSNI AaadzSa INBE GKS NRtS 2F LlzotAO RI
example as regards to R&I spending or policy monitofiogthis end, the data space should provide

data sharing tools and platforms, data governance frameworks and in general necessary
improvements to the quality, availability, interoperability of data in specific sectors and across
sectors.

Some participantsaised the necessity of using the FAIR (findability, accessibility, interoperability,

and reusability) principles when it comes to the access, management and use of data. Key in the
usage of data is the data sovereignty aspect: e.g., companies want tmstagtrol over the flow of

their data and there is a lot of potential also in linking data at a edossain level. Therefore,

focusing on the sovereignty aspect, IDSA emphasised an imbalance: on the one hand everyone talks
about interoperability, aboutlata exchange, about data sharing, about degatric services, but the

G2LIAO 2F RIGF 26ySNBKALE RFEGF aSOdaNRAGe FyR RIEGE
person to exclusively and sovereignly decide concerning the usage of data as/ad &ch O | aaSaG ¢ ¢
not been sufficiently addressed. This falls within the business models aspect that was discussed in

the workshop. IrFigure5, IDSA presented their viean using multiple enablers to create the digital
ecosystems while preserving the necessary data sovereignty.

ESSENTIAL TRUST SERVICES

Clearing Certification Certification
house body authority

Healthcare

Manufacturing
Agriculture

User

Individual, company or complete Dynamic trust Dynamic
SR i . :  management attribute

ecosystem of companies ; provisioning

SERVICE PLATFORMS/
MARKET SPECIFIC SOLUTIONS Broker,
auditability

DATA SHARING
INFRASTRUCTURE (IDS) Micropayment

services

CLOUD/EDGE Sensor/platform Data connector
INFRASTRUCTURE interoperability services

Data governace/ Platform access,
privacy antitrust

Figureb. IDSA view using multiple enablers to create the digital ecosystems

Another participant, DkPBata, presentedheir experience from the data exchange platform which
links data from various providers such as agricultural engineering companies and is open to other
machinery providers as well as to software and hardware providers. They claim that a move towards
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custamer-specific agricultural datatorages, because farmers do not want necessarily to store data
in the apps they use, gives them the freedom to work with the data and chose the app that they
prefer and to also use data from various source (most prominesghn data) rather than dealing
with a single centralized storage platform. This view is present&ure6.

Agriculture
Machinery

N ]

External
Data-Exchange

Data
Exchange
Platform

Food Processing
Industry

[ P N

000 600
[\

066 0606 0600 000

° 1@
Dealer Contractor App Provider A.d\}ssr

Figure6. European Agricultutdata Space. Conceptual view proposed by DKE based on their
experience with dealing with customer agricultural data

To sum up, the most important challenges that seems to require answers related to data sovereignty
YR 0KS FoAfAGESR i ahe BDuBinesisNEddel tRaf Sh@ ddataR $pace >and
providing/consuming data would entail as well as the data interoperability aspect as well

6.4 The AI4EU Project and oth&elevant European Al projects

We present here the AI4EU project, its mapping to the DEMEPESS well as a few other projects
following in the same logic as AI4EU or, in fact, using it.

6.4.1 Description of the AI4EU Project

One of the main European Al initiatives aims not only at the creation of an Artificial Intelligence On
Demand Platform but alsan ecosystem, where all relevant actors (SMEs, industries, research
institutions, and citizens) across the EU can patrticipate and collaborate, being these objectives the
main goals of the AI4EU projé¢AI4EL. As this initiative strongly focuses on thellaboration of
different actors, the platform will serve as a nexus by providing documentation and resources,
easing the connection and exchange between partners as waltllEssussion area and identification

of new collaboration opportunities like sedégnding for new innovative projects.

° https://www.ai4eu.eu/
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The ACUMOBased platform, which is one of the main goals of the project, will give access to all
kinds of resources needed for the creation oflated solutions, covering the entire process of Al
based developmerst including Aservices, datasets, components, computing resources, etc. To
reach a wider target, this platform will be easily accessible, offered as a web platform, and follow a
serviceoriented approach. Additionally, it has been designed to be extémsikcalable, and
interoperable, offering tools for the collaborative creation of Al solutions based on manydtate
the-art technologies. This platform also offers computational resources, which help to cover the
whole lifecycle (not only the design amshplementation) of the creation of Alased solutions,
including those that have high computational requirements.
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Figure7. AI4EU reference architecture

AI4EU follows a muldisciplinary and crossector approach, with respegtto its applicability, in
order to address all the possible scenarios. This can be seen in the different AI4EU pilots, reflecting
the applicability of the platform to the different domains identifieds illustrated irFigure8.
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Figure8. Domains covered by the AI4EU pifots

From all the fields of application of the AI4EU pilots, there is one that might be of special interest for
DEMETERs it is focused on the agricultural area. That pjlficused on crop quality assessment, is
focused on the development of components that will help on estimating kb quantity and
guality of grape production in vineyards. These components includdefa that will use photos
taken in the field, satellite imagery and other data sources, such as weather data, field
characteristics and will be deployed in the ACUMI@Sed platform. Additionally, the resources of
the pilot will also be published in botthe AI4EU catalogue and the model repository. Another
critical issueof the expected outputs of this pilot is the creation of an open discussion group for Al in
agriculture in the AI4EU platform, where different agezhnological resources might be sharaad
discussed.

Al4EU offers a lontgrm roadmap, as during and after the end of the projeitt,is being
complemented by a set of I€B and ICH9 projects that seek to reinforce the strategy of the EC
regarding Atrtificial intelligence democratizationia\yproviding resources, continuing the solutions
provided, or helping companies to improve their processes, products and services through the
Digital Innovation Hubs that will also help to spread the cope of this project, reaching all the
potential actorsinterested in participating for one of these initiatives)

6.4.2 Otherrelated projects: Al4CopernicusAlPlan4EU, AI4EO

This section presents projects which follow along the same lines and logic as the AI4EU project. For
each project, we describe its key aiarsd the approach taken where such information is available.

Al4CopernicugAl4@] aims to make the AlI4EU-8h-demand platform the platform of choice for

users of Copernicus data along the value chain (scientists, SME®amosector). Al4Copernicus Wil
achieve this by exposing AI4EU resources on DIAS (data and information access services) platforms,
making it easy tmbtain computing power and large EO data, as well as to access training material

6 Image available ahttps://www.aideu.eu/pilot-expaiments
" https://www.ai4eu.eu/aidagriculture
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and expertise. Al4Copernicus proposes to reinforce grtarise the AI4EU platform service offering

with Al4Copernicus dataset®ols and services relevant to Copernicus data to facilitate the use and
uptake of the platform resources in domains of high economic and societal impact, such as in
Agriculture, Enagy, and Security. A series of 4 open calls have been planned, leading to &catall
experiments (smaller, singleeneficiary experimental projects targeting technolesgjvanced users)

and 9 usecases (largebudget projects, involving at least one ntechnology user). The open calls

will necessitate the utilisation of DIAS platforms, Copernicus data, the AI4EU plat#odrthe
services and resources that will be provided by the Al4Copernicus project. Throughziaggani
facilitating and mentoring thee Open Calls, Al4Copernicus will reach out to new user domains and
boost the use of the AI4EU platform. More specifically, Al4Copernicus aims to: (1) Expand and
deepen the integration of AI4EU with DIAS platforms to enrich the AI4EU service offeringadtel en
far-reaching innovation; (2) Kickstart the innovation cycle by incentivising diverse AI4EU and
Copernicus communities to solve real problems of business and societal value; and (3) Drive the
evolution, uptake, and impact of all involved platforms: B4and the DIAS platforms, especially
WEKEO, CREODIAS and MUNDI.

https://cordis.europa.eu/project/id/101016798

Automated Planning and Scheduling is a relevant technology for many applieatias that need
quick, automated, and optimal decisions, like agile manufacturing, agrifood logistics. The
AlPlan4dEUAIPLAN]project will bring Al planning as a firstass citizen in the European Al-On
Demand (AI4EU) Platform by developing a unifausgrcentred framework to access the existing
planning technology and by devising concrete guidelines for innovators and practitioners on how to
use this technology. To do so, we will consider-cases from diverse application areas that will
drive the cesign and the development of thisEamework andinclude several available planning
systems as engines that can be selected to solve practical problems. We will develop a general and
planneragnostic API that will both be served by the AI4EU platform aral/a#able as a resource to

be integrated into the users' systems. The framework will be validated orcases both from
within the consortium and recruitewith cascade funding; moreover, standard interfaces between
the framework and common industrial thrnologies will be developed and made available.

https://cordis.europa.eu/project/id/101016442

AIUEQAIMEQA & Yy AYAGALI GAGBS o0& dabSo betezN@nhestithy artffidldr OS ! 3
intelligence (Al) and Earth observation (EO) domains. The AI4EO initiative looks to foster innovation

in Earth Observation, through the application of Al techniques. The impact of Al in this domain has

large environmental, societal, and economic implmas, and the merging of these two domains can

yield in actionable insights for scientists, as well as political and economic deuigiars.

https://ai4eo.eu/

6.5 DataBench- Big Data and Al PipelinEramework- related to BDVA and DAIRO models

The DataBenclproject [DataB] has created a Framework for Big DdRBigData]and Al Pipeline
descriptions based on the Big Data Value Association (BDVA) reference architecture. In order to get
an overall perspective on Bigata and Al systems, the usage of a-lexel generic pipeline has
recently been introduced by the DataBench project as a complementary data and control flow
perspective for the description and analysis of technologies used in the context of a Big Ba#th an
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Application. The DataBench project also uses this to relate to technical benchmarks and business
benchmarks, as supported by the DataBench Toolbox.

The Big Data and Al Pipeline Framework is based on the elements of the BDV (Big Data Value
AssociationReference Model. To have an overall usage perspective on Big Data and Al sgstems
top-level generic pipeline has been introducedhich allows tounderstand the connections
between thevariousparts of a Big Data and Al system in the context of an egin flow. The
following figure depicts this pipeline, following the Big Data and Al Value chain.

Data Data Analytics/Al/ Action/Interaction,
Acquisition/Collection Storage/Preparation Machine Learning Visualisation/Access
(including Data Ingestion (including Storage (including data (including data presentation
processing, Streaming, Data Retrieval/Access/Queries analytics, ML model environment/boundary/user
Extraction, Ingestion Storage, Data Protection, Curation, training, model action and interaction)
Different data types) Integration, Publication) verification, operation

Figure9. Top level Generic Big Data and Al Pipeline pattern

As it can be seen iRigure9, this pipelineis a high-level view. Therefore, it can be easily specialised

in order to describe more specific pipelines, depending on the type of data and the type of
processing (e.g., loTath and reatime processing). The 3D cubefigure belowdepicts the steps of

this pipeline in relationship with the type of data processing and the type of data being processed.

FigurelO. Top level Generic Big Data and Al Pipeline cube

Asseenin FigurelO, the type of data processing, which has been identified as a separate topic area
in the BDV Referee model, is orthogonal to the pipeline steps and the data types. This is due to the
fact that different processing typesuch asBatch/dataat-rest and Realime/data-in-motion, can

span across different pipeline stepadcan handle different data ty as the ones identified in the

BDV Reference Model, within each of the pipeline steps. Thus, there can be different data types like
structured data, times series data, geospatial data, media, Image, Video and audio data, text data,
including natural langage data, and graph data, network/web data and metadata, which can all
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imply differences in terms of storage and analytics techniques.

Other dimensions can similarly be added for a radilthensional cube, e.g. for Application domains,
and for the differem horizontal and vertical technology areas of the BDV Reference model, and for
the technology locations of the Computing Continuum/TransContingdiraom Edge, through Fog to
Cloud and HP{OPENF] for the actual location of execution of the four steps, efhcan happen on

all these levels. The same orthogonality can also be considered for the area of Data Protection, with
privacy and anonymizationmechanisms to facilitate data protection. It also has links to trust
mechanisms like Blockchain technologies, smart contracts and various forms for encryption. This
area is also associated with the area of CyberSecurity, Risk and Trust.

Big Data and Al
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Figurell. Big Data and Al Pipeline using technologies from the BDV reference model

The BDV Reference Model showrFigurellhas been developed by the BDVAKihg into account

input from technical experts and stakeholders along the whole Big Data Value chain as well as
interactions with other related Pubherivate Partnerships (PPPs). An explicit aim of the BDV
Reference Model in the SRIA 4.0 document isl$o iclude logical relationships to other areas of a
digital platform such as Cloud, High Performance Computing (HPC), 10T, Networks/5G, CyberSecurity
etc.

The followingtext describeghe steps of the Big Data and Al Pipeline showed to the left of thé BD
Reference model ifrigurell, with lines related to the typical usage of some of the main technical
areas.

Data Acquisition/Collection

This step includes acquisition and collection from various sources, including both streaming data and
data extraction from relevant external data sources and data spaces. It includes support for handling
all relevant data types and also relevant data puoien handling for this step. This step is often
associated with the use of both retine and batch data collection, and associated streaming and
messaging systems. It uses enabling technologies in the area using data from things/assets, sensors
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and actudors to collect streaming datm-motion as well as connecting to existing data sources with
data-at-rest. Often, this step also includes the use of relevant communication and messaging
technologies.

Data Storage/Preparation

This step includes the use opopriate storage systems and data preparation and curation for
further processing. It also includes data storage and retrieval in databases such as SQL and NoSQL,
that include kewalue, columrbased storage, document storage, graph storage and storage
structures. This area contains many benchmarks to test and compare various data storage
alternatives. Also, there is interaction with variodata platforms and data spaces for broader data
management and governanead is linked to handling associated asiseof data protection.

Analytics/Al/Machine Learning

This step handles data analytics with relevant methods, including descriptive, predictive, and
prescriptive analytics andhe use of Al/Machine Learning methods and algorithms to support
decision makingnd transfer of knowledge. For Machine learning, this stepludes the subtasks

for necessary model training and model verification/validation and testing before actual operation
with input data.Earlierstep of data storage and preparation will providata input both for training

and validation and test data, as well as operational input data.

Action/Interaction, Visualisation and Access

This step(includingthe data presentation environmenthat allows user actios and interaction)
identifies the bomdary towards the environment for action/interaction, typically through a visual
interface with various data visualisation techniques for human users and through an API or an
interaction interface for system boundaries. This is a boundary where interactioour between
machines and objects, between machines, between people and machines and between
environments and machines. The action/interaction with the system boundaries can typically also
affectthe environment to be connected back to the data acqigsitcollection step, collecting input

from the system boundaries.

The above steps can be specialisizbending uporthe different data types used in the various
applications anctan beset up differentlyaccording toprocessing architecturege.g. batch, real
time/streaming or interactivg Furthermore with Machine learning there will be a cycle starting
from training data and later using operational data. The steps of the Big Data and Al Pipeline
Framework are also harmonised with the 1ISO SC42oAimittee standards It is harmonised with

the steps of Collection, Preparation, Analytics and Visualization/Access steps within the Big Data
Application Layer of the recent international standard 1SO 28548ig data reference architecture
within the functional components of the Big Data Reference ArchiteCtyEJBD] Figure 12
presentshow the Big Data and Al Pipeline can also be related to the recent AIBRAECOsystem

and Enablers (from SRIDA Al).

8 ISO/EC  JTC 1/SC 42  committee  on  Atrtificial intelligenc®etrieved  from
https://www.iso.org/committee/6794475.html

o European BDVA Strategic Research and Innovation Agenda v4.0. (2017, October). Retrieved from
http://www.bdva.eu/sites/default/files/BDVA_SRIA_v4 Ed1.1.pdf
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Figurel2. Big Data and Al Pipeline and the European Al and Robotics Framework

The steps of the Big Data and Al Pipeline can relate to the Al enablers as follows:

Data Acquisition/Collection: using enablers from Sensing and Perception technologies, which
includes methods to access, assess, convert and aggregate signals that represembrickal
parameters into processable and communicable data assets that embody percepti

Data Storage/Preparationusing enablers from Knowledge and learning technologies, including data
processing technologies, which cover the transformation, cleaning, storage, sharing, modelling,
simulation, synthesizing and extracting of insights otygles of data both that gathered through
sensing and perception as well as data acquired by other meanspibuedurewill handle both
training data and operational data. It will further use enablers for Data for Al which handles the
availability of thedata through data storage through data spaces, platforms and data marketplaces
to support data driven Al.

Analytics/Al/Machine Learningusing enablers from Reasoning and Decision making which is at the
heart of Artificial Intelligence. This technologyearalso provides enablers to address optimisation,
search, planning, diagnosis and relies on methods to ensure robustness and trustworthiness.

Action/Interaction, Visualisation and Accessising enablers from Action and Interactignwhere
interactions ocaur between machines and objects, between machines, between people and
machines and between environments and machines. This interaction can take place both through
human user interfaces as well as through various APIs and system access and interaction
mechaiisms. The action/interaction with the system boundaries can typically also be connected
back to the data acquisition/collection step, collecting input from the system boundgiigsrel3).
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Data Data Analytics/Al/ Action/Interaction,
Acquisition/Collection Storage/Preparation Machine Learning Visualisation/Access
(including Data Ingestion (including Storage (including data (including data presentation

processing, Streaming, Data Retrieval/Access/Queries analytics, ML model environment/boundary/user
Extraction, Ingestion Storage, Data Protection, Curation, training, model action and interaction)
Different data types) Integration, Publication) verification, operation
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Figurel3. Big Data and Al Pipeline and the ISO 26581y Data Reference Architecture.
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Figurel4. Big Data and Al Pipeline and the steps in ISO/IEC 23053 standard

Thepipeline steps are also harmonised with the emerging pipeline steps in the ISO SC42 Al standard
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(Figure14). This describes a Machine learning pipeline with the related steps of Data Acquisition,
Data PreprocessingModelling Model Deployment and Operation.

6.5.1 Big Data and Al Pipelines in Agri and DEMETER context

This sectiorpresents example pipelines which handle different data types. Specifically, they handle
IoT data, Graph data and Earth Observation/Geospatial data. Each pipeline is mapped to the four
phases of the top level Generic Big Data and Al Pipeline pattern thead pipelines have been

developed in the DataBio projett

GKAOK g1l a

Tdzy RSR

08 GKS 9dzNP LJ

research and innovation programm®ataBio focusedn using BigData to contribute to the
production of the best possible raw materials fragriculture, forestry and fishery/aquaculture for

the bioeconomy industryto produce food, energy and biomaterialsyhile also considering
responsibility and sustainability issues. The pipelines that are presented below are the result of

1% Databio,DataDriven Bioeconomy project. Homepage URtps://www.databio.eu/
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aggregating Big Da from the three focused sectors (agriculture, forestry and fishery) and
intelligently process, analyse and visualize them.

The Pipeline for Linked Data Integration and Publication has been adapted an extended further in

the DEMETER project. Also, oth@rglines as shown in the following can be considered for further
highlighting and elaboration in the DEMETER project.

6.5.2 Pipeline for 10T data reafime processing and decision making

¢KS Gt ALISE Ay S AF2SNI LINP¢O SRilaiAly INE kyfieen &pfli€ditaittive? yiloty | 1 A y 3
in the DataBio project from the agriculture and fishery domain, and, since it is quite generic, it can

also be applied to other domains. The main characteristic of this pipeline is the collection-of real

time data coming fromoT devices to generate insights for operational decision making by applying
reaHime data analytics on the collected data. Streaming data (a.k.a. events) from loT sensors are

collected in reatime (for example: agricultural sensors, machinery sensdishing vessels
monitoring equipmeng.

Data Data Analytics/Al/ Action/Interaction,
Acquisition/Collection Storage/Preparation Machine Learning Visualisation/Access
(including Data Ingestion (including Storage (including data (including data presentation
processing, Streaming, Data Retrieval/Access/Queries analytics, ML model environment/boundary/user
Extraction, Ingestion Storage, Data Protection, Curation,

training, model

Different data types) verification, operation

action and interaction)
Integration, Publication)
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complex events

These streaming data (a.k.a. events) can then beppoeessed in order to lower the amount of data

to be further analysed. Psprocessing can include filtering of the data (filtering out irrelevant data

and filtering in only relevant events), performing simple aggregation of the data, and storing the

data (e.g, on cloud or other storage model, orevénA YLJX & & I O2YLJzi SNRa 7TA
conditional notification on data updates to subscribers can be done. After beingrpoessed, data

enters the complex event processing (CEP) component for further analysis, which generally means
finding pattens in time windows (temporal reasoning) over the incoming data to form new more
complex events (a.k.a. situations or alerts/warnings). These complex events are emitted to assist in
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actuators, e.g., sensors that start irrigation in a greenhouse as a result of a certain alert. The
situations can also be displayed using visualization tools to assist humans in the deeikiog

process. The idea is that the deted situations can provide useful ret@ine insights for operational
management (e.gpreventing a crop pest or machinery failure).

Figurel5 illustrates the steps of he pipeline for reatime 10T data processing and decision making
that we have just described and their mapping to the steps of top level Generic Big Data and Al
Pipeline pattern that have begpreviouslypresented inFigure9.

6.5.3Pipeline for Linked Data Integration and Publication

In DataBio project and some other agrifood projects, Linked Data has been extensively used as a
federated layer to support large scalarmonization and integration of a large variety of data
collected from various heterogeneous sources and to provide an integrated view on them.

Thishas been further extended within the DEMETER project

The triplestore populated with Linked Data duringethourse of DataBio project (and few other

related projects) resulted in creating a repository of over 1 billion triples, being one of the largest
semantic repositories related to agriculture, as recognized by the EC innovation radar naming it the

G! NIGIHENAYy 3 51 GF LyGSaANFG2N) F2NJ { YIENI CFENXAy3IE D
helped in deploying different endpoints providing access to the dynamic data sources in their native
format as Linked Data by providing a virtual semantic layer gnofothem. This action has been

realised inthe5 1 G . A2 LINRP2SOG GKNRdAAK GKS AYLX SYSydidl Az
GKS tdzofAOFIiA2Yy YR LyGSaNIGA2Yy 2F [AY]1SR 51 Gl ¢
related to the bioeconomy stors. The main goal of these pipelines instances is to define and

deploy (semi automatic processes to carry out the necessary steps to transform and publish
different input datasets for various heterogeneous sources as Linked Data. Hence, they connect
different data processing components to carry out the transformation of data into RDF fdronat

the translation of queries to/from SPAR®&Nd the native data access interface, plus their linking,

and including also the mapping specifications to processitiput datasets. Each pipeline instance

used in DataBio is configured to support specific input dataset types (same format, model and
delivery form)

A highlevel view of the endo-end flow of the generic pipeline and its mapping to the steps of the
Geneic Big Data and Al Pipeline is depictedFigurel6. In general, following the best practices and
guidelines of Linked Data Publicatidnthe pipeline takes as inputelected datasets that are
collected from heterogeneous sources (shapefiles, GeoJSON, CSV, relational databases, RESTful
APIs), curates and/or pygrocess the datasets when needed, selects and/or creates/extends the
vocabularies (e.g., ontologies) for tlepresentation of data in semantic format, processes and
transforms the datasets into RDF triples according to underlying ontologies, performs any necessary

1 "RDF Schema 1.1 W3C Recommendation,” 2&btrieved from:https://www.w3.0rg/TR/2014/REEdf-
schema20140225/

2 hitps:/iwww.w3.org/TR/rdEspargtquery/

13 hitps:/ivww.w3.org/TR/Idbp/

36


https://www.w3.org/TR/2014/REC-rdf-schema-20140225/
https://www.w3.org/TR/2014/REC-rdf-schema-20140225/
https://www.w3.org/TR/rdf-sparql-query/
https://www.w3.org/TR/ld-bp/

?:*’.,d emeter
DEMETEBS7202
Deliverable D3.3

post-processing operations on the RDF data, vi) identify links with other datasets, and pulflishes t
generated datasets as Linked Data and applying required access control mechanisms.

The transformation process depends on different aspects of the data like the format of the available
input data, the purpose (target use case) of the transformation dredvolatility of the data (how
dynamic is the data). Accordingly, the tools and the methods used to carry out the transformation
were determined firstly by the format of the input data. Tools like DZR@re normally used in
case of data coming from relatial databases, tools like GeoTripfesere chosen mainly for
geospatial data in the form of shapefiles, tools like RML Proc&sfmr CSV, JSON, XML data
formats, services like Ephedfgwithin Metaphactory platform) for Restful APIs.
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(including Data Ingestion (including Storage analytics, ML model (including data presentation
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Figure16 presents the steps of the pipeline for Linked Data Integratioff R t dzo f A OF (G A 2y §
have described above and their mapping to the steps of top level Generic Big Data and Al Pipeline
patternsthat have beerpreviouslypresented inFigure9.

6.5.4Pipeline for Earth Observation and Geospatial Data Processing

The pipeline for Earth Observation and Geospatial data processing, developed in the DataBio
project, depicts the common data flow among six project pilots, four of which are fitwen t
agricultural domain and two from the fishery domain. To be more specific, from the agricultural
domain there are two smart farming pilots, one agricultural insurance pilot and one pilot that
provides support to the farmers related to their obligatioméroeduced by the current Common

% http://d2rg.org/
5 hitp://geotriples.di.uoa.qgr/

18 hitps://github.com/RMLio/RMEProcessor
7 hitps://metaphacts.com/ephedra
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Agriculture Policy. The two pilots from the fishery domain were in the areas)afceanic tuna
fisheries immediate operational choicgndb) oceanic tuna fisheries planning.

Some of the characteristics of this pipelinelude the following:

9 Itsinitial data input is georeferenced data, which might come from a variety of sources such
as satellites, drones or even from manual measurements. In general, this will be represented
as either in the form of vector or raster data. Vector data usuadigcdbes some spatial
features in the form of points, lines @olygons Raster data, on the other hand, is usually
generated from imagingroducing sources such as Landsat or Copernicus satellites.

1 Information exchanged among the different participantstiive pipeline can be either in
raster or vector form. Actually, it is possible and even common that the form of the data will
change from one step to another. For example, this can result from feature extraction based
on image data or preendering of spatl features.

9 For visualisation or other types of user interaction options, information can be provided in
other forms like: images, maps, spatial features, time series or events.
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Acquisition/Collection Storage/Preparation (including data Visualisation/Access
(including Data Ingestion (including Storage analytics, ML model (including data presentation
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Therefore, this pipeline can be considered as a specialization of the top level Generic Big Data and Al
Pipeline pattern, presented in Section 2, as it concerns the data processing for Earth Observation
and Geospatiatlata. The mapping between the steps of these two pipelines can be sdegtire

17.

6.6 Minimal Interoperability Mechanisms (MIMs) OASQ; Synchronicity dRural

Minimal Interoperability Mechanisms (MIMs]IMIMS] are universal tools for achieving
interoperability of data, systems, and services between organisations. As they are based on an
inclusive list of baselines and references, Mlislse into account thaliversebackgrounds of these

38



DEMETEBS7202
Deliverable D3.3

organisations and allow interoperabilitbased on a minimal common grounds can be seen in
Figure18 Implementation can be different, as long as crucial interoperability points in any given
technical archiecture use the same interoperability mechanisnThe MIMs are vendeneutral and
technologyagnostic, meaning that anybody can use them and integrate thémexisting systems

and offerings. The Livirg.EU (LI.EU) declaratirand initiative ensure tat local priorities are
consideredwhen scaling digital solutions. The LI.EU technical specifications (called MIM+) take
existing EU policies into account (including INSPIRE, CEF and EIF); it refers to established standards
where available (such as geosidit food, farming, energy, water etc.); and it aligns with the
emerging UN SDG framework in U4SSC, which includes both indicators and architectures. It also links
to markets in other global regions which are important for the EU, including Japan andBadied

by suppliers in Europe and elsewhere, including the-luedwn hyperscalers, but with distinct terms

and conditions in line with EU priorities and policies.

MIMS has originated from Smart City projects/platforqike Synchronicifyc and been pranoted
by the OASE Open Agile Smart City organisatiganesented inTablel ¢ and also followed up by
projects in other areag such as dRur&lon Platform interoperality for rural areas.

Each community is different from one another, which is reflected by their approach to digital
transformation: But while differing in many respects, cities also share common needs:

1. Increasing efficiency and effectiveness of government

2. Driving down costs of innovation and procurement

3. Policymaking based on more and better data

4. Stimulating the local economy and innovation ecosystem

Integrating with
Marketplace

Supporting OASC
Data Models

MIM 1 Implementing Context
Management API

LR Existing Proprietary

Solution

Figurel8. Using MIMs to ensure interoperability of legacy systems and solutions

Unlocking the Benefits of Interoperability

Minimal Interoperability Mechanisms (MIMs) are universal tools for achieving interoperability of
data, systems, and services between cities and suppliers around the world. As they are based on an

18 https://mww.living-in.eu/declaration
19 https://synchronicityiot.eu/
0 https://drural.eu/
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inclusive list & baselines and references, MIM®nsiderthe diverse backgrounds of cities and
communities and allow cities to achieve interoperability based on a minimal common ground.

Implementation can be differentf crucial interoperability points in any given tegbal architecture
use the same interoperability mechanisms.

The MIMs are vendaneutral and technologyggnostic, meaning that anybody can use them and
integrate them irtio existing systems and offerings

Tablel. OASC Minimal Interoperability Mechanisms

MIM [ MIM Name Interoperability Description
Point

1 | OASContext Context ThisAPlallowsto accesgo reaktime
Information Information contextinformationfrom differentcities.
Management Management
MIM API

2 | OASMataModels| SharedataModels | Guidelinesandcatalogueof commondata
MIM modelsndifferentverticaldo enable

interoperabilityfor applicationsand systems
amongdifferentcities.

3 | OASC MarketplaceAPI TheMarketplaceAPlexposes
Ecosystem functionalitiessuchascatalogue
Transactions managementorderingmanagement,
Management revenuemanagementService_evel
MIM AgreementgSLA)licenseananagement,

etc.Complementedymarketplacegor
hardwareandservices.

The underlying baselines arslandards supporting the MIMs are listed in Table 2 below. These
standards and baselines will be curated transparently araléontinuous process by OASC.

Table2. OASC MIMs: Underlying Standards and Baselines

MIM | Name Standardsk [Baselines] Reference
1 | OASContext ETSNGSLDAR?, OMA ReferenceArchitecturefor loT-
Information NGSIITU TSG20/F&DPM | Enabled Smar€ities(SCD2.10Q

Management MIM | [FIWAREGSI]
2 | OASMataModels | [SARERFIWAREGSMA, Guidelinedor the definitionof

MIM schema.org, OASC SharddtaModels(SC
SynchroniCity RZ D2.2
partner datamodels] Catalogueof OASGharedData

Models forSmartCitydomains(SC
D2.3to be released)
3 | OASEcosystem [TM ForumBusiness BasidDataMarketplace

2 https://www.etsi.org/images/files/ETSIWhitePapers/etsi_ wp31 NGSI API.pdf

40


https://synchronicity-iot.eu/wp-content/uploads/2018/09/SynchroniCity_D2.10.pdf
https://synchronicity-iot.eu/wp-content/uploads/2018/05/synchronicity_d2_2_guidelines_for_the_definition_of_oasc_shared_data_models.pdf
https://synchronicity-iot.eu/wp-content/uploads/2018/05/synchronicity_d2_2_guidelines_for_the_definition_of_oasc_shared_data_models.pdf
https://www.etsi.org/images/files/ETSIWhitePapers/etsi_wp31_NGSI_API.pdf

DEMETEBS7202
Deliverable D3.3

Transaction EcosystemAPI,FIWARE Enablers $CD2.9

Management MIM | BusinessEcosystermand Guidelinegorthe integrationof
MarketplaceEnabler loT devicegn OASCompliant
API, SynchroniCigyPI] platforms SCD2.9

Initially, OASC featured three Minimal Interoperability Mechanisms (MIMs):

1 Context Information Management
9 Common Data Models
1 Marketplace EnablerEcosystem Transaction Management)

Two additional MIMs have been proposed and accepted as work items:

1 Personal Data Management
1 Fair Artificial Intelligence

6.7 CEF Digital: Connecting Europe Facility

The mgor goal of CEF DigitllEF]s to provide means to help businesses and public administrations
make the most of the digital world, by increasing the interconnection between {Eamspean
networks. CEF Digital promotes the adoption of common digital standards by: (a) Providingalechnic
support to business and public administrations in their digital transition; (b) Helping them develop
secure, interoperable digital services; (c) Providing funding to projects that can contribute to a more
connected Europe.

This support comes in the for of Building Blocks. A Building Block is an open and reusable digital
solution that can take the shape of a framework, a standard, a software, a software as a service
(SaaS), or any combination there®he list of the Building Blocks currently availahl€EF Digital is
depicted inFigurel9.

y ’—\ Big Data Test Infrastructure y k\ Blockchain (EBSI) y \ Context Broker
(‘ ) Afree big data analytics ( L)) Build the next generation of ( )/ Make data-driven decisions in
¥’ sandbox to power your data- "G~ European Blockchain Services ¥ real time, at the right time
driven decision-making Infrastructure
. . elD
{/ \ eArchiving {/_ﬁ\ eDelivery Offer services capable of
\ ) Preserve, migrate and reuse \L 8 ) ) Exchange electronic data and electronically identifying
¥’ data securely, according to "  documentsinan users from all across Europe
European Standards interoperable and secure way

y \ eTranslation

elnvoicing {/ \ eSignature ( % )/ Enable multilingual public
Send and receive electronic \ ) Create and verify electronic, 7 services and communication

invoices in line with the ¥ paperless signatures
European Directive

Once Only Principle

Reduce administrative burden
for individuals and businesses

Figurel9. Listof Building Blocks available in CEF Digital (S&yrce

= https://ec.europa.eu/cefdigital/wiki/display/ CEFDIGITAL/CEF+Digital+Home
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Among these Building Blockhgere are three of them clearly related to DEMETER, described below:

1.

Context

Context Broker its goal is to gather data in retine from smart applications and sensors, to
support decisions at the right time. Based on FIWARBP] its Data Broker assembles
information from different systems, reducing costs and time in the development of context
information-based platforms and solutions. Its architecture is describdedgare20 below.

Context Broker G

Contaxt
Consumers

.. -

Producers ® O e ©

-
r

Figure20. Overview of the CEF Context Broker architecture

CEF Context Brokenables the publication of context information by entities, referred
ascontext producers, that isvailable to other entities, referred a®ntext consumers,
which are interested in processing this context information. Applications or even other
platform components may play the role of context producers, context consumers or both.
On the other hand, pdates on context information are considered as events that can be
handled by applications or platform components that subscribe to those events. The CEF
Context Broker supports two ways of communications: push and pull towards both context
producers and he context consumers, and ptovides the FIWARE NG&PI[FIDC]to
applications adopting the context producer, context provider or context consumer roles.

Big Data Test Infrastructure (BDTH free online sandbox where users analyse Big Data sets
and test datadriven decisiommaking. The BDTI offers: (i) A test infrastructure that allows
users to request a virtual testing environment built on the Amazon AWS stack which
provides a preconfigured and ready to use environment for analytics experimentsA(ii)
data source catalogue that provides a centralised repository of reliable data semaiaky
openby maintaining a consolidated list of available data sources wlgehs can include in
their data analytics use casé&he catalogue alsprovides guideties on how to create the
interconnection with datasets provided by the data sources listed in the catalogue,
explaining how to develop technical interfaces using APIs; (iii) A Big Data and analytics
software catalogue that provides to the users the podigjbito search and download
analytics software for implementing Big Data use cases.
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3. eArchiving a secure infrastructure to reserve, migrate and reuse data securely, according to
European standards. The core of eArchiving is formed by Information Pagiegiications
which describe a generic format for storing bulk data and metadata in a platform
independent, authentic, and loAgrm understandable way. The specifications are ideal for
migrating longterm valuable data between generations of informatiorstems, transferring
data to dedicated longerm digital repositories, or preserving and reusing data over
extended periods of time and generations of software systems. The eArchiving specifications
are based on common, international standards for transimgt describing and preserving
digital data. The main standard is the Reference Model for an Open Archival Information
System (OAIS Reference model) which has Information packages as its basis. The main
standard for transmitting Information Packages is tetadata Encoding and Transmission
Standard (METS), and the main standard for preserving Information Packages is Preservation
Metadata Implementation Strategies (PREMIS). eArchiving offers the following set of
components: (i) Open and platformdependent specifications for creating time resistant
packages of crucial data and metaddig; Opensource software components to
demonstrate how data can be exported, preserved and reused according to the
specifications(iii) Standardised guidance and trainimg issues around loRgrm data
management and digital archiving

6.8 OpenDEt Reference Archécture for Platform Interoperability within and across sectors

The OPENDEI[OPEND]crossindustry Digital Platforms federatiéhof the OPEN DEI project
providesuseful insights to the most relevant work in the field of Reference Architecture for building
Digital Platforms to support the Digital Transformation journeys in the four sectors targeted by OPEN
DEI (i.e. manufacturing, agriculture, energy, and healdicar

The OPEN DEI RAF is built upon 6 main underlying principles (INTEROPERABILITY, OPENNESS,
REUSABILITY, AVOID VENDORINOSECURITY and PRIVACY and SUPPORT TO A DATA ECONOMY)
¢ as follows:

Underlying principle 1: INTEROPERABILITY THROUGH DATA SHARINGtIC interoperability
between two or more systems is achieved by means of using common data formats and
communication protocols. Semantic interoperability between two systems, on the other hand, is
achieved when the information exchanged can belipteted meaningfully and accurately at both

ends, producing useful results as defined by the-aadrs of both systemdfecommendation 1:

OPEN DEI RAF should foster technical interoperability at syntactic and semantic levels, via the use of
data sharing mechanisms, grounded on wektablished standards and design/implementation
patterns.

Underlying principle 2: OPENNESI& the context of datadriven services, the concept of openness
mainly relates to data, data/API specifications and softw&ecommendation 2: OPEN DEI RAF
should ensure a level playing field based on egmrce datasets/software/standards and
demonstrate active and fair consideration of the coverage of functional needs, maturity and market
support and innovation.

= https://www.opendei.eu/casestudies/d2 1-referencearchitecturefor-crossdomaindigitattransformation/
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Underlying pinciple 3: REUSABILITYReuse means that system architects confronted with a
specific problem seek to benefit from the work of others by looking at what is available, assessing its
usefulness or relevance to the problem at hand, and where appropriateptadpsolutions that

have demonstrated their value elsewhere. This requires the involved stakeholders to be open to
sharing its interoperability solutions, concepts, frameworks, specifications, tools and components
with others. Recommendation 3: OPEN DRIFRmust support reusing and sharing of data and
solutions, enabling cooperation in the collaborative development of data models and solutions when
implementing Digital Transformation pathways.

Underlying principle 4. AVOID VENDOR LOXCKVhen establishingDigital Platforms, system
architectures should focus on functional needs and defer decisions on technology if possible in order
to minimize dependencies on vendors, to avoid imposing specific technical implementations or
products on their constituents ando be able to adapt to the rapidly evolving technological
environment. The OPEN DEI RAF should be able to support the adoption of concrete open standard
technologies to use for the effective sharing of data for example, while at the same time choose
techndogies that will not impose any specific technical implementation and avoid vendoinock

The functioning of an implementatiendependent technology requires data to be easily
transferable among different suystems independently of how and who has lempented those
subsystems, in order to support the free movement of data. This requirement relates to data
portability - the ability to move and reuse data easily among different applications and systems,
which becomes even more challenging in crbesder scenariosRecommendation 4: OPEN DEI RAF
should foster access and reuse of their digital services and data irrespective of specific technical
implementations or products.

Underlying principle 5: SECURITY and PRIVATY establish trust between differerdecurity
domains requires a common dagdaring infrastructure based on agreed standards, policies and
rules that are acceptable and usable for all domains. In addition to secure solutions, it is necessary
to build a trusted ecosystem that includes iddictation, authentication, authorization, trust
monitoring and certification of solution®ecommendation 5: OPEN DEI RAF must define a common
security and privacy framework and establish processes for digital services to ensure secure and
trustworthy dataexchange between the involved stakeholders and in interactions with organization
and businesses.

Underlying principle 6: SUPPORT TO A DATA ECON@M¥mon data sharing infrastructures
should come with marketplace functions enabling data providers to slubtheir offerings
associating terms and conditions which, besides data and usage control policies to be enforced, may
include different formulas for payment: single payment, subscription feesppayse, etc. In order

to support monetization of data, ghould also include the necessary backend processes supporting
data usage accounting, rating, payment settlement and billing. Standards enabling the publication of
data offerings across multiple compatible marketplaces will be highly desiRémmmenddon 6:

OPEN DEI RAF must define a data marketplace framework enabling parties to publish open and
priced data, supporting the creation of medide markets and innovative business models which
bring support to the materialization of a Data Economy.

The Rference Architecture Framework (RAF) proposes reusability as a driver for interoperability,
recognizing that the datdriven services for DT should reuse information and services that already
exist and may be available from various sources inside or fkjfwen organizational boundaries of

the adopting organizations. Information and services should be retrievable and be made available in
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interoperable formats (e.g. adhering to FAIR princif)esTo this end, the core reusable Model
Building Blocks (MBBs),amly representing information sources and services, should make their
data or functionality accessible through wdbfined services supporting dataiented and event

driven interactions. The reusable building block approach finds a suitable applitgtiorapping
solutions against the conceptual building blocks of a Reference Architecture that allows reusable
components to be detected, which also promotes rationalization.

The OPEN DEI project has defined the approach for designing a common Referenteetdieh
Framework able to describe the Crd3smain Digital Transformation.

The extensive use of sensors and connected devices is a common scenario in the implementation of
many Digital Transformation solutions and in many industrial sectors. The hugeaofoavailable

data is able to cover many business scenarios. Daten pipelines and workflows management is
nowadays crucial for data gathering, processing, and decision support. To deal with this complexity
OPEN DEI has adopted the following 6C itcture, adapted from the one suggested by the
Germanindustrie 4.0nitiative [REF]and based on the following pillars (using a bottamreading):

1 Connection making data available from/to different networks, connecting systems and
digital platforms} Y2y 3 aS@SNIf L¢ Odz GdzNBa FyR ONRA&A
the capability to make data available from/to different physical and digital assets. Different
devices or sensors are used to acquire a variety of 0T data, but also many systems are
based on unstructured or multnedia files. Data and information may also come from
existing IT systems, using seetecific protocols or more common standards coming from
the Internet of Things (loT) world used to realize data transfers.

1 Cyber modeling and inmemory based solutions to convert data into information,
leveraging several information conversion mechanisms. Digital representations (of assets,
data and information) will be then shared with upper layers of the pyramid in order to
improve theselfhealing properties of the overall system.

1 Computing storing, and using data on the edge or on the cloud. Many of modern digital
platforms use a combination of cloud and edge computing models, based on driving factors
for establishing more centralizednd powerful computation capabilities, or faster,
connectivity friendly and secure computing at the edge of the digital networked platform.
The forcesfuelling the demand for distributed computing technologies are advancing
rapidly. This will create a padigm shift for organizations moving along new digital
transformation pathways, with potential changes affecting all players in the target business
ecosystem.

1 Content/Context correlating collected data for extracting information, creating a digital
spacefor data information continuum, not something to push out to one side of the
adopted information architecture. Modern businesses need a comprehensive approach with
the end goal of driving the data (processing) and information needs. However, exploiting
data is not as straightforward. Thus, data needs to be acquired (captured, entered via a data

% https://www.go-fair.org/fair-principles/
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pipeline) and processed with a goal and context in mind, making it information, which
essentially is about processed data, before moving to the next levels.

Communty, sharing data between people and connecting stakeholders for solving
collaboration needs. Networked organizations will be able to collect and share knowledge
and opportunities in the widest number of sectors so that its members can make the right
decisons. The community around organizations could become increasingly important to
collect and share information in a puglll fashion.

Customization personaliziny F2f ft 2 Ay 3 S| OK dza SNRa
data and at the same time matchelr expectations. Multiple strategies can make it possible

to address all aspects of the ender expectations and empower an individual to progress
through platform functionalities in a natural way. Democratizing access to data is a
promising approach tohelp unlock the value of data, but even the most advanced
technology is of little value if people do not embrace it. This is a lesson that many businesses
have learned the hard way; to avoid pitfalls, it is crucial to properly understanelsed
expectatons and build the platform from the ground up while keeping in mind that the
intended audience, even within a single organization, can be diverse and must be properly
segmented and with specific and varying needs.

LISNE LISOG

In this scenario, complex systems basedd@tributed intelligence will be increasingly designed and

operated based on accurate data sharing and analysis techniques. But as one of the upper layers is
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Figure21. 6C Architectural Model

The aforementioned 6C Architecture principles have driven the design of the OPENRAIEI
developed around the main concept of Data Spaces in which data is shared (published and
accessed), identifying three main different layers described in the following using a boftom
reading approach:
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1 Field Level Data Spaces, includes the Smart \\#idices able to collect data and support
the interaction with the 10T Systems (configuration, calibration, data acquisition, actuation,
etc.), Automation and Smart Assets (robots, machinery, and related operations) and Human
Systems (manual operationsjpervision, and control, etc.).

1 Edge Level Data Spaces, defines the typical edge operations from the data acquisition (from
the logical perspective) to the data processing through the data brokering. The edge services
will play a key role also for data dptcs (i.e. validating and improving models for data
analysis).

1 Cloud Level Data Spaces, includes data storage, data integration and data intelligence
operations on the cloud. The cloud services will process big data, deploy algorithms,
integrate differen source platforms and services, provide advanced services such as Al
prediction and reasoning.

-INDUSTRY DATA SPACES

DATA TRADING

DATA SHARING

(Data/Services Trading Marketplaces)
o
i

TRUST AND SECURITY Xx
./ (Asset Site Corporate Value-Chain levels)

(Trusted Secure Networks)

) -
=T

.
g
2

DIGITAL TRANSFORMATION X-INDUSTRY PILOTS

f

Tramsact
‘ Manager
(own

Applicatio
ns Hub

Security i P——
Services Modeke/ |

Oataloghes Marketpla
e

Figure22. 6C Architecture overview

Furthermore, all these horizontal Data Spaces spines will feed the OPEN DEI Reffechiteeture
Framework a main orthogonal dimension, namethdustry Data Spaces, characterized by following
components:

1 Trusted and Security, incorporating technical frameworks and infrastructures that
complements the previous to support trusted and secexchange, which embraces:

0 Applications Hub, an infrastructure which collects the recipes required for the
provision of applications (e.g. deployment, configuration, and activation) in a
manner that related data access/usage control policies can be exdorc

0 Security Services, a technical framework to support Identity Access Management,
Usage Control, and other security services.

o Connectors and Secure Gateways, a technical framework for trusted connection
among involved parties.
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1 Data Sharing, incorporatingchnical frameworks and infrastructures for an effective and
auditable data sharing, which more in details embraces:

o Transaction Manager, a distributed ledger/blockchain infrastructure for logging
selected data sharing transactions.

o Data Models and Ontobies, to leverage common standard and information
representations.

o Data Sharing API, a technical framework for effective data sharing: ashating
API.

9 Data Trading, incorporating technical frameworks and infrastructures for the trading
(offering, mond¢ization) of data, which embraces:

o App Marketplace, enabling the offering of applications and application building
blocks which can be integrated plug&play to enrich existing data spaces.
o Data Marketplace, enabling the offerings around data resources asdociated
terms and conditions including data usage/access control policies as well as pricing
schemas.
0 Business Support Functions, enabling data/applications usage accounting as well as
implementing Clearing House, Payment and Billing functions.
Finally,all the mentioned layers serve the realization of Digital TransformatibrdXstry Pilots, for
enabling applications (sometimes sechpecific) for supporting business scenarios from
experiments

6.9 NIVA IACS Reference Architecture

Thelntegrated Administration and Control SysteriACSpperated by the Member Statderms the

core of thedigitalinfrastructure of the Europeabnions for the Common Agricultural Policy (CAP).
At the same time, trends in digitalisation of agricultural besses and administration, availability of
digital data and their wide acceptability in the agricultural industry as well as the need for more
evidencebased policy evaluation put new demands on the current IACS.

TheEuropean Commissidras been promotingising satellite imagery for checks on crop types and
crop areaghat arethe basis off I NJYc&imRfar income support since 199is is now common
practice in the whole EWVith the current CAP 202R030 planning period witNational Strategic
Plansthe EuropeanrCommission wants tgradually moveo a performance approach, rewarding
farmers for doing or avoiding activities which contribute to climate goals.

In the NIVA projeét [NIVA] Paying Agencies from nine Member States joined efforts to
harmonizémodernise thelntegratedAdministration andControlSystem (IACS) used by making
efficient use of digital solutions and-teols to reduce administrative burden and improve
environmental performance.

Up to the NIVA project, there did not exist any IAC®iRate Architecture that all Paying Agencies
might follow. The only harmonization outcomes have been supported thanks to INGRHIRERE

S \www.nivadcap.eu
% https://inspire.ec.europa.eu/
" https://ec.europa.euljrc/en
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coordination of LPIS main components. Furthermore, DG Agri is promoting additional initiatives of
data sharing capalities of LPIS data through INSPIRE. However, there are other possibilities thanks
to NIVA RA, APIs definition and Linked Open Data Technologies.

MNIVA; Building T —
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Figure23. NIVA Building Blocks and Use Cases

Table3. NIVA Use Cases

Use Case Grouf UC ID Use Case Title LEAD MS
UCla Earth Observation Monitoring and Traffic Lights Greece
Monitoring UC1b Agro-environmental monitoring France
UClc Farmer Performance Estonia
Prefill , — . Lithuani
rgl e.d ucz2 Prefilled application, GSAA/Land link thuania
application
Farm Registry| UC3 Farm Registry Spain
UC4a Geotagged photos Ireland
SelfCertification Machine data in Gegpatial 'online' aid application GSAA ¢ The
UC4b
added value data Netherland:
Seamles€laim | UCsa Land Parcel Identification System LPIS update & chan| Denmark
detection
UC5b Scheme Eligibility and Paymédaligibility: Click & Pay Italy
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7 Overview of questionnaire findings

In this section, we present the questionnaires that wegeen to, first, the DEMETER pilots and,
second, to the developers. The pilot questionnaires were used in order to gauge the architecture
changes as well as the usage of DEMETER enablers developed and issues with their integration.
Additionally, they wereused to check if there are any plans for the commercialization of data
(similar to initiatives such as GAX). The developer questionnaires focus mainly on the
development of the enablers and whether they follow the principles of the DEMETER RA or some
revision is required; they examine the data being used but to a lesser degree.

In the next two subsections, we present the questionnaires and summarize the findings from the
answers submitted and the resulting actions that were taken in order, e.g., to sslddentified
shortcomings.

7.1 Processed Pilot Questionnaires

To assess potential revisions to the DEMETER Reference Architecture and regarding the usage of
enablers and data, the following questionnaire was prepared and distributed to the pilots for
feedback about the architecture

Reference Architecture Revision Questionnaire: input from Pilots

1) Which DEMETER Enablers did you use in your pilot and for which purpose? Did you
functionality you needed for your pilot? Please elaborate and pro@Gdkab link to the code|
as well.

2) Which DEMETER Enablers you plan to up#gdnround 2?2 For which purpose?

3) Was there any DEMETER Enabler that you wanted to use in pilot round 1, but eventua
not do so? Please explain the reasons.

4) Do you needadditional DEMETER Enablers/functionality/features that is not provided by
current implementation nor foreseen in the initial RA design? Please explain.

5) Describe the overall experience in using the DEMETER Enablers in support of your pilg

6) Have you deected any shortcomings, weaknesses, missing elements, required revi
regarding the initial RA design? Please elaborate.

7) Any other comment on the initial RA design/specification or any recommendation tow
the RA revision, based on your pilot devetmgnt/integration/deployment experience.

8) What kind of data have you use in your pilétfease refer to their types, sources, form
and indicate if they public or privately owned. Please refer to both poinds 1 and 2
(foreseen data usage).

9) Does you pot require paying for any external private daté?so, please elaborate on th
respective data types/sources/formats, as well as on the paying scheme and the terms
lease/use of these data. Please refer to both pitminds 1 and Zforeseen data sage).

10) In your pilot do you collect/generate any data that data owners are interested to sell/l
to other stakeholders? Please elaborate on the status in pdohd 1and refer also to the
foreseen situation for pilotound 2

To summarize the findirggof the questionnaires as answered by the pilot partners, we come to the
following conclusions analso state what actions were taken to address the issues identified.
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First, in general, there were no issues with the reference architecture itself and, thu real
comments regarding any architecture revisions. However, this might be due to the pilot partners
only seeing the dashboard components of the architecture and to the fact that the full functionality

of DEMETER has been available for only the flast months before the questionnaires were
distributed, therefore it is understandable that there might be limited experience and exposure to
the DEMETER RA. As the second round of DEMETER pilots is currently about to start, the pilot
partner should be fufl exposed to DEMETER tools and enablers in actual field conditions.

Second, regarding the enabler integration, most pilots reported the integration of a number of
enablers, e.g. visualization and decision support from WP4 and data wrappers/translatolid to A

from WP2 and using some other core enablers or attempting to do so for some core enablers. For
example, some difficulties with the integration of some DEMETER enablers, such as BSE, were
identified. This has since been addressed for the most part tatingea user manual that covers the
installation and usage of some core enablers as well as live demos and workshops to help the pilots
GAGK GKS AYyGS3aANIidA2yd® ¢KA& | RRNBaaSa O2YYSyida
practical examplesof WP22 f & Ay G SANI A2y G6Aff 0SS AYLRNIFIYyGE D
Third, no requests for new enablers, needed for the last round of pilots, have been made, but rather
more information about what has been developed; this has been addressed by demonstrating how

to use the DEH in ordeptdiscover the developed enablers and by getting developers to register

their enablers with the DEH.

Fourth, regarding the usage of paid data and the sale/commercialization of generated data, this has

not been done but some pilots report that they will exime the possibility of marketing the data

GKSe& 3ASySNIGS® C2NJ SEFYLI ST LAf20a HOM YR HOH |
GKS LWL AOFGAZ2y&a 3ASYSNIGSRé YyR GKFG aGKS RIEGI

in the daf, and therefore it might be the case that the data owner is interested in selling/ leasing

0KS RIEGlIr®oe ' FSg 20KSNI LAt 20a Ffaz2z NBLR2NI &aAYAf
interest in their data and how to promote them. In general,asting the usage of external data, for

the most part, the pilots use open data (e.g., for meteorological data, or satellite data and Earth
Observation data in general).

Therefore, the questionnaires were especially useful both in identifying issues withtdgration of
enablers to pilots, which have since been addressed and, additionally, to gauge that no major RA
revisions or to core enablers are required and that pilots can work within the proposed architecture

7.2 Processed Developer Questionnaires

Thequestionnaire given to developers had a different focus. Given that the developers were more

aware of actual implementation issues relating to the enablers and how they were being used by the
architecture, we put more emphasis on this questionnaire ireoitd discover if any major revisions

to the DEMETER Reference Architecture are needed and regarding the need for the potential
development and usage of new enablers. Thus, the following questionnaire was prepared and
distributed to the developers of DEMER enablers for feedback regarding the architecture
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Reference Architecture revision QUESTIONNAIRE (for-8vP2

developers):

1) Please record the DEMETER enablers you are responsible for or in the development o
you are involved. Please also record the WP/Task under which these enablers are
developed and provide the respective Gitlab links to the code as well.

2) Which DENETER enablers did you develop and in which pilots are they being used? D
deliver the functionality that was needed for the pilot(s) where these enablers are use
did you compromise compared to what you originally intended to develop?

Please elabate.

3) Have you used any enablers from other partners? (e.g., in order to develop your enable

4) Which additional DEMETER Enablers do you plan to develop (or are in development) fi
round 2 and for which purposerhis could also include improvementséxisting enablers, o
the completion of enablers that you were planned for round 1 pilots, but have not ﬁ
available on time.

5) Considering the DEMETER RA (Reference Architecture) and its components (e.g., B¢
and further considering its variousewis, i.e. higHevel view, functional view, data view
process view, business view (please refer to deliverable D3.1 chapter 11 for details), g
fully in line with these views in the development of your enablers, did you diverse or e
them?

Please elaborate identifying the specifics of RA revisions that reflect the cur
implementation of your enablers.

6) Considering the DEMETER requirements extracted for the RA, do you feel that
requirements have not been implemented as described in the sachire (please refer to
deliverable D3.2 regarding the specified RA requirements)? Please identify any requir
that you believe is missing or is addressed differently.

7) Same question as above (Question number 6), but now regarding the specific reguise
SEGNI OGSR T2NJ SIHOK GSOKyAOFf 62NJ LI O 9
D3.2, D4.1 and D4.2 regarding the specified requirements).

8) While working on the implementation of your enablers, did you identify any element(s
foreseenin the initial RA design? Please explain.

9) Describe the overall experience in using the DEMETER core infrastructure when dev
your enablers.

10) Upon using your enabler(s) in the first round of pilot(s), has it been necessary to pay fi
external / pivate data? Are your enablers based on the collection/generation of any
that is sold by external DEMETER providers? Are your enablers used to suppc
collection/generation of any data made available by data owners interested to sell/lea
other stakeholders?

11) Please record any other comment on the initial RA design/specification or
recommendation  towards the RA  revision, based on your enaﬁ
development/integration/deployment experiences.

In general, there were no issues with the reference architecture itself, so there were no significant
requests for architecture revisions. As stated, the holistic and-leighl approach does not change,

the infrastructure and the main software modules atmhcepts remain the same without changes.
However, there have been some small requests for changes to thdel@k functionalities and
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some changes made during the implementation of some of the actual enablers of the architecture,
which do not affect theDEMETER reference architecture, but represent the normal distribution of
business logic functions that can change over time and fluidly as the needs shift slightly while the
implementation is ongoing. One developer mentioned, regarding the usage of ddtarathe topic

of being in line with the RA and its requirements, that getting closer to the -&Ad&radigm would

not require any major change to the architecture; rather DEMETER will need to clarify the business
aspect of how data and enablers are usedl contracted. Now, this is possible to be done with the
current DEMETER RA, and, in fact, the business aspect is not clearly specified as we wanted to leave
this up to the actual users and regulatory authorities (potentially) to be able to specify ke

thus be able to customize the marketplace that will emerge for such enablers. So, to sum up, no
changes to the RA are requested, only modifications to individual enablers.

Second, regarding the enablers themselves, each developer has listed the en#iderwere
developed and are (or will be) available to pilots via the Demeter Hub. These are summarized in
broad categories later in this deliverable. As far as the further development of the enablers is
concerned, all the developers state that they planmaintain, update, improve and extend the
enablers that they have already created and provided, with hardly any exceptions of providing brand
new enablers. Therefore, any software (e.g., enabler) further developed will extend or be similar to
those alreay developed.

¢CKANRY 6S |ad1SR 6KSUKSNI GKANR LI NIe& SylofSNE g¢
process. For the most part, the enablers used from other partners (developers) were the core
DEMETER enablers and particularly those provided by WHe3 architecture tools and core
architecture enablers). Especially, most answers mention the use of the DEH, BSE and ACS enablers
to integrate all the enablers in a DEMETER enabled app. Some developers also commented on the
lack of documentation by exantes for the integrations of some core enablers, such as the BSE. As
we mentioned before, this was also reported in the pilot questionnaires and this has since been
addressed with extra documentation and workshops to demonstrate the integration andogtep

step usage of the core enablers (especially those related to WP3 and the architecture). There was no
actual usage reported of creating an enabler by using any other enablers from other partners. We
would like to point out though that this obviously doestrioclude the DEMETER enabled apps as
they are composed of enablers provided by several partners. This comment refers to individual
enablers that could be created from existing ones, which is a feature provided and allowed by the
DEMETER RA, even if it hasbeen used in the current implementations.

Fourth, regarding the usage of external data for which a payment is necessary, this has not been the
case for any developer. Most report that they only used opearce datasets or data generated by
sensors ad software of their own resources and that no private data, requiring payment, was used
up to this point.

Fifth, in the question regarding whether any requirements should be changed, all except one
mentioned no issues with the requirements for the architee. The exception is a partner who is
uncertain about whether requirement T19.24 Data fusion should be an individual enabler or under a
more general data analytics and Knowledge Extraction Enabler. However, this comment does not

53



DEMETEBS7202
Deliverable D3.3

pertain to the requiremats for the RA® Thus, to sum up, the requirements for the DEMETER RA are
in line, according to the partners, and no changes are foreseen to the general structure of the RA.

Therefore, these developer questionnaires were useful both in identifying isstieshw integration

of enablers to pilots (same issue as with the pilot questionnaires which has since been addressed to
a significant degree) and in determining that indeed no major RA revisions are required and that any
changes should be limited to indival enablers; these changes to individual enablers are described

in the sections that follow

*® These requirements are revisited and examined under D3.4 which is to be delivered chronologitgha m
after this deliverable, so this comment will be examined within the overall revisions of specific tools and
enablers in the architecture.
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8 Main Concepts and Terminology

This section presents the main concepts and terminology of the DEMETER reference architecture, as
revisedsince the original description in D3.1. Most of the key concepts have not changed, but there
are changes in some of their componentis section is setfontained including all information
presented in the equivalent section of D3yt updating and etending this information where
needed.

DEMETERas presented inFigure 24, is currently built around the following main concepts that
enablethedelivet 2F (G(KS LINRP2SO0Qa 202S0GAGSa yR GFNBSG:

1 The DEMETER Stakeholders Open Collaboration Space (S@€@8ingon resolving the
needs of the farmerausing a structured process that converts either an individual need or
the most relevantshared need from a set of previously identified needs tothallenge A
challenge is then resolved through a uniqeecreation processin which farmers, service
advisors and providers can select together the most appropriate set of tools, devices,
comporents, data sources, etc., taking intonsiderationthe existing ones already deployed
at the farms as well as the farmdefined improvement goald-his process goes through the
DEMETER Enabler Hub to register and discover available compombetsSOCSIsa
includes a wide range of features that, together, deliver the knowledge sharing and
improvement process, structuring theiman-in-the-loop dimension of DEMETERhe SOCS
is strongly inspired by the EIP Agri Social Spaces and Operational GroupsngEsatiset
of defined activities for multiple actors implemented through physical meetings, workshops,
hackathons, etc., and supported by a dedicated online platform. The DEMETERctoulti
approach is addressed by WP7 and all related aspects are elabbarpon in detail in WP7
deliverables, e.gdeliverablesD7.1or D7.3 (foreseen by April 2021).

1 TheDEMETER Agricultural Interoperability Space (Ai)ich focuses owlelivering a full
set of interoperability mechanisms tdevelop, validate and then deploy the solution.
DEMETER does not define completely new interoperability mechanisms but instead uses
(and extends) a wide range of pegisting mechanisms at sensor, daéad service levels.

This is described in more details in the WP2 deliverables,ia.2.1 and the forthcoming
D2.3.Moreover, AIS is supported by the DEMEBEskerage Service Environment (BSE)
which facilitates the deployment of a DEMETER enabled application by providing
information regarding the endpoints offered by the various DEMETER enhanced entities
(e.g., endpoints for getting data, for processing information in offered enablers) whigh h
been discovered through the DEH and are to be consumed. The core components of the BSE
are the following: the Access Control Server (ACS)stingportsthe authentication and the
authorization of the DEMETER enhanced entities (DEES), Brokerage B8jvinaf realizes

the DEE registratigrliscovery, and the respective provisioning functionadityl the Service
Registry (SRhat is used to store user argkrvicerelated meta data in a persistent manner.

For more details on the AIS, the BSE and the plE8se refer to deliverable D3.2 and the
forthcoming D3.4.

1 The DEMETER Enabler HUB (DEwhich centralises the full description of all the
components, devices, services, data sources, platforms, etc. that are accessible for
exploitation and ultimately dr deployment. The DEH provides, on the one side, the
harmonised description that enables each component to be used in thereaiion
mechanism, and on the other side its uptake in different deployments through the full set of
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DEMETER enabled interopel#pi mechanisms. The DEMETER Enabler HUB includes the
mechanismghat ensure interoperability not only with standardized solutions, but also with
dominant solutions introduced by other initiativesuchinitiatives includedOF2020, ADAPT,
DATABIO, or SmagriHubs as well as the more recent GAXAinitiativeand is compliant

with the recent European strategy regarding Data and relevant Data Spaces

In this respect, e core of the DEHhandlesthe registration and discovery of DEMETER
enhancedentities as described abov@heDEH clientoffers runtime facilities (connecting

via the Dockehost) when running the actual DEMETER enabled apps which allowm$eep
track of the state of the various DEMETER enablers and DEMEBR&Redentities durirg

the execution of the app. This could potentially offer facilities to address certain runtime
issues such as notifying the rest of the components when a particular enabler is not working
up to specs. For more details about how the DEH client and thefdéisese components of

the DEHnteroperate pleaserefer to deliverables D3.2 and the forthcoming D3.4. The DEH
is supported by the DEMETBRokerage Service Environment (BSBhich facilitates the
deployment of a DEMETER enabled application by providivigrmation regarding the
endpoints offered by the various DEMETER enabled entiigs€ndpoints for getting data,

for processing information in offered enablers) which have already been discovered and
consumed through the DEHIhis way, the offered rablers have all the necessary
information to execute the applicationiThis would also facilitate the connection with the
DEMETER core enablers and includes in fact a couple of these, suctD&MBad ERccess
Control Server (ACS) which provided parthaf $ecurity andwthenticationfacilities.

1 TheDEMETER Dashboasdthe sole entry point to the DEMETER ecosystem for all DEMETER
Stakeholders, enabling them to access SOCS and AIS. The Dashboard also offesgthem
friendly interfaces to accesanderstand and control data related to their personal accounts,
to perform basic administration tasks over their DEMETER accounts, get an overview about
the usage of their data (e.g., field data or even perhaps some personal data) by external
stakeholdersand to perform other related tasks.

Knowledge sharing and co-creation
space where

* Farmers/service advisors
express their needs and

* Service advisors and providers
team-up to define the most
appropriate combination of tools.

DEMETER Dashboard: Sole entry
point to the DEMETER ecosystem
for all DEMETER Stakeholders.

& dem@iter &
ENABLER HUB

DEMETER Enabler Hub: The
available collaboration spaces
(SOCS and AIS) are built around
this hub that enables access to all
resources that are available for
integration and deployment.

Figure24. An updatedoverview ofthe mainDEMETER concepts

 These are described in the State of the Art section in this deliverable.
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A highlevel overview ofthe main DEMETER components atwhcepts (i.e., DEH, SOCS, AIS,
Dashboard) which were just describeds presented inFigure 24. The key benefits are that it
connects a humaifiocused interaction space on the left with the actual digital implementaticacsp

on the right. This ensures the fact that DEMETER remains fully heemamnc and humasdriven ¢
delivering digital enablers that are fully aligned to the needs expressed by the farmers and based on
the knowledge and wisdom captured through structuredahanisms.

An alternative view of themain DEMETE®&bncepts is provided ifigure25. As highlighted in this
diagram, all communication with external third parties is based on the DBERIEAgriculture
Information Model (AIM), a common semantic data model used for informatichange across the
DEMETER ecosystem. Moreover, the notion of the DEMe&tERced Entity (DEE) is that a service,
application, platform or thingis beingwrapped with DEMETER enabler functionalities to act as a
DEMETER consumer and/or producer. Many eS¢hDEES interoperate with each other to form an
application solution. The respective concepts are further elaborated upon iregtef this section.

I% - > Dashboards < —> %
Farmers /ﬁ /—\ Developers
Experts SOCs DEH

Advisors
Providers
-~

Stakeholder

Users
catalogue

C1/CD tools

Brokerage

Service
Environment l

DEMETER Enhanced Entity DEMETER Enhanced Entity

Collaboratio < >
n tools

Resources

Knowledge

management DEH Client

000
(i1

AIM > the DEMETER Agriculture Information DEMETER Enabled Application

Model, a common semantic data model

Figure25. An dternative view of the main DEMETER concepts

As already mentioned, all stakeholders access DEMETER through the dashboard which connects
them to the DEMETER facilities. Depending on whether a user connects through AIS or SOCS and
depending on the type of usage that the user aims for (e.g., collalooratith other stakeholders,

an indication of own needs, resource consumption, application development based on DEMETER
resources/enablers, etc.), the dashboard sene different application and providedifferent
workspaces. To this end, the dashboasgosesseveralviews suitable for the usage intended. The

view presenteddependsof course on the user and the targeted space.

As already discussed, tiBEMETER Enabler Habtts as a point of reference for the interested
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developers and stakeholders in order to register their offered capabilities and resources and act as
DEMETER Provider§hese offerings are semantically described and are escorted by-datia

which include (among others) the security and data usage ipsl@pplicable, or Quality of Service
metrics. DEMETER Consumecan browse the DEMETER Enabler Hub discover suitable
capabilities and resources matching their requirements and specified criteria. The Hub verifies the
identities of the consumers and theroviders and provides the support necessary for the
establishment of a direct secure communication channel among them. The Enablers made available
via theDEMETER Enabler Hate either services developed by the project or resources offered by
external sakeholders, i.e., by thirgharty service providers, or by platform providefhese enablers

are then available for consumption and usage in DEMETER enabled apps and their deployment and
runtime monitoringis facilitated by tools offered by the DEMETERIdI

There are some more concepts that need to be introduced herewith before we proceed with the
description of the DEMETER Reference Architecture design. Any platform, thing, ,service
application that makes itself available via the DEMETER EnableroHumnsumes resources
available in the Hub, or both, is represented byDEMETERNhanced Entity(Figure 26). More
specifically, an application can consume DEMETER resources (thus acting as and implementing the
DEMETER Consumer), while a service and a platform can both consume or provide resources
(implementing the DEMETER Consumer and/or Provider) and finally a thing (i.e., a physical
device/asset, such as a sensor or an actuator) can only be made available for consumption
(implementing the DEMETER Provideth allow for full-scale secure interopability and
communications, there are a few specific DEMETER enablers that are mandatory and need to be
available at each DEMETFERhanced Entity. These are tHeBEMETER Core Enabldismat are
encapsulated, along with the DEMETER Provider and ConsumerDEMETER Enhancing Service

The Entitiescommunicatewith the DEMETER Enabler Habd the facilities offered by itAll
DEMETERnabled platforms and individual things/resourcese registered in the DEMETER
Registry along with access rights/policies.

DEMETER-enhanced Entity

DEMETER

Enhancing
Service

DEMETER CORE ENABLERS

Figure26. Necessary components of a DEME&HRRanced entity
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More information about how all these components relate are presented in the following section
which details the updated DEMETER Reference Architecture. The varioustidtistas of the
DEMETERNnhanced entities are presented in detail in the following section, which, initially,
elaborates on the higltevel view of the DEMETER Reference Architecture. Furthermore, the section
presents the other views (functional, data, pess, etc.) of the RA as revised sittoe delivery of
D3.1.
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9 RevisedEMETER Reference Architecture

This section presents threvisesdDEMETER Reference Architecture as it has been evolved given the
experience from the initial deployment of the various tools and enablers developed by DEMETER for
the first round of DEMETER piloltshas also been influenced by some of the developmenoregul

in the State of the Art section earlier in this deliverafilae changes since the initial RA presented in
D3.1 are incremental, but we give here the full updated architecture so that this section can-be self
contained and the reader does not haverader to D3.1.

To this end, his section presents hothe main concepts of the DEMETER architecpresented in

the previous sectiorinteract with each other in the Reference Architecture. The lattgrésened

here through several viewpoints. Firstly,we give a highevel view of the whole architecture
including an instantiation example and describe various instantiations of the DEMETER Entities (in
subsection9.1). Then the functional viewpoint is presented (in subsec®d?) where the DEMETER
systenti Q Yl Ay 02YLRySyia INBE RSaAONAROSRT GKSasS AyOf
(DEH)as well as the core (mandatory) and the advanced (optional) enablers offered for the creation
of DEMETER entities using the tools offered by DEMEFhasis is given to the evolution of the

hub and its tools as these have had the most significant evolution since ®@%equently, in
subsection9.3 the process view of the RA is presentadd it is described how the components
interoperate to delive their basic functionalities; these are detailed by also providing activity and
sequence diagrams for the registration and then the discovery and usage of DEMETER Enablers.
Subsequentlythe data view is elaborated upon subsection9.4, which highlightdhe data flows

and which components are needed to manage the main data processes, such as storage
architecture, data retrieval, processing, storage and security management ofatheexchanged by
DEMETER components and enablé&text, the deployment viepoint of the RA is introduced in
subsection9.5. This deals with the runtime operations and presents the topology of software
components on the physical layer as well as the connections of these components to each other
when applications are deployed. Filyain subsectio®.6, the business viewpoint of the architecture

is discussed, which guigehe development of the application components and suppdtie
decisionmakingprocess of the stakeholders involved.

9.1 High-Level View

DEMETER proposes averarching approach that integrates heterogeneous technologies, platforms
and systems, while supporting fluid data exchange across the entirdoagrichain, addressing
scalability and governance afata ownership.In this way, it offers a way for the tagration of
already deployed smart farminfsMART]and platforms, which could emplogeveral different
communication, sensing and data processing technologies.

As described in the previous section, these goals are delivered through the Agricultural
Interoperability Space. The proposed approach enables existing Agriculture Knowledge Information
Systems (AKISs) to continue their operation, but also allows those systdmothtmmake available

and consume data from other cooperating systems. Additionally,engechnologies and services

can be expose@nd included in updat applicationsthat may be of interest tdhe cooperating
AKISs. This is more realistic and viable in terms of usability, market adoption, and sustainability.
Furthermore, aother goal is tofacilitate the exchange and interoperability of data, from various
sources and in different formats potentially, which is needed to create advanced applicakmns.
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realize thisapproach the following core objectives need to be fulfilled by the proposeldition:

1 Allow existing AKISs to offer their data to and consume data from their counterparts,
providing also the means to incentivize AKISs for sharing data by ensuring data integrity and
valorisation, giving them also the chance to make some prhgjisupporting the appropriate
business models.

1 Supporting privacy and data governance to incentivize the sharing of data by the providers,
thus being in line with newer initiativethat promote the creationof common data spaces
(and markets) for such datalthough DEMETER aims to take this further by also allowing a
common space not only for data but also for services and anything else that would be
required to create advancagriculturalapplications.

1 Supporting interoperability between various data formé#tat would enable the integration
of existing systems, sensors and services.

1 Extensive use of virtualization containers for services should be made to ensure rapid
deployment, portability and scaling once required.
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Figure27. Highlevel view of DEMETER Reference Architecture instantiation example
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The proposed architecturd-{gure27) consists okervices available frodEMETER Provideandto
DEMETER Consumsgand is looselpased on the architecture model introduced by the Industrial
Data Space (ID%)thenfurther specified by the International Data Space Association (f8ljch

is the continuation of IDEDS] This model is also consistent in general with more recent initiatives
such as GAHX.However extending the original IDSA architectuBEMETERrovider and DEMETER
Consumer services further extend their applications by supporting AKISs to also expose and consume
data. Rapid deployment and decommissioning are highly beneficial for survey services that might
not require a continuous feed from a pgEular AKIS. Such a service would deploy and start a
DEMETER Consumer service for that particular AKIS, gather necessary information, and then stop the
service. The services then packaged into a lightweight container along with all the software
necessay to support selcontained deployment of the service (runtime environment, libraries for
supported communication protocols, encryption techniques, etc.).

As data interoperability is of critical importance, the proposed solution provides the necessary data
translation mechanisms combining the use of a semantic data model (Agriculture Information Model
T AIM) developed by DEMETER, along with the respective data translation/management/inference
mechanisms adopting widespread standardised solutions such asLEWBHNDS) SarefdAgit,
ADAPY, etc. In order to enable interoperability of heterogeneous data handling approaches, the
DEMETER provideonsumer services, deployed on various AKISs, translate and exchange data
based on the AIM common data format withe use of lightweight data wrappers/translators. For

this conversion to be feasible, each AKIS needs to provide the specifications of the utilized data
modeland semantics, or it should parse returning content in the AIM format. The AIM is not built ab
initio but incorporates and extends existing ontologies and vocabularies already available for this
domain.

To elaborate further upon this crucial topic, AIM was created by incorporating concepts and entities
from some of the besknown ontologies some withgeneral concepts such as people, tinigRS
coordinates, sensor data etc. and some with conceptthe agridomain. These include FIWARE,
Saref4Agri, ADAPT, INSPIRE, FOODIE, the AGROVOC vocabulary and EO Htanelands.also
plans which arecurrently in progress to further extend AIM by including concepts from other
ontologies,e.g., FOODON. For more details about how AIM is being developedegadingits
interoperability with other existing ontologieplease refer tadeliverables D2.1 and the fdntoming

D24.

DEMETER providepnsumer services maintain the necessary mechanisms for satisfying data
security and privacy concernBEMETER can support several different ways of sharing data and
processing services and the security and data governareteirtss of the Reference Architecture
need to support them.

First, hiey need to be trusted to be deployed and hosted by the AKIS on their own-psdraises
(i.e., hosting environments) following the principle that moving processing capabilities is dasier t

% http://www.industrialdataspace.org/

% https://www.internationaldataspaces.org/

% ETSI.  Context Information Management  (CIM); N®SI API.  Available  online:
https://www.etsi.org/deliver/etsi_gs/CIM/001 099/009/01.01.01 60/gs_CIM009v010101p.pdf

% ETSISmartM2M; Extension to SAREF; Part 6: Smart Agriculture and Food Chain Domain. Available online:
https://www.etsi.org/deliver/etsi_ts/103400_10899/10341006/01.01.01 60/ts_10341006v010101p.pdf

% ADAPT Agricultural Data Application Programming Toolkit, Homepage kifpis://adaptframework.org/
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moving dataitself. This alsonaintainsan inherent data privacy protection feature as the owner of

the data maintains the control/decision of which data are allowed to be shared with other entities.
The services need to provide privacy and securitctionalities, including user authentication and
access authorization. Once a DEME@&&#&bled application is implemented, the final version at a
production level can be discovered by consumers (e.g., Farmers, Agronomists, Cooperatives, etc.)
through the DEIETER Dashboard, which is also used by these stakeholders to provide their
feedback regarding the perceived experience and added value.

However, in order to be compliant with newer initiatives such as &ABX the drive towards
European data spaces (e.fpr agridata and processing services), the RA also supgaxcth of the
componentsbeing situated in different locations. For example, the provider of data maintains an
endpoint from which the data can be obtained/streamed from. In this case, secutypeaimg able

02 YIAYGIAY 26ySNBKALI FyYR O2y(NBf 2F 2y &@a R G

maintain control by putting in place policies about how data is accessed and for where this data
would be accessible frone.g.,the owner could putpolicies regarding which specific users are
excluded or specifying that the users of specific regions can access this daihet@EMETER
EnableHub (described later in this section) can enable such policies. Note that in order for the data
to be consumed (after all security and governance concerns have been addressed), both the
provider and consumer of data need to download the appropriate datapper services (which
could be provided by a third party through the hub) which would allow data to be translated to AIM
and then to the format required by the processing service, thus ensuring interoperability.

For simplicity Figure27 presents only some of the platforms that can be integrated in the DEMETER
Reference Architecture, thus representing a specific instantiation of the architecture deployed
serve the needs of one pilot site for example. Howeugrddition to the integrateglatforms,the
DEMETERenablers are made available and can be used by the interested parties (e.g.,
data/knowledge facilities), as well as any othét Barty resourceregistered Thus, allregistered
resources are made available to the developers through the DEMETER Enabler Hub, presented in the
next subsection of this deliverable report; these are annotated with rich metadata that describe the
capabilities (or constiats) of these resources thus guiding the deployment of DEMETER apps based
on the adopted technologies as well as information regarding ownership of resources that are
available and the restrictions that their locations might impose during this process.

As already mentioned in Secti@) each platform, thing, service or application is represented by a
DEMETERBNnhanced Entity and either makes itself available via the DEMETER Enabler Hub, or
consumes resources available in the Hub, or both. Thus, therevaateus instantiations of the
DEMETERBNnhanced entity that are listed hereafter:

1 DEMETERNnhanced ResourceThis entity contains the resource (platform, thing, service)
that registers its capabilities to the DEMETER Enabler Hub and makes them available to
interested parties. It is worth mentioning that a DEMEEERbled Resource can make use
of other Enablersegistered in the DEMETER Enabler Hub to enhance its features.

 DEMETERnabled ServiceA DEMETE&habled Service is &®arty service that is provided
by a stakeholder external to the DEMETER project, which is integrated to the DEMETER
ecosystem. It aaboth register its Service Logic to the DEMETER Enabler Hub, thus making it
discoverable by interested parties, as well as discover other DEMETER Enablers via the
DEMETER Enabler Hub and directly consume their exposed interfaces without any
interoperabilty implications.
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 DEMETERnabled Applicatioty ¢ KS a! LI AOFGA2y [23A0 |yR ! &
ignorant and are provided by an application provider external to DEMETER. The DEMETER
enabled application can communicate with the DEMETERstem androwse its Enabler
Hub to discover available resources that are compatible with and registered in DEMETER.
Endusers directly access the user interfaces provided by these applications. Furthermore,
users can consume functionality exposed by the DEMENERed Resources (or resources
in general, including data) only through these applications.

The following figure Kigure 28) illustrates where these entés are positioned in the DEMETER
ecosystem and how they interact with stakeholders, with the DEMETER Enabler Hub and with each
other. The human users (stakeholders) can have direct access to the DEMETER Dashboard, in order
to use SOCS or AIS facilities well as to any DEMETERabled application. The interaction of the
various entities with the DEMETER Enabler iduiquired primarily in the registration and discovery
processegindicated via the dashed linesgo that these are made availabletire DEMETERnabler
Huband are discoverable by interested parties. Once the interested DEMETER consumer discovers
the enablers and other resources it aims to use, these are packed for delivery along with the
necessary facilities that support this develogmi and integration process; these deployment and
runtime facilities are provided by the hult. should be highlighted that in general the DEMETER
Enabler Hub does not hold any resources or processing services, but just information on who
provides the regitered components and data, the terms of usage, information about, e.g., the types
of data or processing, the region where the data come from, policies regarding access set by the
providers etc. So packaging in this case means sending the informationectuifind the endpoint

from which registered components and data can be consumed and also to provide appropriate
translation services to/from AIM so that the various components can maintain the necessary
interoperability; these translators/data wrapperare also discoverable through the DEMETER
Enabler Hub. Finally)gase notice that the DEMETERabled application can directly interact with

the DEMETEBnabled services or DEMET&thanced resources it aims to consume, once these are
discovered irthe hub. The same igue for the DEMETEBnabled service that consues DEMETER
enhanced resources.
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Figure28. Positioning and interoperation of entities (i.e., applications, services, resources)
enhanced/enabled and/or made availabla DEMETER

9.2 Functional View

In order to implement the highevel view of the architecture and to implement the objectives and
vision of it, DEMETER needs to provide several facilities/modules that interact with each other, with
the various stakeholderssawell as witha wealthof existing devices, platforms, systems and data
sources.The main functional blocks of the DEMETEBsystem thatonstitute thefunctional view

of its reference architecture are the following: Demeter Enabler Hub, Stakeholder Open
Collaboration Space, Agricultural Interoperability Space, Dashboard, DEMETER Core Enablers and
DEMETER Advanced Enabl@&sfore we describe trse functional components, we need to link

them to thehighlevel view described in the previous section. According to this view, it is necessary
to create appropriate DEMETER compliant wrappers in order to use the available (public) data
resources and the external devices (things in general) and systemswvthavant to include in
DEMETER enabled applications. On top of these resources sits the communication infrastructure
responsible for handling any communication between DEMETER and these external resources. These
resources are DEMETER agnostic in the sdregethiey do not need to complwith the DEMETER

AIM and models in general. However, to be integrated into a DEMETER enabled application, they
need to be paired with the aforementioned data wrapper/translator, which translabeir data
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format to/from the DEMETER AIM model. The respective facilities that deliver this are wrapped in
the socalled DEMETER Provider, depicted by triangldsgare27 (pleaserefer to the previous
subsection). These facilitiemre of course provided by DEMETER in support of all pilots, but in
general, for other domains, thewre developed and offered through DEMETER By Rarty
developers and stakeholders, who can access DERET order to develop and offer these via AlS.

In order to support this creation process of appropriate wrappers for the external resources (e.qg.,
L F F2N¥Vas GKAy3Ias aSNBAOSAEAS LW AOFGA2Yy&aL:
ensuresemantic interoperability always based on the DEMETER AIM niadehsure that these
objectives are metDEMETER provides interoperability mappings for various dominant ontologies
(see deliverables D2.1 and the forthcoming D2.3). Furthermore, the AlMlagyt has ben
published on ontology discovery sites, such as agroport@ ensure that both the ontology and

59af

relevant concepts are easy to discover by any interested third party. Finally, DEMETER has been

developingseveraldata wrappers for data usech ithe DEMETER pilots and tools that enable the
translation to/from AIM; the data of the pilots cover a range of data usable in thedagnain and

the wrapper are made available as part of the DEMETER software and tools which would further

facilitate any @veloper to take these and modify them to any other type of related data.

DEMETER Core

DEMETER-enhanced Entity Enablers

Functional
Interoperability Enabler

Semantic
Interoperability Enabler

DEMETER CORE ENABLERS

Access Control Enabler

DEMETER Enabler Hub
Client

Figure29. Functional view of DEMETER enhanced Entities with the included DEMETER Core Enablers

In addition tothe interoperability tools DEMETER alsdfers a set of Core Enablersieeded for
creating any DEMETER application. These are listadune29, which presents the architecture of a
DEMETERnhanced Entitythat is madecompliant with DEMETER (and thus able to register with the
DEMETEREnNabler Huh As previously discussed, on top of the existing resources, e.g., platforms,
devices, services or applications, it is necessary to create a DEMEaRper that allovs the

resource to interoperate with other DEMETER Entities. In order to facilitate this creation, DEMETER
offers a list of core enablers. These enablers are mandatory for any interested stakeholder that

s http://agroportal.lirmm.fr/ontologies
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wishes to expose or share its owmspurces, and provide support for: semantic & functional
interoperability,so that anycommunication complies with the DEMETER AIM ma@aeless control

e.g., to prevent access to unauthorized entities, while they also include a Client for the DEMETER
Endler Hul for any information that needs to be communicated WwDEH2 & NHzy G A YS FI OAf A

DEMETER Advanced Enablers
Decisi Performance Adaptive Visualisati
S E::llsrlor_ll_ti Monitoring and Benchmarking Facilities ap \::e IH:I AHSEHOR
upport Faciliies Alerting Facilities AEHHES

Decision Support, Performance Monitoring & Benchmarking Enablers

Data Management Data Preparation and
Facilities Integration Facilities

Data & DEMETER Data
Knowledge At Data Torgeted M Targeted [l Machine
eposito . . .
Ena b |e rs p vy AlM Quality Analytics Data Fusion Learning

Facilities i Facilities Tools
Facilities

Knowledge Extraction

Figure30. Advanced Enablers offered by DEMETER

DEMETER also offeanother type of enablersAdvanced Enablerghat are optional and are
discoverable and accessible through BEMETER Enabldub. They are depicted iigure30 and
fall under severatlistinctcategories.

First, theData & Knowledge Enableese responsible for Collecting and Curating data from the
various sources that the DEMETER developers and stakeholders have been registered for. To
elaborate, the Datdreparation and Integratioanabless curate, prepare integrate and linkhe data
obtained while the Knowledge Extraction enablers handle matters related to data quality
assessment, fusion afata collected from heterogeneous sourcésrgeted data analytics applicable

to specific pilots ad machine learningThe knowledge extraction facilities are either generic (to be
used across multiple pilots) or are developed to serve the needs of specific pildisermore, Data
Management(including data storage and selectioB)also supported expiting the DEH facilities

More specifically, the advanced enablers supportimg handling of Data and Knowledge are listed
below:

1 2.B.1 Data management
0 2.B.la Data storage
0 2.B.1b Data selection
0 2.B.1c Data management
1 2.B.2 Data Preparation & Integration
0 2.B.2.aData Preparation
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0 2.B.2.bData Integration
1 2.C.1 Data Quality
0 2.C.la Data Quality Assessment Servi€GSl JSON, shapefile)
0 2.C.1b Data Quality Assessment Service (AIM, JSON
0 2.C.1c Data Assertions for Machine Learning Pipelines
1 2.C.2 Targeted @ta Fusion
0 2.C.2a Fusion of Rice & Maize filed Imagery
0 2.C.2b Fusion of Weather information
0 2.C.2c Fusion of Fruit Fly Imagery
1 2.C.3 Targeted Data Analytics
0 2.C.3a Data analytics for optimal rice irrigation
2.C.3b Data analytics for optimal maize irrigatio
2.C.3c Data analytics for optimal fertilizer usage (for arable crops)
2.C.3d Data analytics for weather forecast
2.C.3e Data analytics for optimal pesticide usage
2.C.3f Data analytics for crop irrigation
2.C.3g Data analytics for olive phenology prediat
2.C.3h Data analytics for Fruit Fly recognition & counting
2.C.3i General Approach for Pattern Extraction with Computer Vision in crop fields
1 2.C.4 Machine Learning Tools
0 2.C.4a Labelleddatasets for training
0 2.C.4b Model Management
0 2.C.4c AIM-Compliant Serving

O O OO0 O o o o

More details on the functionality of these enablers will be provided in deliverables D2.3 and D2.4,
while their usage across the pilots is elaborated upon in Sectiothatl aims to presentthe
instantiations of the revised Referenéechitecture for the 20 DEMETER pilots.

Second, theDecision SupparPerformance Monitoringand Benchmarkingenablersprovide to the
DEMETER developers and stakeholders the availability to choose the Decision Support (DS)
mechanismghey are interested ifamong the set of DS that DEMETER implemamis)that fitthe
specificapplication being developedf course any developehasthe option to use her own DS
system instead of the offered ones. In addition, it also proviBerformance, Monitoring and
Alerting facilitie$® as well as Benchmarking facilities, in order to monitat runtime, the
performance of DEMETER entities, such as the aforementioned decision support algorithms. Finally,
visualisation enablers complete this class of DS related enabitee areinstrumental in conveying

the information and actions taken automatically (or needed) to the final users of the DEMETER
applications, such as the farmemslore specifically, theadvancedenablers supporting Decision
Support, Performance Monitgfid ' yR . SYOKYIFINJAy3 FINB Ofl d3aATASR
listed below:

T AreaA

0 4.A.1Plant Yield Estimation
0 4.A.2 Plant Phenology Estimation

% This ties in with other tools offered by the DEMETER Enabler Hub, such as the runtime facilities, and which
are described later in this section.
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0 4.A.3 Plant Stress Detection
0 4.A.4 Detect Crop Type
0 4.A.5 Estimate Beehive
1 AreaB
0 4.B.1 MoistureEstimation
0 4.B.2 Salinity Estimation
0 4.B.3Irrigation Requirements Estimation
0 4.B.4 Plant Water Status Estimation
1 AreaC
0 4.C.1 Nitrogen Balance Model
0 4.C.2 Nutrient Monitor
1 AreaD
0 4.D.1 Emission
0 4.D.2 Field Operation
0 4.D.3 Variable Rate
1 AreaE
0 4.E.1 PesEstimation with Sterile Fruit Flies
0 4.E.2 Estimate temperatunelated pest events
1 AreaF
0 4.F.1 Estimate Milk Production
0 4.F.2 Poultry Feeding
T AreaG
0 4.G.1 Estimate Animal Welfare Condition
0 4.G.2 Poultry Well Being
1 AreaH
0 4.H.1 Traceability
0 4.H.2 TransporCondition
0 4.H.3 Field Book and FaST
T Areal
0 4.1.0 Indicator Engine for Benchmarking Purpose
0 4.1.1 Generic Farm Comparison
0 4.1.2 Neighbour Benchmarking
0 4.1.3 Technology Benchmarking

More details on the functionality of these enablers will be provided invdedbles D4.3 and D4.4,
while their usage across the pilots is elaborated upon in Section 11 exposing the instantiations of the
revised Reference Architecture for the 20 DEMETER pilots.
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Figure31. Internal Management Componerasid Registries of the DEMETER Enabler Hub (DEH)

So far, we have described the components of the DEMETER enabler hub that deal with the creation

of the DEMETER entities and the entities themselves. The registration and management of these
entities is the ask of theDEH management facilitiesomponent. The internal subcomponents of

this are presented irFigure31. Usersfirst need to register with the User Account Management,

which updates the user registry DB before they can consume DEMETER resources or get apps and
services, or register a new DEMEEBBRancedentity or resource that they wish to offer through the

hub. To accomplish the latter, they interact with tHResource Registry Managemeanbdule that

updates the DEMETER Resource Registith the data for the new entity Sibsequently,the

resource access controimodule is contacted by the resource registry management with the
AYF2NXEFEGA2Y NBIFNRAY3I GKS SydAade 2y SNIDa LINBTFSNE
rights and policiesare to be enforced. In this way the user can limit which users can discover the

new entity and in which way it may be usemt restrict usage t@wnership only thus enabling and
FIOAfAGIGAY3 GKS I20SNYIFyOS 2F GKS LINPOARSNRA RE

Subsequentlywhen a usemwishesto discover DEMETERhancedentities, the Resource Registry
Managementmodule queries the Discovery Mnagementmodule, which in turn retrieves the
permissions on what entities to display from the access control component; afterwards, depending
on the rights provided by the access control, it queries the resource registryder to get the
entities to which the current user has access (rights) to use. Should an entity then be contracted, the
accounting componenis informed so that the appropriate compensatidor using the entityis
provided. All these processeegardinghow the DEH modules interoperatare detailed in the
following subsectiorwhichelaborates orthe process viewf the DEMETER Reference Architecture.

While in our DEMETER pilate usage of sucFacilities is not foreseenthere is alsa placeholder
for an accounting componenthat can be implemented to handle any kind of transactiery.,
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regarding how to pay for data and services offered through the hub. The RA includes this component
(even if this has not beemmplemented or planned for usayen orde to facilitate any kind of
transactions and be compliant with the newest initiatives which promote the sharing gelting) of

data and services to interested parties.

Finally, there isadditional functionalityused by several of the hub componsrih this ecosystem,
which focuse®nthe privacy and security requirements that need to be addressed.

For example, there are sensitive data (e.g., billing data) being handled by the user and resource
registry modules, or by the accounting component that neede protected.In Figure31, the
NEAaLISOGADS FTILOAfAEABEAPERME RSOEANAZSR | §F¥Raf 8A I O 0
components of the management facilities. All these concerns laging addressed bytools

developed inT2.4 Data Protection, Privacy, Traceability and Governance Managenagmt) T3.4
(Connectiity and Security Framewark

Once the required modules are discovered in the DEH ad selected by the interested
stakeholdersthe Brokerage Service Environment (BS&jes overto facilitate the deploymenbf

the selected enablers, as well as the dgphent of theDEMETER enablagplicationsjn casethese

have beenbuilt based onDEMETERIliscoverableenhanced entities contracted throughDEH
Essentiallthe BSE aim link together the various enablers composing each applicatioce a
complete appis composed or consumed through the hub, the BSE is responsible for providing
information regarding the endpoint&.g., by offering a URL or URI where enablers can be contacted
and data obtainedfrom which data and services can be consumed (if used limeomode) or
downloaded if they are meant to be consumed lochliythe consumer, meaning that data and tools
gAft 0SS NHzy i GKS O2yadzySNRa ¢g2Njadliizyo

Furthermore, the runtime facilities of the DEMETERbler Hulare offered through thedEH client

whose task is to monitor thexecution of the enablers anghich canreceive data back from the
application and the individual entitidheseare composed gfin order to gauge whether the various
entities operate according to their specification§o accomfish this and in view that most
components are implemented and executed usdackercompose, the DEH client links to docker
and get this data regarding processor and memory usage in order to gauge the execution (and
health) of each enableheywill alsooffer facilities thatcan receive ratings baand thenupdate

the information available in the registry for each resource available throudthése facilitiehave

been developed and are currently being tested. They adetailed in deliverable D3.2and
furthermore in the forthcoming deliverable D3.4

9.3 Process View

Theprocess viewdeals with the dynamic aspects of a system, describes the system processes and
their interactions, and focuses on the run time behaviour of the system. The processisview
producedfor people designing thentire systemand thenintegrating the subsystems or the system

into a system of systems. This view shows tasks and processes that the system has, intetfeces
outside world and/or between components within the &, the messages sent and received, and
how performance, availability, fautblerance, and integrity are being addressed.

In DEMETER, for the Reference Architecture, we identified two processes that are rel@E&do
and DEMETER enablers:
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1. DEMETERERRegistration
2. DEMETER Enabler Discovery and Usage

For these two highevel processeswe have created their corresponding hitgvel Activity and
Sequence diagrams. These diagrams are presented in the following subsections.

9.3.1DEMETER Service registration

9.3.1.1 Activity diagram

DEMETER DEE Registration

Developer DEMETER BSE Registry Functional Interoperability core enabler

Upload Request

Create DEE

Compatibility
Check

Registry request

Preparation

Check
Compatibility

Check Not
Registration \_ Ok
Failed
Registration Check
request Ok

Register DEE

Confirm

Registration /= DEE

Registration
confirmation

Figure32. DEMETER Enhanced Entity Registration Activity Diagram
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The diagranin Figure32 illustratesthe threeparties/rolesthat are involved in this process/activity:

1 Developer the development teams that make use of DEMETER Enablers to create their own
DEMETER service.

1 DEMETEBRSHERegistryin the Brokerage Service Environmembdule where DEMETHREES
are registered during runtime.

1 Functional Interoperability core enablethat includes the compatibility checker module
functionality and is used to validate the compatibility a$ervicebefore it is registered in
the registry.For more details on this, please refer to Deliverable 3.4.

The Developer implements a DEMETER service and issues a request for it to get registered to the BSE
Registry. DEMETER backend services (e.g., IBSE Wegistry and the FI core enabler) prepare the
service and request a compatibility check to assess whether the service can be registered or not.

9.3.1.2 Sequence diagram

The diagram inFigure 33 depicts the sequence in the interaction between the three different
systems from the moment a developer creates a DEMETER service until it gets notified that this
NE&2dz2NOS KIFa 0SSy NBIAAGSNBR (2 59a9¢9wQa . {9 wS¢

Functional
{ Developer } [DggnEe’Eeg ?sstf &} {Interoperability}
' Ig Y Enabler
DEE 5 5 e
Creation | X ' ;
P
Register request -

Check compatibility request
Check

Check response compatibility

Register
OF DEE

Confirm registration

<

Figure33. DEMETERNnhanced Entitiregistration Sequence Diagram
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9.3.2.1 Activity diagram
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DEMETER Enabler Discovery and Usage
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Figure34. DEMETER Enabler Discovery and Usage Activity Diagram
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premises from the Registry and then a resource access request is issued to be checked and validated
by the Resource access control systam ¢he Accounting system. If the user has indeed permission
to access that resource, the DEMETER Enabler is activated providing access to that particular

resource.

9.3.2.2 Sequence diagram

The diagram irrigure35 depicts the sequence in the interaction between the six different systems
from the moment a developer accesses the DEMETER dashboard to discover Enablers up to the

moment that the developer gs access to a DEMETER enabled resource.
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Figure35. DEMETER Enabler Discovery and USageencéiagram

9.4 DataView

This section aims to report the updated and final version of D3.1 regarding the data view
representation of DEMETER Architecture. It provides the grounding information related to the main

changes brought by technical partners to align this view with thBIBEER Reference Architecture

(RA) with respect to the first version of this deliverable (D3.1). Basically, this view is about data
storage architecture, data retrieval, processing and security management. The view highlights the
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data flows and which compamts are needed to support and manage the main processes, such as
archiving and processing. There were no major deviations from the criteria used to define the
methodology that inspired this view; however, improvements and enrichments were made with
respec¢ to the identification of components, such as data spaces, which take part in the data
management in the DEMETER solution. Based on more mature awareness made at a technical level
in the DEMETER consortium, the main DEMESHHRare modules who took partin the data
management process, remain the same, but with a renewed and clear positioning within the
architecture of DEMETER enablers, with a better technical contextualization, thus considerably
approaching the gap between a diagram defined in the fiesttion of the deliverable or D3.1 and

the relative real technical context of the project, reached in this second iteration of the deliverable
or D3.3.

The renewed definitions of the main DEMETER data archives now appear,cleasitethe main
elementsare identified as follows:

1 DEMETER Data & Resource Repository
1 DEMETER User Registry
1 DEMETERSERegistry

The need also appears cliain this second iteration ahe Reference Architecturdeliverable asit

iS necessary to connect thegseodulesto the real DEMETBERchnologiesn this data viewIn order

to clarify why this analysisis made before describing thoroughly these components, it is fair to
consider that these decisiorigve not been made instantiyput all decisions have been formulated

after many technical meetings among WP2 WP3 and WP4 members, who established that DEMETER
data relating to users, things, applications, platforms, devices should have their representdtien in
aforementioned data storesThese DEMETERbdulesare linked to real DEMETE&hnologies

such as theBSE the DEH and finallythe ACS As mentioned at the beginning of this section,
representingthe main DEMETER technologissvaluable as theyare used todeal with the
managenent, security and processing of data coming from DEMETER data providers

TheDEMETER Data & Resource RepositorDEH Resource Repositoagldresses the problem of

the physical representation of the DEMETER resource information model, normalizing the
information flow coming from the DEMETER data providers using a formal definition of the
DEMETER resourc&nce normalized, thisformation is easily interpretable within the context of

the DEMETERain software modules through the use of a data manageme&P| layer This data
management API layeis the outcomeof technical WPsi.e., WP2 and WP3. It is therefore
undoubtablethat, compared to the first version dfiis deliverable (D3.1), this repository and its APIs
will neither support the semantic validan of a resource, nor the saving of semantically correct
instances from the point of view of the AIM model (defined within WP2), simply offering data space
and tools as a resource repository. The DEH represents the DEMETER marketplace, where a
DEMETER d$taholder can discover all the resources offered by the data providers who will take part
in the project.

The technology that supportfie DEH database is based on the NoSQL paradigm, better optimized
for reading data, as well as for the representation difexible data model. The real innovation here

is constituted by the data management APIs and by technologies that allow the dynamic modelling
of an entity: this means that, if in the future the formal representation of the information model will
have to tiange, this will not represent a problem for the DEH. Furthermaramportant aspect
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that needs to be highlighted is thate full interoperability and flexibility ofhe DEH technology is
suitable for future integrations outside DEMETER with other teldgies in the agrspace. The
internalization of resources from other platforms such as G&(&ould be well supportedandalso
the exposure to the DEMETER resources data consumigtioradepossible as long as thirgbarty
applications/services are cgotiant with the guideline and the security protocols implemented in
DEMETER vihe ACSmodule

The DEMETER User RegisiryACS User Repositarpffered bythe ACSmodule supports GDPR

O2YLIX ALYyl adGd2NAy3a | YR, cielebtidsNs¢r pernissiGabidioder B3Pl 2 v | £ |
of personal dataThis database is also flexible, in the sense that it allows an extension of user data

based on a dynamic JS®remplate. The services or APIs exposgdthis component enable the

injection of new dataafter a client service has been suitably verified and validated by security
controls, such as authentication and authorization modules. It is no coincidence that this user data

store is subjected to stringent security measures, given the itapbovalue of the data it manages.

In terms of technologies, a regulapen sourcerelational databasds used(such asMySQE),

therefore beingadaptable to many application contexts.

The DEMETERSERegistry,or simply BSE Registry, is the |asiftware module of the DEMETER
software infrastructure being one ofthe most significantmodulesin the data view.Providing a
common interface both in the data model and in the APIslldws the addition of metadat#o
describe DEMETER servicesy Aonsumer, be it another DEMETE&Re module or a thirdparty
service provider/consumer, Isdo communicate with this database or with its services to find out
services and/or dataAnyinteresteddata producer isequiredto register their services irhis store,
offering the application logic of their services to third parties or DEMETER consumers frora-an as
service perspective.

Considering the data store itself (only data container or the technologies that enable data
persistence), it is also fundamil to considerthe API frameworks able tsupport and interoperate

with these technologies. In fact, it allows operations such as data reading and wwitiilg jt holds

the business logic of single send@nd theoverall functionalityof the technolay they implement

when considered as a whole. With the aim to contextualize these frameworks with the DEMETER
enablergmodules identifying them in the macro functional block of competendeshould be
highlightedthat BSE and DEH represent the data managg system and therefore the real heart

of the data managemergoftwareblock, while the ACS APIs frame this block representing a vertical
solution, allowing data secure exchange and secure communication between data management
services APIs.

The diagramin Figure 36 below is revised and improved with respect tiis initial version in
Deliverable D3.1 It brings togetherall above concepts,i.e., entities, information and their
interactions within DEMETHRocesses, in order to structure the data flows between them

3 hitps:/lwww.data-infrastructure.eu/GAIAX/Navigation/EN/Home/home.html
8 https://www.json.org/jsonen.html
3 https://www.mysql.com/
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Figure36. DEMETER Main Data Flows (Second Iteration D3.3)

Any thirdparty resources or DEMETERhanced Entitiese(g.,thing, platform, service, component),
which can feed DEMETER witk @wn data, communicates with DEMET&Ra management APls
for data acquisition. Specific wrappers/translators on the physical lagehe data providers side,
deals with translating the raw data that are not compliant and nagredd with the DEMETER AIM
model. This allowsupport fordata interoperability by combining the use of a semantic data model
(AIM) with the respectivedata translation/management mechanismseven in caseother
standardized solutionare used by the DEMETBiiakeholders

To enable full interoperabilitybetween heterogeneousdata modelling/semantic approaches,
DEMETER provides the necessary structures to support data transformation and data exchange
according to the AIM formatThe translated and semanticalbligneddata can then be used as
services The BSE and DEhbdulesrepresent the data management blod¢kat allows fordata
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injection from heterogeneous data sources into DEMETHERe data management APls are
integrated withthe ACS service, tenable tte usage ofdata security policiesThe AC$ highly
significant in potential integrations with other platforms or infrastructures that intend to exchange
data with DEMETER representing the starting pofritteractionwith the DEMETER infrastructure,
paving the way for possible and future DEMETER platform integration and potential collaborations
with other research projects as wétl a secure manneOnce the injected data is securely stored
inside the DEMETER database, the data can be used by theDEMETER enablers (e.g., advanced
enablers) through APIs usage. This information can be provided across the DEMETER architectural
layers by making use of the APIs. So, e.g. for the visualization enabler and dashboard, corresponding
information can be provied if the enduser needs to discover new resources available within
DEMETERhe data are processed internally through specific operators, interfacing the dashboard
view (Ul) with the backend components of DEH (services layer) or Resource Registry Mamhageme
APIs. The datare encapsulatedas a DEH resource, and the metadata of each service, object,
application, platform are made available through the BSE. AR&se BSE APIs are then useteed

all business processes and satisfy all use case scenafilosddi@ the project.

Finally, ACS Access Control and LOHé&ht core enablers represent software facilities that should be
used at the Pilot sidethe first oneallows the secure communication of datahile the seconane
enables gatheng of resource consumption metrics and reports back the data to .DHtd ACS
Control enabler provides the libraries to interact with the Access Control Server modulet@nd
encrypt the data when this data is transmitted over an insecure communication channel
Additionally, theDEHClientprovidesa client interface for the DE&hd resourcemonitoring at Pilot
environments basing its logic on extracting consumption metrics fdmtkercontainers

9.5 Deployment View

The Deployment viewdepicts the system from a system engineer's point of view. It is concerned
with the topology of software components on the physical layer as well as the physical connections
between these components.

In DEMETER we identified the nodes that will be presponthe runtime of andthe execution of

the entire system along with the components that participate, both internal and exteonals In
0KS 59a9¢9wQa RS Ei§uied71it yodatioRsiwheleNtle ¥evekay/software artefacts
reside are depicted. It is also demonstrated that the interconnections between the participating
nodes arenternet-based.

59a9¢9wQaée phlithhrmIndlidyg the Dashboard which provides the user interface to the
users and the developers and exposes the functionality of the other software artefacts included in
the reference platform, SOCS and Enabler HUB.

FMIS/IoT/Machinery platforms caroenect with the AIS to register and get access to DEMETER
Enhanced Entities while, by utilizing their already deployed DEMETER Enablers (in containers), they
provide access to their resources (services, apps, devices) and communicate among each other
diredly via the internet.

Since the last version of the Reference Architecture deliverable, the Deployment view has changed.
Considering the needs of the various stakeholders in DEMETER, an update was necessary to better
capture cases where Agricultural Int@erability Space contained modules are deployed on pilot
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premises. Also, in the updated version of the Deployment view, DEMETER Enhanced Entities (DEES)
and modulessuch as the Brokerage Service Environment (BSE), Access Control Server (ACS), and
Functiona Interoperability core enabler (FI) are included and placed in relation to the rest of the

modules

As depicted irFigure37, AlS is capable afcluding cases where part of its functionality and modules
are deployed on pilot premises.
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Figure37. DEMETER Deployment diagram (Second Iteration D3.3)
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9.6 Business View

The process view follows the incremental approach by idgntif in this second iteration (D3.3),
changes and alignments with respect to the first version (DJHisview has been heavily revised

and enricheccompared toits initial version, referring perfectly to the definition model on whiclisit

based. In fat; from the point of view of the methodological approach that influenced the design of
the view itself, there are naritical changes taunderline. The logic used to conceive the DEMETER
solution is still valid considering the business processes poinewf Yhe model used and based on
business process management continues to consider fundamental aspects such as users, data,
functions and processes as the main inputs thue definition of any use case in DEMETERe
correlations between these aspeatentribute to the definition of this view considering the business
processes that it manages, serving as the enabling factors of the architecture

This version of theReference Architecturalso takes into account the fact that the iterat®n
between DEMHEHR stakeholders and processes will undergo changes over time, considering a whole
series of dominant factorsuch as sudden changes in the context, applications and technological
scenarios in continuous evolution. Technologiesl hencesolutions could cange and consequently
affect this visionTheprevious version of thigiew has been enriched with a few more elements, but

the basis of the processes remains practically the same. The views propoSepiie38 present
aggregated business processes extracted from the DoA and consolidated through the requirements
depicting the real process vision of the DEMETER reference architecture.
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Figure38. DEMETER Business Processes in the Reference Architecture (Second Iteration D3.3)

Only the changes compared to the first versiarD3.1 are reported and described in detail below.

The aggregat view of Discovery, Provisioning &esource Managementas beenmerged into

Data Managementasit was considered better to contextualize and identify the business functions
that have the greatest impact on the data (both collected and processed) by making them flow into
a container or grop of processes closest to DEMETER's business vision. Furthermore, it was decided
to enrich the group of processesf the Security & Governanceaggregate view, sometimes
changing the name of the process itself to better contextualize the group in the DEHRIEANtext.

The new processes in this aggreghtgroup turn out to be:Password ManagementToken
Management Data Protection & Privacgnd finallyData Encryption

Finally, the aggregatkview of Communication & Networking processes was integrated angtbet
contextualized in th&Security & Governanceiew as its processes were to be considered related to
the encryption of data in the communication between services and therefore included in the Data
Encryption Management group.
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10 Revised Interfacebetween main architecture components

The DEMETER Architecture is designed based upon the following pillars: interoperability, integration,
adaptability, modularity, analyticand decision support system. In general terms, modularity and
adaptability is spported by exploiting the Microservices Architecture patterns and scalability is
implemented to support both a cloubased and ofpremises approach.

The mairsoftware moduleghat support the visualization of all DEMETER resu#durther detailed
in this document and grouped into twamain layerspresentation and business layérhe firstlayer
contains the modules that expose user interfaces sucA@SPEH BSE an&OCSwhile the latter

contains the main DEMETER corenabless such asFunctional and &nantic Interoperability
enablers,DEHClient for resource consumptiommonitoring, and securityrelated facilitiessuch as
Access Control Enabler

This section presents the main interfaces of the DEMBESBI systems, highlighting the
differences, theupdates betweenD3.3 and D3.1. Having a complete view of the main system
interfaces allow addregsg the concerns of various DEMETER stakeholders, mainly business and
technical partners that, on one hand, want to create a system that is technologicatipleapf
demonstrating the execution of the DEMETER pilots but, on the other hand, want to provide solid
foundations for integration with other existing systems, important projects in the-fégd domain

or relevant initiatives, such as GAXAThe main terfaces betweerthe mainarchitecturallayersare
designedbased ornthese assumptions, that is to provide an overall view that is closer to reality and
the application context in which this view is located.

The DEMETER main interface view is designed asirterative development process, dealing with
the design and implementation of a higgwvel structure based on the first project outcomes. It is the
result of assembling a certain number mbdulesin some weHlchosen forms to satisfy the main
systems tinctionality requirements. First, almoatl modulescontain interfaces or APIs thate able

to communicate with other DEMETER systems. Therefore, when the softwadelesbecome
interoperable by exposing standard APIs astiaringthe DEMETER AIM information model, then
they are able to communicate with other systems/services via remote interface or, via a web
interface, with humans. Within the DEMETER information netwibdse modulesare more mature

and able to integrate perfegt| even in a changing and dynamic environmestngthese interfaces
designed and implemented for this purpose. Furthermore, proceeding with the integration by the
DEMETER pilots, it becomes clear that DEMEBTdER modulesare truly scalable, instead oflng
simply centralized or cloudased.The information is exchanged between them, without the explicit
need to use centrally stored data. Furthermore, management processes and decision making are
controlled using defined interfaceBinally the completeadoption of these interfaces by the pilots is
going to optimize the response time of developers (eg for required adjustmédrissemoduleswill

thus be able to extend their field of action within different infrastructures, even if they are not
centralizal in the cloud butrather localy deployedin the pilot infrastructures. Since the DEMETER
infrastructure layersrepresent essentialsoftware modulesand technologiesfor the technical
demonstration in eachPilot, the dynamics of these processes will bederated and also the
adoption of their main interfaces.
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Compared to Bliverable 3.1, this view contains a greater refinement. The maiocks or
architecture layersiave been consolidate@s well aghe modulesinside them. The main interfaces
between the blocks before and between theoduleshave been refined and better modelled. The
proposed view in the image abo\Eigure39) shows the changes made so far using the iterative
approach It provides a clearer perspective, especially regarding the main interfaces of the system.

Mainly the changes to this view involved some refinement on the reablules and more
contextualized blocks, as opposed to a more Hetel approachoccurred in D3.1which had
considered more the functional aspects of the architecture and less the talhonesthe latter
beingmuch more mature at this stage. It is worth emphasizhat deviations or misalignments with

D3.1 are to be considered minimal, demonstrating that the DEMETER architecture has been
designed correctly, considering the blocks thatuld actually take part in the business and logic
processes. However, since the solution is more mature, the raloaks defined in this iteration
represent and constitute the final solution.

The Dashboardlock isthe highest level of the DEMETER &eghiure, which implements the
interfaces that interact with the main backemsdftware modulesDEMETER masoftware modules

are represented hySOC®EH andBSEin addition to those already described, the Dashboard block
will also support the DSS visisation dashboards, as part of WP4 activities and more precisely of
T4.3. It is important to add this detail, as the output of the T4.3, or framework on the DSS
visualization, represents another component that will contribute to the whole DEMETER
visualizéion solution, managing the visualization of the DSS pilots.

The implementation and instantiation of the main interfaces will enable a set of operations: these
include the cecreation process via SOCS, the discovery of new DEMETER entities via DEH and the
possibility for developers to assemble new components through the AIS application. The Dashboard
enabler also supports the visualization of data in user interfaces or web GUIs, endulingrage of
standard data formats in webased applications. ThBashboard Ulg(g., User interfacehasthe

dual objective of conforming to backend services formats, but also to provide the necessary data to
the web interfaces in a useful format for web interoperability. In addition, each visualisation
dashboardexposal via DEH or SO®S8s specific web user interfaces to perform a specific task, as
was already extensively described in D3.1.

TheDEMETEBbre enablers will essentially provide support to all DEMETER Stakeholders to produce
or consume data, providing a set necessary APIs to support basic operations like data acquisition,
data retrieval, data management and storing. The business logic functions, contained in the enablers
and exposed through APIs REST framework, cover most of the functional addnotanal
requirements defined at the beginning tife DEMETER project. Obviously, these business functions
will be further refined, improvedand enriched over time, until the end of the project, ensuring
continuous integration and continuous delivery. By adogtthis method, in addition to cover the
project milestones which in each casepportat most two releases of these enablers, continuous
releases of new versions will be envisaged (reasonably until the conclusion of Pilot Round 2) which
will meet the chaging business needs, covering requirements dissatisfied or mitigating incorrect
behaviarr of the individualsoftware blocks Some DEMETERNablers(core enablers, Semantic
Interoperability enabler, Functional Interoperabilitgnabler, Access Controénable, DEHClien)

need to beadopted by all DEMETER Pilots and, more generally, byphitg data providers who
intend to share and exchange data with DEMETER. The mandatory nature of these enablers
translates into orpremises installation or use through the cloud in perspectivBadS (Software as

86



DEMETEBR7202
Deliverable D3.3

a Service) solutiormhe integration of data and sharing of serviesources like components, things,
services, devices, platform®r applications(so that consumerscan discover new resource
according totheir business needswill only be possible through the main DEMETER enablers
interfaces The main interfaces in this block are represented by the [ReSource Registry
Management AP|sDEH ClientBSE ACS,ACSEnabler or ACS client librarfFIE or Functional
Interoperability EnablerThe DEHBSEand ACS modulesse REST interfaces to interact with each
other, while a component lik&PHs just a librarythat requires to be added within the source code

in order to be integratedThe core block communicates with thata providersviathe DM or Data
Managementframework APIsthe latter consist mainly of API frameworks of DBIESand BSE
allowing interconnection through its interfaces with the more sophisticated DEMETER enablers.
Thee enablersare represented by data analytics compotemr DEMETER advanced Enablers
currently under development in WP2/4 WHrore details on the functionality of these enablers will

be provided in deliverables D4.3 and D4 e rest of the DEMETER's advanced enablers also use
these APIs, to primarily disver DEMETER enabled resources or simply to use core services as in the
case of the BSE interface.
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11 Mapping of the related Stateof-the-Art approaches to the revisedDEMETER
Reference Architecture

This section presents details on how the evolved statthefart related initiatives can map to the
revised DEMETER Reference Architecture.

11.1European Strategy for Data

DEMETER is compliant with this data strategy as will be discussed in more detail in the rest of this
section and, in particular, in the next twaubsections, which cover respectively GXlAand the

common EU Data Space. To sum up, the DEMETER Enabler Hub can be used to register any enabler,
including those that just provide data from sensors, or processed data from data analytics enablers
and thisallows DEMETER Research Architecture to be compliance with the European strategy for
data and the related initiatives currently in progress

11.2GAIAX

Figure40 shows the combined GADIDS reference architecture extended with the corresponding
DEMETER elements for the DEMETER Interoperability Data Space and the DEMETER Data spaces
with the supporting elements of Federated ldentity, Federated Cataloguand supporting
Agricultural Vocabulary and Agricultural Information Model, (AIM).
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Figure40. GAIAX with IDS elements and relationship to DEMETER technologies

The combined architecture of GAMAand IDSas depicted irFigure40, supports and enables data
spaces and builds advanced smart services in industry verticals-X5bAses on sovereign cloud
services and clad infrastructure, while IDS focuses on data and data sovereignty. The interaction of
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GAIA X and IDS has three main tasks: -selfereign data storage, trustworthy data usage and
interoperable data exchange. This way, GXI#s developeger the EuropeanData Strategy and
supports smart data applications and innovations across industry sectors. For this purpos& GAIA
and IDS complement each other to ensure cloud and data sovereignty fetoesrtd data value
chains in federated ecosystems. The four Fatien services are alstorrespondingo various IDS
concepts: A key element is the GA{A-ederated Catalogue, whiakesthe IDS Broker, Vocabulary
Provider and Information Model. The Federation Service of Sovereign Data Exchange is represented
by the DS Clearing House and Usage Control concept. Further, theXGPe¢deration services of
Identity & Trust and Certification can take advantage of the IDS Identity Provider and IDS
Certification Body.

The DEMETER Architecture with the DEMETER Provider asdnt@o approach follows the same
pattern as the GAKX/IDS architecture and is, in principle, compliant with this approaatith
additional extensions

11.3Common European Agricultural Data Space

While there is no final vision for the common European Agricultural Data Space, we [Bigkite5

and Figure6 and the information that has been circulated so &yrout the Common EU Agricultural
Data Spacé order to check that the DEMETER RA is compliant and could be used to implement the
key concepts of this initiative.

First, comparing the DEMETER Hmylel and functional views, we immediately notice that
DEMETER, as designed, can include all the sources-datgrnentioned and in fact can make them
interoperable through the DEMETER AIM provided that the appropdata wrappers/translators

are developed. Furthermore, most of the actors (farmers, app providers and developers and
advisors) are included in our higgvel view (sed-igure27). The dealers and contractors could be
represented in the DEMETER view by the advisors and app providers, who also double as contractors
putting together enablers and data in order to provide a final DEMETER enabled complete
appication.

Looking at the view provided frigure27, it can easily be observetiat DEMETER is also compliant
with this vision provided that the following mappings are made.

First, regarding the functional view of the RA, the service platforms/solutions correspond to the app
layer in DEMETER; the data sharing infrastructure correfgpto the Interoperability space and the
enablers provided and accessible through it and the DEMETER hub; the cloud/edge infrastructure is
also present in the DEMETER RA and finally the devices sit at the bottom of the architecture in the
DEMETER RA aslw@&herefore, overall, DEMETER is highly compliant with the general architectures
required for the common EU Agttata space.

Second, the essential trust services of the architecture are mostly implemented in DEMETER by the
DEMETER Enabler Hub (DEH).répestration and discovery of enablers (data, services, apps etc.)
which are key parts of the DEMETER hub, correspond to the Clearing House of 4tiataAgpace

vision, as also assisted by the remaining modules of the DEH (e.g., accounting, discowely con
compatibility). To elaborate further, the DEH provides functionalities for compatibility checking
which loosely corresponds to the certification requirements envisaged, the dynamic trust
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management corresponds to features of the DEH such as the ResAacess Control changing the
Discovery Management process.
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Figure41l. Mapping of the DEMETER RA to the IDSA view for implementing the common European
Agri Space

Thus, the DEH can be used to register any enabler (data frosoriseror processed data, analytics

and decision support services and visualization) which can then be contracted as needed and this
allows DEMETER Research Architecture to be compliance with both the European strategy for data
and specifically with the comon European Agri Data Space as currently envisioned
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11.4The Al4EWpproach

AI4EU projecfAI4EY aims at the creation of an environment that allowlevelopingAl based
solutions, providing tools and infrastructure to do galditionally, it is expected to offer aatalogue
of already developed solutions as well as a platform to foster cooperation and community creation.

When analysingin parallel both AI4EU and DEMETER reference architectures, we can see some
similarities (and different @proaches).Both architectures (in their latest versionjiclude some
components surrounded and linked, which are ugedpoint at some of those similarities. Both
architectures includecatalogues(green boxes) where each platform stores and offers differe
solutions developed (AI4EU also aims at offering datasBesides, wencluded the external public
resources in a green box as they might be added in the platform through a component developed for
the DEMETER ecosystem.

Although the matchindetweenthe orange boxes linked in both architectunesght not be direct,

they highlight the way that some functionalities have been addressed in both ecosystems. While in
DEMETER there is a set of mandatory enablers that have¢orsideredby any developmento be

carried out in DEMETER (to ensure interoperability, secuaitg component offering), AI4EU has
designed some layers to address some of those issues, such as the security or the search layer.
Nevertheless, DEMETER also provides components to pedearch over the enablers in the
ecosystenmandto manage the identities of the users.

Another important aspect to compare in both architectures is the infrastructure resource offering
(surrounded by blue boxes). the DEMETER project the infrastructurepievided by the endiser
(pilots), offering more flexibility and allowing the endiser to choose (and provide) the
infrastructure that better fits its needs. AI4EU project provides instead technical infrastructure
resources (provided by AI4EU consortiyartners) for the development and execution of the
solutions in the ecosystem. Additionally, those components might be exported and run as docker
images.

As we can see in tharchitecturecomparison, one of the main differencasthe creation of the
ACUMOS platform in the AI4EU project, providing an environment for the developmenba$éd
solutions, facilitagés the integration of these solutions thanks to the use of that common
environment. In contrast, DEMETER does not peovitht resource, but that lack cd common
development platform might increase the flexibility of the solutions generated in the project, easing
a fine-graineddeployment in the pilot infrastructurehpweverthat might affect the generalization

of the soldions developed).
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Figure42. AI4EU (top) and DEMETER (bottom) infrastructures similarities

11.5DataBench- Big Data and Al Pipeline Frameworkelated to BDVA and DAIRO models

The figure below illustrates how the DEMETER referancleitecture maps directly to the Big Data
and Al pipeline steps. There is a clear mapping of DEMETER RA blocks to the four main DataBench
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