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1 Executive Summary

D3.4

is a demonstrator deliverable of the DEMETER project. This document is the accompanying

report of this deliverable. D3.gprovides the second release of components and tools that enable
solution integration, interoperability with external platforms and deployment support for pilot cases
(D3.2 provided the first release).

The diagram below illustrates the main DEMETER elenbis deployed:

T

Stakeholders Open Collaboration Space (SOCS): a knowledge basecaedtion space

where farmers, advisors and providers connect.

DEMETER Enabler HUB (DEH): collects all the resources that are available to be used by a
solution and enalgs access to them.

Agricultural Interoperability Space (AlS): provides interoperability mechanisms to develop
and deploy a solution.

Dashboards: sole entry points to the DEMETER ecosystem.

DEMETERBNnhanced Entity (DEE): A Service, Application, Platforrithimg wrapped with
DEMETER enabler functionalities to act as a DEMETER consumer and/or producer. Many of
GKSaS 599048 AYUGSNRLISNIGS gAGK SIHOK 2GKSNJ G2
Agriculture Information Model (AIM): a common semantic data model to be teethe
information exchange.

2 - - 2

Farmers p e \

Experts | socs DEH AlS

Advisors

Providers Stake_bold«
Brokerage

|

Users

1 catalogue

Resources

DEH Client

management

0
[[]

-

DEMETER Enabled Application

AIM - the DEMETER Agriculture Information
Model, a common semantic data mode!

DEMETER-enhanced Entity

DEMETER Core
Enablers

Functional
DEMETER DEMETER o
” Interoperability Enabler
DEMETER "“ Comume

Enhancing
Service

DEMETER CORE ENABLERS @ Interoperability Enabler

Access Control Enabler

[DEMETER Enabler Hub)
Client

For each of the below componentiis documentprovidesdescription multiple architectural views,
interface definition and notable details about implementation @hd technologies used:
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Brokerage Service Environment (BSE): a microsesvasesd environment used to facilitate

GKS NBIAAGNIGA2YS RAAO2OSNEBI YR 02YYdzyA Ol i
Access Control Server (ACS): offers authentication, authorisation, teawkability
functionalities to the brokerage environment.

DEMETER Enabler HUB (DEH): collects all the resources that are available to be used by a
solution and enables access to them.

Core Enablers for integration: specifications for core enablers thatl e be implemented

08 59904 Ay 2NRSNJ G2 AYGSNRBLISNIXrdS Ay | 59a9

Furthermore, the document describes the deployed DEMETER infrastructure and the tools offered to
integrate the platform and deploy the solution. Validation reports of the usethponents have
been collected (as part of the Verification & Validation plan) and summarised.

The key achievements of the D3.4re theupdated implementationand deploymens of the BSE,
ACSDEH(Core Enablers for integratipabng with theVerification and Validén activities ovethe
availableDEMETERnablersand modules

DEMETER allows application to be deployed in many ways (from cloud to edge to local
infrastructure), according to the business needs, as depicted in the didugbow:

DEMETER central cloud Other clouds Edge or local

Application 1 Application 2

Central

DEE DEE DEE DEE DEE| |[DEE| |DEE| |DEE
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ACE Access Control Enabler

ACS Access Control Server

AIS Agricultural Interoperability Space

API Application Programming Interface

BID Business Intelligendeashboard tool

BS Brokerage Server

BSE Brokerage Service Environment

Cl/ICD Continuous Integration / Continuous Deployment
CoAP Constraint Application Protocol

CRUD Create Read Update Delete

DAE DEMETER Advanced Enabler

DAO Data Access Object

DEE DEMETERNnhanced Entity

DEH DEMETER Enabler HUB

DSS Decision Support System

DTLS Datagram Transport Layer Security

ETSI European Telecommunications Standards Institute
FMIS Farm Management Information System

GA Grant Agreement

GDPR General Datdolicy Regulations

GE Generic Enablers

GUI Graphical User Interface

HTML Hyper Text Markup Language

HTTP HyperText Transfer Protocol

HTTPS HyperText Transfer Protocol Secure

IdM Identity Management

IEC International Electrotechnic&Zommission
IEEE Institute of Electrical and Electronics Engineers
10T Internet of Things

P Internet Protocol

ISO International Organization for Standardisation
IT Information Technology

JSON Java Script Object Notation

KPI keyPerformance Indicator

LAN Local Area Network

MQTT Message Queuing Telemetry Transport
NGSI Next Generation Sensors Initiative

NGSILD Next Generation Sensors Initiativeinked Data
OneM2M One Machine to Machine

PAN Personal Area Network

PDP Policy Decision Point

PEP Policy Enforcement Point

RDF Resource Description Framework

REST Representational State Transfer

RFID Radio Frequency ldentification Device

RPC Remote Procedure Calls

RTPS Real Time Publish Subscribe

SaaS Software as &ervice

pg.9
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SDK Software Development Kit

SOCS Stakeholders Open Collaboration Space
SQL Structured Query Language

SSL Secure Sockets Layer

SR Service Registry

TBD To Be Determined

TDD Test Driven Development

TLS Transport Layer Security

UAV Unmanned Aerial Vehicle

uGv Unmanned Ground Vehicle

UML Unified Modeling Language

URI Uniform Resource Identifier

URL Uniform Resource Locator

uuib Universally Unique Identifier

WAN Wide Area Network

WSN Wireless Sensor Network

XACML Extensible Access Control Markup Language
XML Extensible Markup Language
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5 Introduction

D3.4 is a demonstrator deliverable of the DEMETER project and updates D3.2 which was submitted a
year ago (M10). This document is part of that deliverable. D3.4 provides the second release of
modules and tools that enable solution integratianteroperability with external platforms and
deployment support for pilot cases. The following Tasks contributed to D3.4: T3.2, T3.3, T3.4, T3.5,
T3.6.

Figurel illustrates the main DEMETER elements to be deployed:

9 Stakeholders Open Collaboration Space (SOCS): a knowledge base-caedtion space
where farmers, advisors and providers connect.

1 DEMETER Enabler HUB (DEH): collects alesoairces that are available to be used by a
solution and enables access to them.

1 Agricultural Interoperability Space (AIS): provides interoperability mechanisms to develop
and deploy a solution.

91 Dashboards: sole entry points to the DEMETER ecosystem.

1 DEMHERenhanced Entity (DEE): A service, applicatiatform, or thing wrapped with
DEMETER enabler functionalities to act as a DEMETER consumer and/or producer. Many of
these DEEs interoperate with each other to form an application solution.

9 Agriculture Ifiormation Model (AIM): a common semantic data model to be used for the
information exchange.
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Figurel: DEMETER main elements




The remainder of this document is comprised of the following sections:

1
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Section6 provides the overdlarchitecture of the DEMETER reference implementation. It

also provides an overview of its updated requirements along with their current status and

their mapping to the implementation components.

Section7 presents the Brokerage Service Environment, a microserbiassd environment

dza SR G2 FIOAtAGIGS GKS NBIAAUGNIGA2YS RAAO020
Section8 presents the Access Control Server, which offers authentication, authorisation,
traceablity functionalities to the brokerage environment.

Section9 presents the DEMETER Enabler HUB (DEH) which offers all available Enablers in a
catalogue for users.

Section 10 specifies the core Enablers for integration. These enablers need to be
AYLX SYSYGSR o6& 599Qa Ay 2NRSNJ (2 AyidSNRLS)H
reflects the changes presented in D3.3 (Reference Architecture Release 2) regarding the core
enablNE @ a2NB ALISOAFAOFftes GKS a{SOdzNRGeé |
Syl ot SNA TFdzyOliA2ylftAdlGASa 6SNB LI I OSR dzy RSNJ
Enabler for better management; no functionality was removed.

Section 1 describes the rifrastructure and tools that have been setup, deployed,
configured, and how they are leveraged to assist in integrating and deploying a DEMETER
module and enabler.

Section 2 includes the verification and validation plan and summarizes the Verification and
Validation reports collected so far for the various DEMETER modules and enablers.

Section B provides the conclusions and next steps.

AnnexA lists the full details of the updated requirements whose overview was provided in
Chapter6.

Annex B provides théemplate used to specify each DEMETER Enabler.

Annex C provides the updated template used to represent the general information of the
validation of any DEMETER module and enabler.

pg.13
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6 Architecture of the Reference Implementation

FollowingDEMETER's reviseefference architecture presented in deliverable D3.3, this deliverable
illustrates the Reference Implementation.

6.1 Architecture (Physical view, Process view)

This section depicts the Physical and Process View of the DEMETER Reference Implementation. More
specifically Figure2 describes the 3 major modules of DEMETER platform, namely Stakeholder Open
Collaboration Space, DEMETER Enabler HUB and Brokerage Service environment. Included in these
three major modules lig the Security module. In addition, it illustrates the interoperation activities
between DEMETER Enhanced Entities (DEE) and DEMETER's Reference Implementation. DEE consis
of a set of either an app, a service, or a device along with a set of core Enabl# Advanced
Enablers.

DEMETER reference implementation
_______ Securily E St )
akeholder Open Collaboration Space
Component
) Secunity 2] DEMETER Enabler HUB
Component
* #
Security E . .
Erokerage Service Environment
Component
# *
T A
v v
DEMETER Enhanced Entity DEMETER Enhanced Entity

Library
Container Container

DEMETER DEMETER
Enable Enable
- &

r i
! | ! ! | !
€] ] ] €]

Services Apps Dievices Services Apps Dievices

Library

Y
h 4

Figure2: Reference Implementation Deployment diagram

Figure 3 depicts the Pilots’ deployment schema. DEMETER&sRian either use theiown
infrastructure and deploy the DEMETER Brokerage Service Environment and the DEMETER Enhanced
Entities (dlipse on the right)n their premisesor they can rely on the BSE that is deployed in the
DEMETER's Central Cloud and théeinfrastructure in order to enable the communication of their
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DEE (#ipse in the centre). In the same figure, the box on the left depicts the DEMETER Central Cloud
where the BSE, the SOCS, the DEH and DEE resides.

DEMETER central cloud

DEMETER

Enabler Hub

Pilot infrastructure

i
= E
[ Pilot implementation ]

Figure3: Pilots Deployment diagram

DEMETER central cloud Other clouds Edge or local
[Application 11 (Application 21
DEH
Central
BSE
BSE BSE

Figure4. Deployment of applications in relation to DEMETER

Figure 4 illustrates how BSE and DEB can be deployed from cloud to edge or to local
infrastructure. It is envisioned that BSE instances will coordinate the discovery and execution of
running DER. Therefore, DE& will be able to offer services whose access is public, or local to the
BSE, or custorsable (i.e., hybrid access policy), while applications will be able to use services from
other BSE instances since running services can be discovereddmote BSE instances (with the
assistance of the DEH and the central BSE, i.e., the one deployed on DEMETER cloud).

Figure5 and Figure6 present sequence diagrams that illustrates a set of processes that are being
offered by the DEMETER reference implementation platform. The main actors of thenasagra

the DEMETER Provider who "provides" some resource to the DEMETER platform, the DEMETER
reference implementation platform which comprises of the ACS component, the BSE, the DEH and
the SOCS, and finally the DEMETER Consumer who "consumes" someerésaiuis being offered

by the DEMETER platform.
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Figure5 illustrates the resource registration process that a provider initiates to register the resource

in DEMETER's catalogue. DEMETER's security component (ACS) facilitates the Authentication and
Authorisation process, subsequently the provider registers tlsource to the DEH. Once the
registration is confirmed and a unique identified is generated, the provider can register the running
service with the BSE.

Figure 6 illustrates the process of resource discovery from the side of the consumer. Firstly,
DEMETER consumer logs in to the DEMETER platform through the ACS component. Then, through
the SOCS environment, the consumer can search a solution that mat&ieseeds. Subsequently,

the consumer browses on the DEH to find the right Enablers that would facilitate the access towards
the resource that needs to consume. Once those Enablers are deployed, he discovers the relevant
running service via the BSE. B®E returns to the consumer the access information for that specific
resource.

The final part of the process described depicts the consumer, possessing the access information that
was given to him by the BSE, finding the requested resource and proceeaking requests and
receiving the subsequent responses.

Figure7 and Figure8 complement the sequence diagrams described above and present the activity
diagrams of the process described above.

ACS DEH BSE

Provider .
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-
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[Errurlil |
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I
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Figure5: Sequence diagrarProvider
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6.2 Requirements Mapping

Tablel below summarizes the functional and nfumctional requirements that refer to the
Reference Implementation.

As already mentioned in D3.1, thequirement classes of WP3 are:

=

TI1. Technical and Syntactic Interoperability of pilot technologies/platform,
TI2. Environment for service discovery and provisioning,

TI3. Networking and Communication,

Tl4. Security,

TI5. Device/resource Managementdinding databases),

TI6. Runtime Environment, Deployment Management & Orchestration,
TI7. Service / application l#gycle management,

TI8. APIs and Application development support,

TI9. Enabler registration, discovery, provision, management, composition, accounting,
billing,

TI110. Stakeholder account management,

i TI11. Monitoring, Awareness, Feedback,

1 GNFR. General (Non) Functional Requirements.

=4 =4 =4 4 =4 -8 -4 -9

=

Tablel: Summary of Functional and Nefunctional requirements for Reference Implementation

TI1.1 Utilization of existing standards Enablers Proposed
More related to
WP2/4
TI1.2 Support of Communication Protocol Enablers Rejected
Standards (DEMETER targets

higher layers, e.g.,
at loT platform

level)
TI1.3 Support of Geospatial Interoperability Enablers Proposed
Standards More related to
WP2/4
TI1.4 Provide interoperability with existing Enablers Fulfilled
cloud platforms
TI1.5 HTTP REST API(s) Enablers, BSE, AC Fulfilled
TI1.6 Pub/sub and messaging queue Enablers, Fulfilled
mechanisms StreamHandler
TI1.7 Compliance with system domain standar Enablers, BSE, DE Proposed
ACS
TI1.8 Data formats Enablers, BSE, FIE Fulfilled
DEH, DEH Client,
ACS
TI2.1 Service description definition Enablers, BSE, FIE Fulfilled
DEH
TI2.2 Services provisioning maintaining data  Enablers, ACS Fulfilled

security and privacy
TI2.3 Services registration tbEMETER Enable Enablers, BSE, FIE Fulfilled
Hub DEH
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TI2.4 { SNBAOS&aQ OF §S32NR DEH Fulfilled
TI3.1 Secure transport layer (TLS, SSH, etc.) Enablers, BSE, DE Fulfilled
ACS
TI3.2 GDPR technical requirements Enablers, BSE, DE Fulfilled
ACS, ACE
TI3.3 Combination of physical/wireless Enablers Proposed
communications and Internet backbone
networks
TI3.4 Control devices sharing information Enablers Proposed
Ti4.1 Attribute Based Access Control or Enablers, ACS Fulfilled
Distributed Capabilities Acce€sntrol
component
Ti4.2 Authentication and authorization Enablers, ACS Fulfilled

mechanisms for services, accessing
resources and information audit tools
Tl4.3 Data protection and privacy on software Enablers, ACS, AC Fulfilled
execution, networkcommunications and
integrated solution security

Ti4.4 Identity management, access control anc Enablers, ACS Fulfilled
audit log
Tl4.5 Encrypted communications, integrity ACE Fulfilled

controls and electronic signature
functionalities

TI5.1 Data storage systems access managem: Enablers Proposed

TI5.2 Registration the capabilities of a resourct Enablers, DEH, BS Fulfilled
FIE

TI5.3 Multiple devices bulk operations Enablers Proposed

TI5.4 Resource/device sharing rules Enablers, DEH, BS Fulfilled

Tl6.1 DEMETER Enablers deployment Enablers, BSE, FIE Fulfilled
DEH, DEH Client,
ACS

Tl6.2 DEMETER Enablers compliance Enablers, BSE, FIE Fulfilled

TI6.3 DEMETER deployment tests Enablers, BSE, FIE Fulfilled

Tl6.4 DEMETER runtime environment agnostic Enablers, BSE, FIE Fulfilled

TI6.5 Deployment process documentation ALL WP3 Fulfilled
modules/enablers

T16.6 Deployment software lifeycle Enablers, DEH Proposed

management

TI6.7 Deployment process security Enablers, BSE, FIE Fulfilled
DEH, DEH Client
ACS, ACE

TI7.1 Service/application lifeycle management ALL WP3 Fulfilled

methodology modules/enablers

TI7.2 Technical requirements review ALL WP3 Fulfilled
modules/enablers

TI7.3 /| 2YLRYySyiaQ (GSadAay ALLWP3 Fulfilled
modules/enablers

TI7.4 5SSt 2LIYSyd GSIFYaQ ALLWP3 Fulfilled

modules/enablers
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TI7.5

TI7.6

TI8.1

TI8.2

TI8.3

TI18.4
TI8.5

TI18.6

TI8.7
T18.8

T19.1
TI19.2
TI19.3
T19.4
TI19.5
T19.6
TI19.7

T19.8
T19.9
T19.10
T19.11

T19.12
T19.13

T19.14
T19.15
TI19.16

TI19.17
T19.18
T19.19
T19.20
T19.21
T19.22
T19.23
T19.24
T19.25
T19.26

Component maintenance

Service/application lifeycle management

software suites
CRUD to HTTP methods mapping

Proper HTTP response codes

Searching, sorting, filtering, and
pagination

Stateless Authentication & Authorization

Usage of Swagger for Documentation
RESasedservices

Access control mechanisms in API(S)
API and application documentation

DEH resource registry
DiscoverfManagement

Query Management

Rate services

Resource Access Control
Query Management

Publish & Subscribe Notification

Enablers Information Management
DEH Scalability & Availability
Licensing

Data encryption in communications

Service UseAdvisory
Accounting Management

Semantic Interoperability Framework
Application portability
System security services

System availability

External registration and provisioning
Data synchronization

Data federation

Technology specification

DEH modules characteristic definition
Data management

Data fusion

Monitoring & Audit

Information Management

ALL WP3
modules/enablers
Enablers, DEH, BS
ACS

Enablers, DEH, BS
FIE

ALL WP3
modules/enablers
Enablers, DEH, BS
FIE

Enablers, ACS
Enablers, BSE, FIE
DEH

ALL WP3
modules/enablers
ACS

ALL WP3
modules/enablers
DEH

DEH

DEH

DEH

DEH

DEH

DEH

DEH, DEH Client
DEH
DEH
DEH, DEH Client,
ACE
DEH
DEH

DEH
DEH
DEH

DEH
DEH
DEH
DEH
DEH
DEH
DEH
DEH
DEH, ACS
DEH

DEMETER 8572C
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Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled

Fulfilled
Fulfilled

Fulfilled

Fulfilled
Fulfilled

Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Not implemented
Optional
Fulfilled
Fulfilled
Fulfilled
Fulfilled

Fulfilled

Not to be
implemented
Out of scope
Fulfilled
Fulfilled

Not implemented
Not applicable
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
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T19.27
T19.28
T19.29
T19.30
T19.31
T19.32

T19.33
T19.34
T19.35
T19.36
T19.37
T19.38
T19.39
T19.40
T19.41
T19.42
T19.43

T19.44
T19.45
T110.1
T110.2

T110.3

T110.4
TI11.1
TI11.2
GNFR.1

GNFR.2

GNFR.3
GNFR.4
GNFR.5
GNFR.6
GNFR.7

GNFR.8

GNFR.9

Metadata collection

Data Resource Definition
Resource Management (CRUD operatiol
Web service interoperability
Resource compatibility checker
Agriculture interoperability space
resources

Data Discovery Management
Rating service

Resource download report
Collection of enablers system

User profile management
Responsive web GUI

User account management

User private home page

User registration web page
Resources Management web page
Interoperability marketplace and
catalogues solution

DEH solutions web page
Teamservices

Stakeholder access

Account management roles functionality

Distinguishing a) internal and external
stakeholders and b) primary and
secondary stakeholders
{GFr1SK2ft RSNBRQ OF (S
Feedback from endsers

Upvoting mechanism

Business analytic data visualization suite

Decision Suppoisystem Dashboards

Web applications usability

Web application stylesheet

Web application friendliness

Business analytic datasualization suite
DSS dashboard outcomes data
visualization

DSS dashboard notification

DSS Dashboard widget

DEH
DEH
DEH
DEH
DEH
DEH

DEH
DEH
DEH
DEH
ACS
DEH
DEH, ACS
DEH
DEH
DEH
DEH

DEH
DEH
DEH, ACS

Enablers, DEH, BS

FIE, ACS
DEH, ACS

DEH, ACS
DEH

DEH
Enablers

DEH

DEH

DEH

DEH

Enablers, DEH
Enablers

Enablers

Enablers
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Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled

Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled
Fulfilled

Fulfilled
Fulfilled
Fulfilled
Fulfilled

Not implemented

Not applicable

Fulfilled
Fulfilled
Fulfilled
Proposed

More related to
WP4

Proposed
More related to
WP4

Fulfilled
Fulfilled
Fulfilled
Fulfilled
Proposed

More related to
WP4

Proposed

More related to
WP4

Proposed

More related to
WP4
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7 Brokerage Service Environment
7.1 Description

The Brokerage Service Environment (BSE) is a core module of DEMETER architecture, which
facilitates the registration, discovery and ultimately communication process for the DEMETER
enabled resources in a secure and privacy preserving manner. In the fram@v®EMETER, a
resource coupled with the necessary enablers (core and advanced) is reBEEMETER enhanced

entity (DEE). A DE&hce authenticated and authaed by the BSE can register as a service with the
BSE specific registr$ubsequently, it becomes discoverable by all the other registere@DEBEally,

based on the suitable core and advanced enablers that each DEE implement and after resource
provisioning information from the BSE, [@E&n communicate directly with eachhet. In addition

to the functionalities, BSE can interconnect (interface) with DEMETER HUB in case a useful flow is
identified or required.

The BSE is implemented as a-selfitained application that enables an external party to deploy it as
a complete bokerage service solution. Each DEME@&idbled application should usk at least one
BSE. The BSE accompanied by a puslishcribe communication mechanism that addresses the
required communication data throughput resds the backbone of the DEMETERemence
architecture.

The following sections describe BSE's core subcomponents and their interactions, along with the
sequence diagrams that illustrate the data flow between them.

7.2 Development View

The development view illustrates system from a programmn's perspectiveand is also known as
the implementationview. It uses the UML Component diagram to describe BSE components.

7.2.1 Component diagram

Figure9 below illustrates the major components of the BSE. Its core components are the Access
Control Server (ACS), the Brokerage Server (BS) and the Service RegisttiilSREe ACS provides

for the authentication and the authastion of the DE& that request to be included in the B$ke

BS reaties the DEE registration, discovery, and the provisioning functionality.
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Figure9: BSE component diagram
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7.2.2 Building blocks

7.2.2.1 Access Control Server

Access ContraBerver (ACS) and its sabmponents are described in detail in sectiBnBSE is
utilizing the functionality provided by this component. Each BSE instance, independently of where it
is deployed, it should be paired/registered to an ACS instance.

7.2.2.2 Service Rgstry

In the context of Brokerage Service Environment (BSE), the Service Registry implements a RESTful
interface through which it communicates on one hand with Access Control Server (ACS) and on the
other with Brokerage Server (BS). Service Registredstosstore user and servigelated metadata

in a persistent manner. More specifically, it holds, user authentication credential information (where
necessary) and access tokens that are generated by the ACS and are used from third party services
to access and interoperate with BSE endpoints. Furthermore, it stores seelated metadata that

is required or generated by the Brokerage Server (BS).

7.2.2.3 Brokerage Server

In the context of Brokerage Service Environment (BSE), the Brokerage(S@8®rpypose is to
facilitate the registration, discovery, and provisioning service. It is built on top of Covisich is
aservicemesh solution providing a full featured control plane ws#rvicediscovery, configuration,

and segmentation functionality. Thugh Brokerage Server (BS) and the RESTful interface that it
implements, a thireparty service can get registered, discovered, and queried through the BSE. The
BS, interfaces with Service Registry where it stores services-tlagdain a persistent mannein
addition, where it is necessary from a security or administrative point of view, the BS incorporates
Access Control Lists through tokens that can be used to confine each service discovery environment.

1 https://www.consul.io/
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7.3 Process View

Figure 10 illustrates a Brokerage Service Environment (BSE) sequence diagram that depicts an
overview of the core functionalities provided by the BSE. Each functionality is presented in its own
frame where tle data flow is described.

Brokerage Service Environment

DEMETER_Enhanced_Entitiy | ‘ Access_Control_System I ‘ Service_Registry I Brokerage_Server

U

L L
Authentication/Authorization )/ :
! DEE sends auth request !

L
>

T
I
I
I
:
i
| DEE receives auth token !
I
L
i
I
I
1

Registration request /
DEE sends registration request

Y

| _ BS registers the service into the registry

BS receives service registration confirmation

b

| _ DEE receives registration copfirmation

Discovery request /
DEE sends discovery request

---k
---k

Y

| _ BS requests services' info fromn the SR

BS receives services' info from the SR

DEE receives discovery info
<

Provisioning request  /
DEE sends provisioning info regguest

Y

| _ BS requests provisioning info from the SR

BS receives provisioning info from the SR

| _ DEE receives provisioning info
DEMETER_Enhanced_Entitiy | ‘ Access_Control_System I ‘ Service_Registry I Brokerage_Server

BSE: Brokerage Service Environment
DEE: DEMETER Enhanced Entity

FigurelO: BSE sequence diagram

7.4 Interfaces

7.4.1 Data models used in interfaces

Table2: BSE Service data model

Name Service Data Model

Property Type Description

service_name string service name

tags String array Tag(s) that describe the service
meta Object meta-data that describe the service
port integer port of the service

address string IP address of the service
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Table3: BSE meta data model

Name meta Data Model
Property Type Description
applicationCategory | string Type of service
description string Description of the service
version number service's version
deh_id string ServicDEMETER HUB unique identifier
featureList String array service's feature list
dataEncryption boolean Whether data are encrypted or not
authentication boolean Whether the user needs to authenticate
conditionsOfAccess | string Process t@uthenticate user
. . . max seconds between when a user makes a requis
timeRequired integer

and system response

. the maximum number of requests that can be don

guota string .

to the service
offers number cost of the service
TermsOfService string License model of the service
usagelnfo string Link to extra information about the service
provider string The name of the service provider
spatial string country where the service is hosted
aggregateRating integer The score representing the servied 1
apiModel Object Service's API description data model

Table4: BSE apiModel data model

Name apiModel Data Model

Property Type Description

dataProtocol string endpoint's data protocol (REST or PUB/SUB)

baseUrl string endpoint's base URL

relativePath string endpoint's relative path

method string endpoint's method described
(GET/POST/PUT/DELETE)

URLRequiredParams | JSON obiject Required parameters JSON

URLOptionalParams | JSON object Optional parameterg JSON

dataParams JSON object OYRLRAY (I Q& ciSPRE LI &f 21|

successResponse Integer array endpoint's success response list

errorResponse Integer array endpoint's error response list

sampleCall string endpoint's CURL sample call

topic string label textabout topic

payloadFormat string endpoint's payload format JSON, JSON NGSLD

payloadRepresentation JSON object JSON formatted payload representation
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Table5: BSE- Register service endpoint

Title | Register service to BSE

URLThis field holds the relative path to the described API. For simplicity Root path can be cut @
from this description and can be placed as a hypertext above the API template

https://bse.h202Gdemeter-cloud.eu/api/BSE/registe

Method This field holds the type of the Method used

POST

URL Param$his field holds the parameters (if any). Separated based on the fields below into
requiredandoptional

Required:

ContentType=application/json \ Header for json request

Optional:
|

Data Paramd his field holds the body payload of a request.

Required:

service_name service name

tags Tag(s) that describe the service
meta meta-data that describe the service
port port of the service

address IP address of theervice

Optional:

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their eagicks should expect>

201 Request was successful
Content: {service}

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

404 Not found

403 Not authorsed

Sample callrhis field holds a possible sample call to the described endpoint in-Bkeutbrmat.
Please, choose the format wisely so titds clear and easy to read by the interested parties.

N/A

NotesThis field holds any additional helpful info related tastendpoint.
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Table6: BSE- Remove service endpoint

Title | Remove registered service from BSE

URLThis field holds the relative path to the described API. For simplicity Root path can be cut @
from thisdescription and can be placed as a hypertext above the API template

https://bse.h2020demetercloud.eu/api/BSE/deregister/{service_id}

Method This field holds the type of the Method used

DELETE

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredandoptional.

Required:

ContentType=application/json Header for json request

service_id The unique identifier of the service
Optional:

Data Paramd his field holds the body payload of a request.

Required:
|

Optional:

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their eladicks should expest

204 Resource was successfully deleted
Content: { }

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

404 Not found

403 Not authorsed

Sample callrhis field holds a possible sample call to the described endpoint in-Bkeutbrmat.
Please, choose the format wisely so titds clear and easy to read by the interested parties.

N/A

NotesThisfield holds any additional helpful info related to this endpoint.
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Table7: BSE- Discover services endpoint

Title | Discover registered services in BSE

URLThis field holds the relative path to the described API. For simyRdbt path can be cut off
from this description and can be placed as a hypertext above the API template

https://bse.h2020demetercloud.eu/api/BSE/services

Method This field holds the type of the Method used

GET

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredandoptional.
Required:

ContentType=application/json \ Header for json request

Optional:
|

Data Paramd his field holds the body payload of a request.

Required:
|

Optional:

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their eladicks should expect>

200 An array of servicebjects discovered
Content: [{service}]

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

404 Not found

403 Not authorsed

Sampe callThis field holds a possible sample call to the described endpoint in-Bkeufbrmat.
Please, choose the format wisely so titds clear and easy to read by the interested parties.

N/A

NotesThis field holds any additional helpful infglated to this endpoint.
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Table8: BSE- Discover service by deh_id endpoint

Title \ Discover registered service by deh_id in BSE

URLThis field holds the relative path to the described API. For simplicity Root path cai dfé
from this description and can be placed as a hypertext above the API template

https://bse.h2020demetercloud.eu/api/BSE/service/deh/{deh_id}

Method This field holds the typefdhe Method used

GET

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredandoptional.

Required:

ContentType=application/json Header for json request
deh_id DEMETER Enabler HUB ID
Optional:

Data Paramd his field holds the body payload of a request.

Required:
|

Optional:

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what thealtbacks should expect>

200 An array of service objects discovered
Content: {service}

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of timenduthie integration process.

404 Not found

403 Not authorsed

Sample callrhis field holds a possible sample call to the described endpoint in-Bkeutbrmat.
Please, choose the format wisely so titds clear and easy to read by the interestedtess.

N/A

NotesThis field holds any additional helpful info related to this endpoint.

Deh_id is unique
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Table9: BSE- Discover service by service_name endpoint

Title Discover registered service by service name in
BSE

URLThis field holds the relative path to the described API. For simplicity Root path can be cut @
from this description and can be placed as a hypertext above the API template

https://bse.h2020demetercloud.eu/api/BSE/service/{service _name}

Method This field holds the type of the Method used

GET

URL Paramshis field holds the paramete(d any). Separated based on the fields below into
requiredand optional.

Required:

ContentType=application/json Header for json request
service_name Service name

Optional:

Data Paramd his field holds the body payload of a request.

Required:
|

Optional:

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their eladicks should expect>

200 An array of servicebjects discovered
Content: [{service}]

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

404 Not found

403 Not authorsed

Sample callrhis field holds a possible sample call to the described endpoint in-Bkeutbrmat.
Please, choose the format wisely so titds clear and easy to read by the interested parties.

N/A

NotesThis field holds any additional helpful infelated to this endpoint.

Service name might not be unique

pg.31



https://bse.h2020-demeter-cloud.eu/api/BSE/service/%7bservice_name%7d

DEMETER 8572C
Deliverable B.4

Table10: BSE- Discover service by tag endpoint

Title \ Discover registered service by tag in BSE

URLThis field holds the relative path to the described API.skuoplicity Root path can be cut off
from this description and can be placed as a hypertext above the API template

https://bse.h2020demeter-cloud.eu/api/BSE/service/tag/{tag_name}

Method This field holds the type of the Method used

GET

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredandoptional.

Required:

ContentType=application/json Header for json request
Tag_name Tag of the service
Optional:

Data Paramd his field holds théody payload of a request.

Required:
|

Optional:

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their eladicks should expect>

200 Anarray of service objects discovered
Content: [{service}]

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

404 Not found

403 Not authorised

Sample callrhis field holds a possible sample call to the described endpoint in-Bkeutbrmat.
Please, choose the format wisely so titds clear and easy to read by the interested parties.

N/A

NotesThis field holds angdditional helpful info related to this endpoint.

Same tag might be included in several services

7.5 Technologies and implementation details

The Brokerage Service Environment (BSE) is implemented using the Django Franieythda

based framework) and is resdid as a containesed application with a selfontained execution
environment. It consists of a set of Docker containers that hold the Brokerage Server (BS), the
Service Registry, and the Access Control Server (A€8¢scribed in section BSE is bundled with

the Functional Interoperability core enabler; hence, their deployment is described in that section. In
addition, BSE also implements a REST API which is based on the Django Rest Framework. The
Brokerage servers developed based on and integrated with the Consul service discovery and
configuration system. Swagger online documentation is provided for the REST API of the BSE. For
DEMETER cloud BSE instance, it can be found on DEMETER cloud

2 hitps://www.django-restframework.org/
3 https://bse.h2020demetercloud.eu/api/swagger/
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register v
» | /register register_create M
service ~
GET /service/deh/{deh id} . gervice . deh_read W
GET /service/health/{service_name} service health read o
GET /service/tag/{tag_name} service tag read W
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Service's API description data model >

CompatibilityChecker >

ServiceRegister >

Figurell BSE online Swagger documentation

Future work for BSE includes fisadg the functionality that will allow inteBSE communication,
which will allow for a federation of BSE instances, thus, extending DEE discovery capabilities to more
domains.

In addition to the REST API, a solution, namely StreamHandler, for data streams based on the
pub/sub paradigm has been adjusted, configured, and deployed in the context of WP2 and is offered
(to pilots and other external parties) in DEMETER as pathe Data Management System.
StreamHandler is a higterformance (low latency and high throughput) distributed streaming
platform for handling reatime data based on Apache Kafka. It can efficiently ingest and handle
massive amounts of data into procesgipipelines, for both regime and batch processing. The
platform and its underlying technologies can support any type of -gatnsive ICT services
(Artificial Intelligence, Business Intelligence, etc.) from cloud to edge.

The key capabilities and feaks offered by the platform are:

1 Realtime monitoring and evenprocessing
1 Interoperability with all modern data storage technologies and popular data sources
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Distributed messaging system

High faulttolerance- Resiliency to node failures asdpport of automatic recovery
Elasticity- High scalability

9 Security (encryption, authentication, authsation)

= =4 -4

In particular, the platform is a fully featured industrial grade solution which i) is able to scale and
accommodateBig Data sources from different domains, interoperating with all modern data storage
technologies as well as other persistence approaches igncan support all important Big Data
languages including Python, Java, R and Scala as well as other traditional programming approaches.
The Strearflandler platform consists of i) Connectors, ii) Streaming Congponent, iii) Schema
Registry, iv) Sectyi Management and v) Platform Admin and Monitoring Dashboard. Data sources,
Data stores, Data Analytics and Visualisation applications and well as the supporting Processing
Infrastructure are components that complement the offered Big Data solution and ¢heice and
implementation are dependent on the targeted use cases and scenarios.

8 Access Control Server
8.1 Description

The security components provide the following three functionalities to other DEMETER components
and pilots implementations:

9 Authenticatbn
9 Authorisation
1 Traceability

These functionalities have been implemented in six main security components: Identity Manager,
XACML PDP, Capability Manager, PEP Proxy, Traceability Agent and Traceability blockchain
repository. These components expose mathausing a REST API as described in the following sub
sections.
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8.2 Development View

8.2.1 Component diagram

The following diagram depicts the security components and their relationships in order to provide
the authentication, authorisation anlaceability functionalities:

WebAPP \fn}
LF£z o 7
! Data Security, Privacy and Traceability
\WebAPP Authentication
S e Identity Manager .
Demo BSE .. ! 4 @. Traceability
i Traceability_
- — 1 Agent ..z
PilotN - Authorisation
—— ‘_\.—./ Blockchain_
e ] e o S
ol "l
$ t 4
\?\L——LU Capability Manager i
IoT IoT : < PEP Proxy .
Thing Thing 4

Figurel2 Security component diagram

The authentication functionalities will be provided by the FIWARE Identity Manager component. The
authorisation functionalities will be provided by the [EBAC module, which contains three
subcomponents: XACML PDP, Capability Manager and PEP Proxy. The traceability functionalities will
be provided by the Traceability Agent, which will log the use of the authentication/authorisation
token within the traceabity blockchain repository.

These building blocks are described in the following sub section.

8.2.2 Building blocks (components)
Description of the Data Security Components:

1 Identity Manager

XACML PDP

Capability Manager

PEP Proxy

Traceability Agent
TraceabilityBlockchain Repository

= =4 =4 -4 =4

8.2.2.1 Identity Manager
The Demeter Identity Manager (IdM) component is based on the FIWARE KeyfoakdGHill
LIN2E BARS (KS YSeNROl1Qa wo9{¢ !'tL F2NI IdziKSyuaGaol i

4 https://fiware-idm.readthedocs.io/en/7.4.0/
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token (which represents a user’s permission for ¢hient to access their data) which can be used to
authenticate a request to the Keyrock APl endpoint. The following methods for authentication are
provided:

1 Authorisation Code defined for apps running on a web server, where the user will be
redirected to the Keyrock server.

1 Username and Passwordor logging in with a username and password directly in the web
server.

91 Client credential suitable for machingo-machine authentication where specific user’s
permission to access data is not recpar

Refresh tokento refresh the authentication token before its expiration time.

8.2.2.2 XACML PDP

The XACML PDP manages the access control policies and decides who can access a resource and
what actionsthey can performwith that resource.

The PDPRolicy Decish Poin} evaluates XACMleXtensible Access Control Markup Langliage
policies in XML representation. With the specified policies, a request from the Capability Manager
made to the PDP, that has the location of the policies, is evaluated to decide wlibéhaccess or
action in the request can be performed or not, sending back a response. This communication is sent
encoded in JSON, which provides a less verbose representation of the information and improves the
request processing as well. The nexde lising shows an example of an XACML policy in XML
format:

<Policy Policyld="example">
<Rule Effect="Permit" Ruleld="001">
<Target>
<Subject>
<SubjectMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:string - equal™>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema##string">Peter</AttributeValue>
</SubjectMatch>
</Subject>

<Resource>
<ResourceMatch
Matchld="urn:;oasis:names:tc:xacml:1.0:function:string - equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">https://215.64.19.203:1020/ngsi
- ld/v1/entities?type=http://www.w3.0org/ns/sosa/Sensor;idPattern=urn:ngsi -
Id:Sensor:temperature.*
</AttributeValue>
</Resource Match>
</Resource>

<Action>
<ActionMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string -
equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">GET</AttributeValue>
</ActionMatch>
</Action>
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</Target>
</Rule>
</Policy>

The PDP is deployed as a Web Service to be accessed by the satitrorentity acting as Policy
Enforcement Point (PEP) through the exchange of HTTP messages with JSON payloads containing the
XACML requests or responses. The PDP is based on Web technologies to be a scalable and
lightweight solution so it can be applied any largescale deployment that requires XACML as policy
language. XACML PDP achieves clear performance improvements over other existing solutions in
terms of scalability and efficiency.

The next figure shows a flow chart with an XACML PDP in an aatiariprocess example:

1. The Capability Manager asks the XACML PDP sending an authorisation (AuthZ) request to
determine whether the requested credential must be generated or not (fig. step 1).

2. The XACML PDP evaluates the AuthZ request using the defil@dLXpolicies and sends
back its verdict to the Capability Manager (fig. steps 2, 3).

Capability-Manager XACML-PDP

Authorisation XACML /
| XACML Authorisation Request ‘:
i N

| Validate AuthZ Request
i

|
:‘ XACML Veredict

Figure13 XACML PDP authorgationsequenceliagram

8.2.2.3 Capability Manager

The Capability Manager is the component for generating capability tokens for the uber @vent

of anaffirmative authorsation decision from the XACML PfaRowinga request about an action or
access to a resource. The Capability Manager signs therated capability token that includes the
client's public key and time restrictions associated with the specific policy delimiting the validity
period for this credential.

The figurebelow shows asequencechart with a Capability Manager in an authorizatigrocess
example:

1. When an authenticated user wants to get access to a resource or to perform an action an
authorisation request is sent to the Capability Manager (fig. step 1).

2.2 KSYy (KAa NBIjdzSadz GKIFG AyOf dzR S deceivédPy thiza S NI 3
/LI oAtAGE alylF3ISNI Ad GFHtARFGSa GKS (21Sy
attributes (fig. steps 2, 3) and then validates them (fig. step 4).

3. Once validated and with these attributes, the Capability Manager asks the XACML PDP
sending an authorisation (AuthZ) request to determine whether the requested credential
must be generated or not (fig. step 5).

4. The XACML PDP evaluates the AuthZ request using the defined policies and sends back its
verdict to the Capability Managéfig. steps 6, 7).

5. The Capability Manager generates then the Cap.Token and send it back to the user in a
response (fig. steps 8, 9).
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Capability-Manager XACML-PDP
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' _ Request v1/auth/token + AuthN token !
|

|
| Response AuthN token info
|

L.

|
1 Validate AuthN token info

Authorisation XACML _/ |
| XACML Authorisation Request |

| Validate AuthZ Request
i

i
|_ XACML Veredict

T
| Issue Cap.Token

i i
|_ Authofisation Reply + Cap Token | |
t 0 ] '
Capability-Manager XACML-PDP

Figurel4: Capability Manager with capability tokeequenceliagram

The format of the capaliil token is based on JSON as it can provide a simple, lightweight, efficient,
and expressive data representation, which is suitable to be used on constrained networks and
devices in 10T scenarios. The next text shows an example of capability token ifod8&N

{
"id": "nlgfnfaéngribh9h7tigg28gal”,

"ii"; 1586166961,
"is": "capabilitymanager@odins.es",
"su": "Lucas",

"de": "https://153.55.55.120:2354",

"si":""MEUCIEEGwWTGdIEeUxZv7jshOUdWolLud3ugpMDvIT+GD7AIEAMWEUFHUG+XyRI9BEAMVPBIgR
SIBKBT3K7LHCw=",

"ar: [
{
"ac": "GET",
"re":"Ingsi - Id/vl/entities/urn:ngsi - ld:Sensor:temperature.21"
}

]1
"nb": 1586167961,

"na": 1586178916

The identifier (ID): It is used to taguivocally identify a capability token.

The issuer (IS): Entity issuing and signing the capability token.

The signature (SI): It carries the digital signature of the token.

Access Rights (AR): The set of rights granted to the subject.
o ' OGA2y 61 /0Y LGA LlzN1I2asS A& G2 ARSyi(GATe
0 wS&a2dz2NDS ow90Y ¢KS NBa2dz2NOS 6aidSYLISNI G dzN
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8.2.2.4 PEP Proxy
The PEPPplicy Enforcement Poifgtis responsible for validating a generated assertion in an
authentication token AUTHTOKEN) with the capability token that was already generated in a
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public key contained in the received capability token is the same key that was used in the
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public key. This component simplifies the accesstrol mechanism to the resources, and it is a
relevant feature on loT scenarios since complex access control policies are not required to be
deployed on end devices.

T

T
|

|
Authorisation DCapBAC - Access to the resource /
' APl Request + X-AUTH-TOKEN (Cap.Token) !
] I
' Validate Cap.Token

| APl Request

B DN N AN

API Response

<
-

_ APl Response

PEP-Proxy

Figurel5. PEP Proxy flow diagram

In the figure above, a user that has already received the capability token from the Capability
Manager attempts to access a resource. For this purpose, the user generates a request in which the
Cap. Token is attached and that is handled by the PEP Pigxstép 1) which validates the token

(fig. step 2). After a positive validation, the PEP Proxy forwards the query to the system (Context
Broker) (fig. step 3) as well Bmwardingthe response (fig. step 4) to the user (fig. step 5).

8.2.2.5 Traceability Agent

The authentication and authosation traceability component will log the access to DEMETER
resources by logging the issue and use of authentication and asdfiori tokens. These tokens
contain the information about the user who is loggedto the systemand the resources the user is
intendingto access

The traceability agent will expose a REST API to register authentication and authorisation events
(POST) and retrieve their details (GET). The REST API has been dedgrledible enough to be
able © use different traceability blockchain repositoriesg(eQuorum, HyperLedger Fabric, etc.)

The events logged will contain information about the receiver of the token, the sender of the token,
the timestamp, the token details, and an optional data figldxtend the information of the event.
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The UML sequence diagrams are as follows:

‘Tokenlssuer | | TraceabilityAgent | ‘ B\ockchamReposmoryl | Userl
T T T

L L

Log Token Transaction /
! 1 token information !
s

I
! 2 token information !
e

| & 3 transactioniD

' 4 transactionlD !
[ ————

Get Transaction Details /
1 transactionlD

|
1 2 transactioniD

| 3 transaction details
v

| 4 transaction details

‘Tokenlssuer | | TraceabilityAgent | ‘ B\ockchamReposmoryl | Userl

Figurel6: Traceability sequence diagrams

8.2.2.6 Traceability Blockchain Repository

A permissioned blockchaimepository has been chosen to provide the characteristics of
immutability, privacy and compatibility required by the DEMETER Traceability Component. It
supports both public and private transactions and smart contracts, and their states derived from a
single, commongcomplete blockchain for transactions validated by every node in the network.

8.2.3 Process View

A user trying to access a DEMETER resource should first get authenticated at the Identity Manager to
obtain an authentication token. Once the useraigthenticated, the authentication token will be

used to request access to DEMETER resources through the authorisation component, as described in
the following sequence diagram:

Capability-Manager {XACMLPDP] [ PEP—PrOXy]
1 Y . X I I

! Authentication Request (user,pass) !

! Authentication Reply (AuthN token) !

Authorisation DCapBAC - ACCESS CONTROL _/
! Authorisation Request + AuthM token'
I

\ \
! Request vljauthftoken + AuthN token !

i Response Authl token info

| Validate AuthN token info

|
Authorisation XACML /J

| XACML Authorisation Reguest |

| Validate AuthZ Request |
i |

| XACML Veredict

T
| Issue Cap.Token
|

\_ Authorisation Reply + Cap.Token

T
Authorisation DCapBAC - Access to the resource )/
| APl Request + X-AUTH-TOKEN (Cap.Tdken)
i T

{ I
1 validate Cap.Token |
h |

| API Reguest
\_API Response |
—

\_ API Response

Capability-Manager {XACML-PDP] [PEP—Proxy]

Figurel7: Authentication and Authorisation sequenii@gram to access DEMETER resources
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8.3 ldentity Manager
8.3.1 Interfaces

8.3.1.1 Data models used in interfaces

The following data models are used by Keyrock to store the information for the application, user,
organgation, roles, and authentication tokens:

Tablell: User Data Model

Name Keyrock User Data Model
Property Type Description
Id UulD universally unique identifier
Username String sequence of characters that identifies a user
Description String text that providesurther details about the user
Website String URL
Image String :Jn;Z?e to be used by an application representing th
Gravatar Integer Gravatar image
Email String (unique) email provided by the user at registration
. string ofcharacters, used to confirm the identity of

Password String

the user
Date_Password DateTime date when the password was set

. Boolean value indicating whether the user has

Admin Integer o L

administration rights
Extra ISON field V\_/here a \_]SON object can be storegtovided

extra information

Table12: Application Data Model
Name Keyrock Application Data Model
Property Type Description
Id uuIibD universally unique identifier
Name String string of characters that identifies thapplication
- . text that provides further details about the

Description String S

application
URL String F LILIXE AOF GA2y Qa | w]
Redirect URL String URL required by the OAuth protocol

the URL to which Keyrock will redirect a user iga s

Redirec_sign_out_UR String out is performed from a service

list of grant type authentication allowed for the

Grant_Type String L2
application
Provider String Specify the provider of the application
Extra ISON field where a JSON object can be stored to provids

extrainformation
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Tablel3: Organgation Data Model

Name Keyrock Orgasation Data Model

Property Type Description

Id UuIiD universally unique identifier

Name String sequence of characters that identifies the
organgation

Description String text that provides further details about the
organization

Website String URL provided

Table14: Role Data Model

Name Keyrock Role Data Model

Property Type Description

Id uuibD universally uniquédentifier

Name String sequence of characters that identifies the role

Tablel15: Authentication Token Data Model

Name KeyrockAuthentication Tokemata Model

Property Type Description

Access_Token String (unique) stringissued by Keyrock as a token identifier

Method String specme_s th_e grant type method used for the
authentication

Expire_at DateTime Date an_d T_|me for the expiration of the
authentication token

8312 58aO0ONARLIIAZ2Y 2F !tLQa
The following tables provide thREST API details for the user to obtain a token from Keyrock using
username and password, how to refresh that token and how to delete.

More information about Keyrock API can be found at:

I https://keyrock.docs.apiary.io/#introduction/preface/status
1 https://swagger.lab.fiware.org/?url=https://raw.qgithubusercontent.com/FIWARE/specificati
ons/master/OpenAPI/security.ldm/Idrapenapi.json

(REST API)

Title | Create token with Password

URLThis field holds the relative gato the described API. For simplicity Root path can be cut off
from this description and can be placed as a hypertext above the API template

http:// keyrocllvl/auth/tokens

Method This field holds the type of the Method used

POST

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredand optional.

Required:

ContentType=application/json \ Header for json request

Data Paramgd his field holds the body payload of a request.

Required:

Gy FYSET aGNAY IS8 | Username set by the user (email)
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Required:

GLI 84 62NRET 0 GNAYy 3B | Password set by the user

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their eladicks should expect>

200
Content:

Header:
ContentTypeapplication/json,application/json;
charset=utf8

X-SubjectToken 04¢c5b07842924b3F911b
36a103f3ac3f

ContentLength:74
ETagwW/"4a-jYFzvNRMQclZ2P+p5EfmbN+VHcy
DateMon, 19 Mar 20185:05:35 GMT
Connectiorkeepalive

Body:
{
"token": {
"methods": ["password],
"expires_at: "2018-03-20T15:05:35.6972"

}
}

Authentication token provided in the header-(X
SubjectToken) and token details provided in thg
Body (method used to dhin the token and
token expiration time)

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

400 Bad Request
"Invalid grant: user credentials are invalid"

"Invalid client: client is invalid"

Error response for wrong username and/or
wrong password.
Error response for wrong client

Sample callrhis field holds a possible sample call to thecdiégd endpoint in a cuiike format.
Please, choose the format wisely so that is clear and easy to read by the interested parties.

curl--include\
--request POST
--header "ConteniType: application/json\
--data-binary "{
\"naméa": \"alice@test.cori",
\"password": \"passwOrd"

3\

NotesThis field holds any additional helpful info related to this endpoint.
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Title \

Refresh token

URLThis field holds the relative path to tlikescribed API. For simplicity Root path can be cut off
from this description and can be placed as a hypertext above the API template

http://keyrock/vl/auth/tokens

Method This field holds the type of the Meatkl used

POST

URL Param$his field holds the parameters (if any). Separated based on the fields below into

requiredand optional.

Required:

ContentType=application/json |

Header for json request

Data Paramgd his field holds the body payload ofexjuest.

Required:

GG21SYyéTr wadiNAy 3B |

Token previously obtained

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their ela#icks should expect>

200
Content:

Header:
ContentTypeapplication/json,application/json;
charset=utf8

X-SubjectToken 65c6b87635356b4f-345b-
34a345f3ac7f

ContentLength:74
ETagwW/"4a-jYFzvNRMQclZ2P+p5EfmbN+VHcy
DateMon, 19 Mar 2018 16:05:35 GMT
Connectiorkeepalive

Body:
{
"token": {
"methods": ["password],
"expires_at: "2018-:03-20T16:05:35.6972"

}

}

Authentication token provided in the header-(X
SubjectToken) and token details provided in thg
Body (method used to obtain the token and
token expiration time)

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

400 Bad Request

GLY DIt AR PNISWI YA aNB/RNEH

The token provided is no longer valid, therefore
a new authentication token is not provided.

Sample calllhis field holds a possible sample call to the described endpoint in-bkeufbrmat.
Please, choose the formatisely so thatt is clear and easy to read by the interested parties.

curl --include \
-- request POST \
-- header "Content - Type: application/json" \
-- data - binary "{

\"token \": \"token_id \"

oA

NotesThis field holds angdditional helpful info related to this endpoint.
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Title | Revoke token

URLThis field holds the relative path to the described API. For simplicity Root path can be cut @
from this description and can be placed as a hypertext above theeARlate

http://keyrock/vl/auth/tokens

Method This field holds the type of the Method used

DELETE

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredandoptional.

Required:

ContentType=application/json Header for json request

"X-Auth-token: auth_token" Authentication token previously obtained for thé
user

"X-Subjecttoken: subj_token" Authentication token previously obtained for the
user

Data Paramd his field holds the body payload of a request.

Required:

GG21SYyEéTr wadiNAy 3B | Token previously obtained

Success responsé/Vhat should the status code be saccess and is there any returned data? Thig
useful when people need to know what their ela#icks should expect>

204 Success response for token deletion

Error responseThis field holds the list of all possible error responses. Doing that, helpsrire
assumptions of why the endpoint fails and saves a lot of time during the integration process.

400 Bad Request The token provided is no longer valid.
GLYZFEAR ANI YyiY NBFNB

Sample callrhis field holds a possibéample call to the described endpoint in a diké format.
Please, choose the format wisely so titas clear and easy to read by the interested parties.

curl --include \
-- request DELETE \
-- header "X - Auth-token: 65c6b870 - 3535- 6b4f - 345b- 34a345f3ac7f" \
-- header "X - Subject - token: 65c6b870 - 3535- 6b4f - 345b- 34a345f3ac7f" \

NotesThis field holds any additional helpful info related to this endpoint.

8.3.2 Technologies and implementation details

TheDEMETERIentity Manager has been implemented using the FIWARE Keyrock GE and it will be
deployed (along with its database) using Docker containers.

8.4 XACML PDP

The XACML PDP manages the access control policies.

8.4.1 Interfaces

The PDP offers a RES interface to offeh&oCapability Manager the verification of an auttsation
policy returning a verdict.
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8.4.1.1 Data models and interfaces

In an XML format there is a PolicySet with a set of policies, each one with an ID and a set of Rules,
Subjects and Actions. The next tablepooperties shows the most relevant elements that are used

by the PDP:

Name XACML_Policy Set

Property Type | Description

PolicySet.PolicySetld String | PolicySet ID

Policy.Policyld String | Policy ID

Rule.Ruleld String | Rule ID

Rule.Effect String [wdz2f S STFSOG NBIj dzA N

Subject match XACML function.

Subject.SubjectMatch.Matchld String Examples: stringqual, etc

Subject value type as XMLSchema type

Subject.SubjectMatch.AttributeValue.DataTy| <any> Example: string, number, etc.

Qubject.SubjectMatch.AttributeValue.value | <any> | Subject value

Resource match XACML function.

Resource.ResourceMatch.Matchld String o

Examples: stringqual, etc.
Resource.ResourceMatch.AttributeValue.Dat Strin Resource value type as XMLSchéyme.
ype 9 Example: string, number, etc.

Resource.ResourceMatch.AttributeValue.val| String | Resource value as an entry point

Action match XACML function.

Action.ActionMatch.Matchld String Examples: stringqual, etc

Action value type as XMLSchema type.

Action.ActionMatch.AttributeValue.DataType | String Example: string, number, etc

Action value.

Action.ActionMatch.AttributeValue.value <ANY> 9B L viK SAY AD9CES &

Next there is an example of an XACML policySet in XML format:

<PolicySet xmIns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

PolicyCombiningAlgld="urn:oasis:names:tc:xacml:1.0:policy - combining -
algorithm:first - applicable" PolicySetld="POLICY_SET">
<Policy Policyld="test1"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule - combining - algorithm:first -
applicable">
<Rule Effect="Permit" Ruleld="001">
<Target>
<Subjects>
<Subject>
<SubjectMatch
Matchld="urn:oasis:names:  tc:xacml:1.0:function:string - equal™>
<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchema##string">Peter</AttributeValue>
<SubjectAttributeDesignator
Attributeld="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.org/ 2001/XMLSchemattstring" />
</SubjectMatch>
</Subject>
</Subjects>
<Resources>
<Resource>
<ResourceMatch
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Matchld="urn:oasis:names:tc:xacml:1.0:function:string - equal™>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema##string">https://215.64.19.203:1020/ngsi
- ld/v1/entities?type=http://www.w3.0org/ns/sosa/Sensor;idPattern=urn:ngsi -
Id:Sensor:temperature.*
</AttributeValue>
<ResouceAttributeDesignator
Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource -id"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMat ch Matchld="urn:oasis:names:tc:xacml:1.0:function:string -
equal™>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">GET</AttributeValue>
<ActionAttributeDesignator

Attributeld="urn:oasis:names:tc:xacml:1.0:action:a ction -id"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />
</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
</Policy>

</PolicySet>

8412 58SaONARLIIAZ2Y 2F !tLQAa

Title | Obtain XACML PQiRcision

URL This field holds the relative path to the described API. For simplicity Root path can be cut @
from this description and can be placed as a hypertext above the API template

/XACMLServletPDP/

Method This field holds the type of thidethod used

POST

URL Param$his field holds the parameters (if any). Separated based on the fields below into
requiredandoptional

Required:

Data Paramdhis field holds the body payload of a post request.

Required:

subject= [alphanumeric] {dzo 2S00 2F GKS NBa2dzN
In DCapBAC scenario, it could correspond with

<Subject dzASNY I YS o6L5a0d C2NJ S

SubjectCategory="urn:oasis:names:tc:xacml:1.
ubject-category:accessubject">

<Attribute
Attributeld="urn:oasis:names:tc:xacml:2.0:subjs
t:role”
DataType="http://www.w3.0rg/2001/XMLSchen
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at#string">
<AttributeVale>subjeck/AttributeValue>
</Attribute>
</Subject>

resource= [alphanumeric]

<Resource>

<Attribute
Attributeld="urn:oasis:names:tc:xacml:1.0:resol
ce:resourced"
DataType="http://www.w3.0rg/2001/XMLSchen
at#string">

<AttributeValue>resource</AttributeValue>
</Attribute>
</Resource>

wSaz2dz2NOSY SYyRLERAYUbLLI
request (protocol+IP+PORT+path).

For example:

GKGGLIAYKKMpPO Pp-p dPpp PMH
ld/vi/entities/urn:ngsif RY { Sy & 2 NJY K ¢

In DCapBAC scenario, endpoint corresponds W
the PEFProxy one.

action=[alpharumeric]

<Action>
<Attribute
Attributeld="urn:oasis:names:tc:xacml:1.0:actio
actionid"
DataType="http://www.w3.0rg/2001/XMLSchen
at#string">
<AttributeValue>action</AttributeValue>
</Attribute>
</Action>

Action: method of theNB & 2 dzZND S Qa N

C2NJ SEFYLX SY ath{¢téx

Optional:

Success responsé/Nhat should the status code be on success and is there any returned data? 1
useful when people need to know what their callbacks should expect>

200
XACMI¢ Permit

<Response>
<Result ResourcelD="resource">
<Decision> Permit </Decision>
<Status>
<StatusCode
Value="urn:oasis:names:tc:xacml:1.0:stat
us:ok"/>
</Status>
<Obligations>
<Obligation
Obligationld="liveTime"
FulfilOn="Permit">
</Obligation>
</Obligations>
</Result>
</Response>

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent

assumptions of why thendpoint fails and saves

a lot of time during the integration process.

200
XACMIg NotApplicable

<Response>
<Result ResourcelD="resource">
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<Decision> NotApplicable </Decision>
<Status>
<StatusCode

Value="urn:oasis:names:tc:xacml:1.0:stat
us:o k"/>

</Status>

</Result>

</Response>

200 <Response>
XACMI¢ Deny <Resu|t_ResourceID:"resqqrce">
<Decision> Deny</Decision>
<Status>
<StatusCode
Value="urn:oasis:names:tc:xacml:1.0:stat
us:ok"/>
</Status>
</Result>
</Response>

Sample callrhis field holds a possible sample call to the described endpoint in-bBkeufbrmat.
Please, choose the format wisely so titdt ckar and easy to read by the interested parties.

curl -- location -- request POST 'http://<PDP - IP>:8080/XACMLServletPDP/* \
-- header 'Content - Type: text/plain’ \
-- data - raw '<Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os">
<Subject SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject - category:access -
subject">
<Attribute Attributeld="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.  org/2001/XMLSchema##string">
<AttributeValue>Peter</AttributeValue>

</Attribute>
</Subject>
<Resource>
<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource -id"
DataType="http://www.w3.0rg/2001/X MLSchemat#string">
<AttributeValue>https://153.55.55.120:2354/ngsi - ld/v1/entities/urn:ngsi -
Id:Sensor:humidity.201</AttributeValue>
</Attribute>
</Resource>
<Action>
<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:a ction -id"

DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>GET</AttributeValue>
</Attribute>
</Action>

<Environment/>
</Request>'

NotesThis field holds any additional helpful info related to thigpoint.

8.4.2 Technologies and implementation details
It is developed using XML and Java Servlets deployed on a Tomcat server.

8.5 Capability Manager

The Capability Manager is the endpoint for autkation requests.
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8.5.1 Interfaces

The Capability Manager offers anterface to respond to an authaation request to access a
resource or to perform an action. If the access is granted the capability token is sent back in the
response.

8.5.1.1 Data models used in interfaces

As the Capability Manager acts as an intermediate ngaki translation of an authation request

to an XACML authaation passing it to the XACML PDPdaes not have apecific data model
although, in a later stage after the PDP verdict, the Capability Manager creates a capability token
which is a JSONgsed document with the fields shown in the next table:

Name Capability Manager Data Models
Property Type Description
id String Identifier (ID).
This field is used to waquivocally identify a capability token.

i Issuedtime ().

Numeric It identifies the time at which the token was issued as the
number of seconds from 19701-01T0:0:0Z.

"is" String Issger_(IS)_. L .

Entity issuing and signing the capability token.
Subject (SU).

"su" String The subject to which the rightfrom the token are granted. A
public key has been used to validate the legitimacy of the
subject.

"de" Device (DE).

String It is a URI used to unequivocally identify the device to which
token applies.

Cox ox oz : Signature (SI).

aane String It carries the digital signature of the token.

hap Access Rights (AR).

String This field represents the set of rights that the issuer has gran
to the subject.

nac" Action (AC).

String Its purpose is to identify a specific granted action. Its vatugd
be any CoAP method (GET, POST, PUT and DELETE).

"re" Resource (RE).

String It represents the resource in the device for which the action i
granted.
Not Before (NB).

"b" Number It expresses a time value. Before I_\IB the token must not t_Je
accepted. Its value cannot be earlier than the Il field and it
implies the current time must be after or equal than NB.

Not After (NA).

"na" Number It represents the time after which the token must not be

accepted.
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An example in JSON format is shavext:

"id": "nlgfnfa6ngribh9h7tigg28gal”,

"ii": 1586166961,

"is": "capabilitymanager@odins.es",

"su": "Peter",

"de": "https://153.55.55.120:2354",
"si":""MEUCIEEGwsTKGdIEeUxZv7jshOUdWoFLud3ugpMDvnIT+GD7AIEAMWEUOFHUG+XyRi9BEAMa
gRvOJISIBKBT3K7LHCw=",

"ar": [

{
"ac": "GET",
"re":"/Ingsi  -ld/vl/entities/urn:ngsi - Id:Sensor:humidity.201"
}
I,
"nb": 1586167961,
"na": 1586177 961

}

8512 58aONARLIIAZ2Y 2F !tLQa

Title | Obtain Capability Token.

URLThis field holds the relative path to the described API. For simplicity Root path can be cut @
from this description and can be placed as a hypertext above the API template

/

Method This field holds the type of the Method used

POST

URL Param$his field holds the parameters (if any). Separated based on the fields below into
requiredandoptional.

Required:

Data Paramd his field holds the body payload of a pesguest.

Required:

token=[alphanumeric] {dzo 2SO0 2F GKS NBazdzN
In DCapBAC scenario, it could correspond with
authentication token (IDMKeyRock). For
SEIl YLX SY -dieb4f4e-g7800 0 O
MORpSHTppnAnnoét

de=[alphanumeric] OYRLEAYGY NB&A2dz2NOSQa
Example, for a device (protocol+IP+PORT):
GKOGGLIAYKKMpPO Ppp Ppp PMH

ac=[alphanumeric] 'OGA2YY YSGK2R 2F GKS
9EI YL SY dath{¢é3 aD9¢
re=[alphanumeric] Resource: path of the resource naspt.
Example:

a K Y-lahA /entities/urn:ngsk
f RY{SYa2N¥YKdzYARA(G& ®Hn

Optional:
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Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their callbacks shexjoect>

200 Capability Token

Body: "id": Identifier (ID). This field is used to-un

{ equivocally identify a capability token.

"id": "nigfnfaénqrlbh9h7tigg28gal”, "ii*: Issuedtime (I1). It identifies the time at whic
"ii": 1586166961,

“is™: "capabiltymanager@odins.es” the token was issued as the number of second
"su™ "Peter"”, ’ from 197001—01T0:Q:0_Z. _ N
"de"™: "https://153.55.55.120:2354", is": Issuer (IS). Entity issuing anchgig the

"si":"MEUCIEEGWsTKGdIEeUxZv7jshOUdWoFLud | capability token.
3ugpMDvnIT+GD7AIEAMWEUOFHUG+XyRIO9BEAM{ "su": Subject (SU). The subject to which the rig

BIgRvOJISIBKBT3K7LHCw=", from the token are granted. A public key has

Eaf"i [ been used to validate the legitimacy of the

"ac": "GET", §Ub,J,eCt' . .

"re":"/ngsi - ld/vl/entities/urn:ngsi - de™ D_eV|ce ([_)E)' I_t is a URI l_"sed to .

Id:Sensor:humidity.201" unequivocally identify the device to wifi the

} token applies.

1, Signature (SI). It carries the digital signature of

"nb"; 1586167961, the token.

‘na": 1586177961 "ar": Access Rights (AR). This field represents

} set of rights that the issuer has granted to the
subject.

"ac": Action (AC). Its purpose is to identify a
specific grated action. Its value could be any
CoAP method (GET, POST, PUT and DELETE
"re":" Resource (RE). It represents the resourcg
the device for which the action is granted.
"nb": Not Before (NB). It expresses a time valug
Before NB the token must not beaapted. Its
value cannot be earlier than the Il field and it
implies the current time must be after or equal
than NB.

"na": Not After (NA). It represents the time aftel
which the token must not be accepted.

Error responseThis field holds the list of glbssible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.

500 G/ FyQid 3ISYSNIGS OF LI o6

An IdM error code in case of error validating th¢ Text error associated to the IdM error code.
authentication token (AuthN) on the IdM.

Sample callrhis field holds a possible sample call to the described endpoint in-bkeufbrmat.
Please, choose the format wisely so titdt clear and easy to read by the interested parties.

curl -- location -- request POST 'https://[<CAPMAN - IP>:<CAPMANPORT>"\
-- header 'Content - Type: application/json’ \
-- data - raw {

vy Ol EAT v k 2 %dBes-AHtbez®7R0-stc Als Aff AElsls dzintc e +

YyAAYk 2EOOPOKYYGlstet Isist sist 54 dzk f tols 2 +

YyAAYk 2' %4et

vy OAy k 2-¥ivigebtiies/urn:ngsi -1 Ak3AT Ol OKkEOI EAEQU!t f dztse
y

NotesThis field holds angdditional helpful info related to this endpoint.
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8.5.2 Technologies and implementation details

There is a Java implementation using Eclipse that can be used as an imported JAR file or via an API
implemented in Python using Visual Studio Code that uses thie AR file.

8.6 PEP Proxy

The PEP acts as an intermediate between a user, service, device, etc. and the Information Repository
(Broker) and also as a component of validation of the capability token.

8.6.1 Interfaces

The PEP acts as an intermediate and, nowadayisjementation is integrated with NGSI or NGSI

LD Brokers (i.e. Orion, Scorpio) and, as a component of validation of the capability token, it is
mandatory in both cases to include in the headers theUTHTOKEN that will include the capability
token.

8.6.2 Data models used in interfaces

The data model will be the san@sthe one in the implementation of NGSI or N&Bl used in the
integrated Broket. Also, as a component of validation of the capability token we need to include the
structure of this tokerthat was defined in sectio8.5.

8621 5SaONARLIIA2Y 2F !tLQa

As mentioned before, this component acts as an intermediate and will use NGSI et DN@ER
depending on thémplementation used in the integrated Broker. These@\Rite offered by Brokers
as Orion (NG3land Scorpio (NG8D).

8.6.3 Technologies and implementation details
The implementation is made in Python.

8.7 Traceability Agent

The authentication andauthorisation traceability component will log the access to DEMETER
resources by logging the issue and use of authentication and asdiiori tokens. These tokens
contain the information about the user who is logged to the system and the resources thésuse
intended to access.

A permissioned version of a blockchain repository has been chosen to provide the characteristics of
immutability, privacy and compatibility required by the DEMETER Traceability Component. It
supports both public and private trandams and smart contracts, and their states derived from a
single, common, complete blockchain for transactions validated by every node in the network.

5NGSI, NGSID Data Modelshttps://www.fiware.org/developers/datamodels/

6 Orion, NGSI ARittps://fiware-orion.readthedocs.io/en/master/user/walkthrough _apiv2/index.html

7 Scorpio, NGSID APIhttps://dochox.etsi.org/ISG/CIM/Open/PBEopyof-GSCIMO0INGSILDAPHV1.2.2
with-line-numbers.pdf
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8.7.1 Interfaces

8.7.1.1 Data models used in interfaces

Name Traceability Agent Data Model

Property Type Description

Receiver String user that obtain the right to access a Demeter resou

Sender String identification of who is issuing the right

Timestamp DateTime time of occurrence of the event

OptionalData JSON optional data to extend thenformation of the
registered event

8712 5SaONARLIIA2Y 2F !1tLQa
Title RegisteiGeneralEvent

URLThis field holds the relative path to the described API. For simplicity Root path can be cu
from this description and can be placed as a hypertext alloePI template

http:// /registerEven
Method This field holds the type of the Method used
POST

URL Paramghis field holds the parameters (if any). Separated based on the fields below
into requiredand optional.

Required:

N/A |parameter description

Optional:

N/A |parameter description

Data Paramd his field holds the body payload of a request.

Required:

Sender=[string] |identification of who is issuing the right

Optional:

Recipient=[string] the beneficiary of the right

Payload=[JSON] Token information payload with the details of t
transaction

OptionalData=[JSON] Optional data

Success responsé/Vhat should the status code be on success and is there any returned datal
is usefulwhen people need to know what their célhcks should expect>
200 response description

2y 0SSy dyY 9 daiNY y aeBbiRad32value of a key as a transaction ID
ad56n HcecmMnNnMTnNnAnneyY
Error responseThis field holds the list of glbssible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.
400 [Error response
Sample calllhis field holds a possible sample call to the described endpointun-bke format.
Please, choose the format wisely so that is clear and easy to read by the mterested parties.

curl -- location -- request POST ' http://audit_tool /registerEvent \
-- header 'Content - Type: application/json’ \
-- data - raw {

vy OAT AAOY k 2 W8sSe4Me d8E2R-stcAls At /Els s dzftc 2

vy OAAEDEAT Ov k -8B t5ayEld284 Btc AR CiAlsls dziic e +

vy DAUI T AAvyk D2AOOEAT OEAAOEdSeswGE BRD-s51c8 % B i Al tztizh o
20Ei AOOAI Pe3:20m5A5:35.697Z"}

"optionalData": {}
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}I
NotesThis field holds any additional helpful info related to this endpoint.

Title IGeneral Event Details

URLThis field holds the relative path to the described API.skoplicity Root path can be cut off
from this description and can be placed as a hypertext above the API template
http://audit_tool/getEvent

Method This field holds the type of the Method used

GET

URLParamsThis field holds the parameters (if any). Separated based on the fields below
into requiredand optional

Required:

N/A |parameter description
Optional:

N/A |parameter description

Data Paramd his field holds the body payload ofexjuest.

Optional:

transaction=[string] Key value as a transaction ID
t1=YYY¥IM-DDhh:mm:ss|[string] Start of requested time period
t2=YYY¥IM-DDhh:mm:ss[string] End of requested time period

Success responsé/Vhat should the status code lo@ success and is there any returned data? T
is useful when people need to know what their dadicks should expect>
200 Event orEventsdetails
Content:

[{
vy OAT AAOY k 2 W8sts4Hie dB8E2R-
stAls A £lsls dzitce +
"tecipient:
2EOOPOKkYYtslstet Islst Islst s dzk
"payload": o A
4fde -8720-stc Als A AElsls dziftc e +
20EI AOGOAI pe3: v {f dzts A
20T15:05:35.697Z"}
"optionalData": {}
dzR #

Error responseThis field holds théist of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.
400 |Error response, transaction ID does not exist
Sample calllhis field holds a possible spha call to the described endpoint in a clike format.
Please, choose the format wisely so titds clear and easy to read by the interested parties.
curl -location -request GET "http://audit_tool /getEvent? t1=2021-01-
27%2010%3A10%3A10&t2=20204- 27%2010%3A10%3A10"H "accept: text/plain”

NotesThis field holds any additional helpful info related to this endpoint.
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Title IRegister Policy

URLThis field holds theelative path to the described API. For simplicity Root path can be cut
from this description and can be placed as a hypertext above the API template
http://audit_tool/policy/register

Method This field holds the type of the Method used

POST

URL Paramghis field holds the parameters (if any). Separated based on the fields below
into requiredand optional.

Required:

N/A |parameter description

Optional:

N/A |parameterdescription

Data Paramd his field holds the body payload of a request.

Required:

domain=[str] Identification of the policy

digest=[str] The rulessubjectsand actions of the policy

Success responsé/Vhat should the status code be snccess and is there any returned data? T
is useful when people need to know what their dzdicks should expect>

200 \Version of the policy

Content:
"{'version". 1}"
Error responseThis field holds the list of all possible erresponses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.
500 |Error responsepolicy already registered
Sample calllhis field holds a possible sample call to the described d@ntipoa curllike format.
Please, choose the format wisely so titdat clear and easy to read by the interested parties.
curl -location -request POST "http:// audit_tool  /policy/register" -H "accept:

text/plain” -H "Content - Type: text/plain” -d "{'domain':demeter,
'digest":'ad214c6e2996b6801896d07d90b8f793b1d2c32clac56b3724ce0c68f7bb82cg'}"

NotesThis field holds any additional helpful info related to this endpoint.

Title lUpdate Policy

URLThis field holds theelative path to the described API. For simplicity Root path can be cut
from this description and can be placed as a hypertext above the API template
http://audit_tool/policy/update

Method Thisfield holds the type of the Method used

POST

URL Paramghis field holds the parameters (if any). Separated based on the fields below
into requiredand optional.

Required:

N/A |parameter description

Optional:

N/A |parameterdescription

Data Paramd his field holds the body payload of a request.

Required:

domain=[str] Identification of the policy

digest=[str] The rulessubjectsand actions of the policy

Success responsé/Vhat should the status code be on success and is there any returned data
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is useful when people need to know what their dadicks should expect>
200 Version of the policy
Content:
"{'version": 2}"
Error responseThis field holds thést of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.
500 |Error response, policy not registered
Sample callThis field holds a possible sample talihe described endpoint in a cdike format.
Please, choose the format wisely so titdt clear and easy to read by the interested parties.
curl -location -request POST "http:// audit_tool  /policy/update" -H "accept:
text/plain” -H "Content - Type: text/plain" -d "{'domain".demeter,
'digest’:'ad214c6e€2996b6801896d07d90b8f793b1d2c32clac56b3724ce0c68f7bh82cd'}"

NotesThis field holds any additional helpful info related to this endpoint.

Title IGet Policy
URLThis fieldholds the relative path to the described API. For simplicity Root path can be cut
from this description and can be placed as a hypertext above the API template
http://audit_tool/policy/{domain}

Method This field holds the type of the Method used

GET

URL Paramghis field holds the parameters (if any). Separated based on the fields below

into requiredand optional

Required:

domain Identification of
the policy

Optional:

N/A parameter
description

Data Paramd his field holds the body payload of a request.

Optional:

N/A parameter
description

Success responsé/Vhat should the status code be on success and is there any returned data
is useful when people need tanow what their catbacks should expect>
200 Policydetails
Content:

"{'digest"
'zgd2gl4c6e2996b6801896d07d90b8f793b1d2032c1a056b3724ce0c68f7bb8209',
'version': 4}"

Error responseThis field holds the list of all possible erresponses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.
500 Error response,
policy not
registered
Sample calllhis field holds a possible sample call to the described endpoaturtlike format.
Please, choose the format wisely so that is clear and easy to read by the interested parties.
curl-location-request GET "http://10.200.10.46:8080/policy/demeteH "accept: text/plain”
NotesThis field holds angdditional helpful info related to this endpoint.
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Title Register Token
URLThis field holds the relative path to the described API. For simplicity Root path can be cu
from this description and can be placed as a hypertext above theeAiplate
http://audit_tool/token/register

Method This field holds the type of the Method used

POST

URL Param$his field holds the parameters (if any). Separated based on the fields below
into requiredand optional.

Required:

N/A |parameter description
Optional:

N/A |parameter description
Data Paramd his field holds the body payload of a request.

Optional:

id=[str] |Identification of the policy

Success responsé/Vhatshould the status code be on success and is there any returned data’
is useful when people need to know what their dzdicks should expect>
200 Token state

Content:

bdWwaidliGSQY mYb
Error responseThis field holds the list of glbssible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.
500 |Error response, polidg alreadyregistered
Sample calllhis field holds a possible sample caliite described endpoint in a cdike format.
Please, choose the format wisely so titdt clear and easy to read by the interested parties.
curl -location -request POST "http:// audit_tool  /token/register" -H "accept:
text/plain” -H "Content - Type:t ext/plain” - d "{'id"'Registerld2'}"

NotesThis field holds any additional helpful info related to this endpoint.

Title [Revoke Token
URLThis field holds the relative path to the described API. For simplicity Root path can be cu
from this description and can be placed as a hypertext above the API template
http://audit_tool/token/revoke

Method This field holds the type of the Method used

POST

URL Paramghis field holds th@arameters (if any). Separated based on the fields below
into requiredand optional.

Required:

N/A |parameter description
Optional:

N/A |parameter description
Data Paramd his field holds the body payload of a request.

Required:

id=[str] Identification of thetoken

Success responsé/Vhat should the status code be on success and is there any returned data
is useful when people need to know what their dadicks should expect>
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200 Revokedt 2 1 Sy Qa adal as
Content:
"{'state" o}"
Error responseThis field holds the list of all possible error responses. Doing that, helps prever
assumptions of why the endpoint fails and saves a lot of time during the integration process.
500 |Errorresponsetoken not registered

Sample calllhis field holds a possible sample call to the described endpoint in-bkeufbrmat.
Please, choose the format wisely so titdt clear and easy to read by the interested parties.
curl -location -request POST "http:// audit_tool  /token/revoke" -H "accept:
text/plain” -H "Content - Type: text/plain” -d "{'id"'Registerld2'}"

NotesThis field holds any additional helpful info related to this endpoint.

Title Verify Token
URLThisfield holds the relative path to the described API. For simplicity Root path can be cut
from this description and can be placed as a hypertext above the API template
http://audit_tool/token/{id}

Method This field holds the type of the Method used

GET

URL Param$his field holds the parameters (if any). Separated based on the fields below
into requiredand optional

Required:

id ldentification of thetoken
Optional:

N/A |parameter description
Data Paramd his field holds the body payload of a request.

Optional:

N/A |parameter description

Success responsé/Vhat should the status code be on success and is there any returned data
is useful when people need tanow what their catbacks should expect>

200 Tokenstate

Content:
"{'state": 0}"
Error responseThis field holds the list of all possible error responses. Doing that, helps prever
assumptions of why the endpoint fails and saves a lot of tinméng the integration process.

500 |Error responsetoken not registered

Sample calllhis field holds a possible sample call to the described endpoint in-kkeufbrmat.
Please, choose the format wisely so titat clear and easy to read by the interested parties.
curl-location-request GET "http:/Audit_tool/token/Registerld2™-H "accept: text/plain”
NotesThis field holds any additional helpful info related to this endpoint.

8.7.1.3 Technologies and implementation details

The traceability agent has been implemented using Django REST Frameworls deglityed using
Docker containers.
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9 DEMETER Enabler Hub
9.1 Description

The DEMETER Enabler H{DEEH) is one of the most crucial components of the DEMETER project; it
represents the digital space dedicated(technically capablegnd users of DEMETER where they are

able to create and register their own resources. Users have two;nbleg act as EMETER Provider

and DEMETER Consumer. A DEMETER Provider is able to offer and manage his resources
(components, services, data sources, devices, platforms, etc), while DEMETER Consumers will be
able to browse it and find suitable resources matching thequirements. In order to support this,

the DEH involves communication between various DEMETER components. Taking this into account,
each component inside DEH exposes endpoints through their intern@. APata entities from any
Platform, Thing, Applicain, Service will be managed through these@HRiut for the sole purpose

of discovery and management of the resource registry maintained by the DEH. To make the solution
more flexible and easier to maintain, all components inside the DEH will be devedgpssparate
services and deployed as standalone Docker containers. The DEH Dashboard (DEH Dymer sub
component described below)provided as an external component communicates with Resource
Registry Management (RRM), which is composed out of 3 logical lesodDompatibility Checker,
Resource Management, and Discovery Management as shown in the figure below:
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[ Resource Registry 2 Lo < |2 g
| ) Management = <D
o
Resorce ~|: A S |5 Resource
. { n Q Grgnt
Registry || g ) Registry
| QY . o o
Discovery Management <

=) e

Figure18 DEH Functional Architecture

Secured communication among all components will be provided by a Security Enabler, more
specifically by the Identity Manager, and Access Control Server (Capability Manager) components.
The DEH Dashboard communicates with Resource Registry Management (RRM), where all data
related to future DEH Resources is inserted by the user, and passedverified by Compatibility
Checker, and ithe data satisfies all necessary requirements, it will be stored inside the DEMETER
Resource Registry. In the end, the DEH Dashboard is able to show these resources teuserend

of DEMETER, who intend t@wi them.
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All Hub components are made available for deployment via Docker contsitien. This increases
the configurability of the AR and the flexibility of the DEH components by allowing different
deployment modes such as clogédntric or Pilot envisnments.

9.2 Development view

The development view, also known as an implementation view, depicts the system from an
engineer's point of view with a focus on the software module orgaitn. For the purpose of
representing the Development view, UML Componénagram will be used to depict building
blocks, components and their internal modules.

9.2.1 Component diagram

The component diagram, which is also known as a UML component diagram, is used to represent
the physical aspect of a system and depicts the organizaind the connection between internal
components.

Figure19 shows the component diagram that depicts the decomposition of the DEH into Building
Blocks and the relations between them.

DEH Dashboard (FE)
«DEH Modulex
DYMER
Authentication & Authorization
«IDMa T
User Account Management Registry
«|DMx»
Resource Access Control Resnurce
Grant DB
DEH Resource Registry Managment
«DEH Module»
Compatibility Checker
= 2]
«DEH Modules
DEMETER <
Besnines Resource Registry Management
Registry
«DEH Module» "
Discovery Management

Figure19: DEMETER Enabler HUB component diam

DEH Components is composed of three main modules:

1 DEH Dashboaréunctional module is in chargef User Interaction & Data Visualisation. It
allows users to login to DEH, discover, register and manage DEH Resources.

1 DEH Authentication & Authorizatiofiunctional module is in chargef UserAuthentication
and Authorization. It contains information relateto users.
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DEH Resource Registry Managemémtctional module is in charge for managing DEH Resources. It
manages creating, validating, editing, deleting, discovery and consumption of DEH Resources.

9.2.2 Building blocks (components)

This sectiorcontains detailed descriptions of components inside the DEH. Each component will be
presented in subsections, which contain information about it, its purpose inside the DEH and
component diagrams which depict their internal functional modules.

9.2.2.1 DEH Dashbodr

DEH Dashboard represents the DEH fremtl application, which is used by enders or DEMETER
Stakeholders for resource creation or discovery. The DEH resources are represented by a set of
entities such as Component, Device, Service, Dataset, Platforitchvdan be added via DEH
Dashboard (User Interface) or Resource Registry Manageme®@t API

This fronted application for Stakeholders is provided by ENG, which in the context of the DEMETER
project for this specific component is using technology developétin its research laboratories,
namely the DYMER. The DYMER is an-gparce suite for resource catalogue visualisation. DYMER
provides on one handadvanced mapping capabilities between a data model in JSON format and its
graphic template and, on the other hand, a JavaScript framework for integrating the DYMER
template into a wekbased application. The software is flexible because it adopts open technologies
and can be used in various environments without considerable requirements.

The DYMER consiststwo main components:

1 DYMERCore (or DYMER business service module)
1 DYMER/iewer

DYMER Corés based ora microservice architectural style with an approach to develop a single
application as a suite of small services, each running in its own procdssoammunicating with
lightweight mechanisms using HTTP/REST protocols alongside JSON.
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The diagram ifrigure20 depicts the DEMETER Enabler HUB Dashboard building block components:

DYMER Microservices
aMicroservices
E Services -
F——
aComponents —Pp
Webserver Template
Store
< - &]
aMicroservices <
Templates N
«Microservices -
Forms =
h 4
wComponents E
Client alMicroservices . &l 3
Entities b 7|  Entity
Store

Figure20: DEMETER Enabler Hub Dashboard building block components

Each microservice is developed with a specific role, however among the main ones we can identify
three that have most impact on DEH:

1 Templates microservicés responsible for generating graphic templates that can be used in
order to display products andsvices using logiless templates.

9 Forms microservicés responsible for modelling data and metadata inherent to the products
and services offered in DEH.

1 Entities microservicas responsible for managing the storage and usage of the product and
its sewices.

These microservice are developed with Expres&gnework for Node.j% designed for building
web applications and A8| released as free and opsource software under the MIT Licef$e

The information is stored in NoS®Database that prodies high performance, high availability, and
automatic scaling. Servidéntities use Elasticsearéhhat is a distributed, opeisource search and
analytics engine for all types of data, including textual, numerical, geospatial, structured, and
unstructured that stores data in JSON format.

Interaction with theDYMERCoretakes place through th® YMERViewer that is a fast, small, and
feature-rich JavaScript library. Thanks to it, it is possible to interact with the platform facilitating the
user in the use ofhe data by offering a single search point and displaying the results in special
graphic templates.

8 https://expressjs.com/

9 https://nodejs.org/

10 https://opensource.org/licenses/MIT
1 hitps://en.wikipedia.org/wiki/NoSQ
2 https://www.elastic.co/
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When it comes to the security part, DYMER will communicate with User Account management and
Resource Access Control components.

DYMER created the frontend technology that allave creation of the Dashboard user for the
DEMETER resource catalogue. ThHeHDenduser can register themselves to the DEH catalogue
through a specific registration form made available by the Fividké component which is
integrated with the catalogu¢hrough its API. At the end of the registration the user will be able to
accesdo the DEH resource catalogue service as shown in the figure below:

%

Tdemeter

Enabler Hub

DEMETER Enabler HUB (DEH] 8 de o g v u DEMETER for ex

Figure21: DEH Dashboard user login

By entering the credentials (Username and Passwahd) usercan access the DEH catalogue of
resources and to a wholseries of features that allows the logged in user to discover the existing
resources in the catalogue, or to create new ones if he has a PROVIDER access role. Most of the
functionality that the catalogue was to offer were already developed during theitinsttion of the

DEH development process. A first software release has already been released after careful
functionality and integration tests with the other DEMETER modules. However, refinements and
additions to existing functionalities are not excludedmeet the needs of DEMETER Pilots who will
make requests in this sense from time to time.

The DEH Dashboard is deployed and available on DEMETER. dibedfollowing screenshots
describethe features available in DEMETER Enabler Hub (BigHje22 shows the dashboard with

the resource catalogue that appears to the DEH user after successful login. The DEH user can
navigate through the list of resourcewhich will be paged if the number of resources exceeds a
specific threshold. In the list, the DEH user can see the name, type (of Component, Device, Service,
Dataset, Platforrjy)y and a short description of DEH Resources, but it also has a button for displaying
more information about specific DEH Resouremgure23 shows DEH Resource Detailsge. DEH
'aSNR OFly Ffaz2 F00Saa | ftAad 2F GKSANI 26y NBa
w8a2dNDSa¢ 2y (GKS t8Fd AARS YSydo

13 https://deh.h2020demetercloud.eu
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Estimate Animal Welfare Conditiion
Prediction Algorithm

The DSS on animal welfare allows to evaluate the health status of
the analyzed cows , to determine the degree of well-being, in terms
of nutrition, hygiene, rest and movement and, consequently, alsa to
evaluate their productivity (that is

View more

Milk Quality Prediction Algorithm
service a

Machine leaming module for traceability estimation using Random
Farest algorithm. The values to predict are a discrete class label
such as High, Medium or Low milk quality. During raining, it is
necessary 1o provide to the model any historical

View more

Pilot 4.2 Consumer Awareness: Milk
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AIM Model
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Li dataset contains data on milk
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View more

Pilot 4.2 - Knowage for visualisation
dashboard

comgonent a
Knowage is the open source suite that implements a full set of

features, such as data federation, mash-up, dataltext mining and
advanced data visualization, with a special focus on big data
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Figure22: DEH Dashboard Resource catalogue
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Figure23: DEH Dashboard DEH Resource Details

The user is also able to perform a search among the resources in the list, using a special search
function. The search can be done by the next DEH Resource attributes: Resource ID, Rating (range),
Maturity Level (range)Nearby Resources (in kilomes), Created (range), Last updated (range),
Name, Type, Category, Tags and statbgyure24 shows how a user can access the search filters
made available by the DEH dashboard to perform targeted searches on the resources contained in
the catalogue:

A DOM Uner Mareasd docx

pg.65




d d DEMETER 8572C
M m @t er Deliverable B.4

%ydemeter oo @

© Demeter Resoruce Search for snippets, click on caret N B
I My Resources Ri DO
DEMETER Applications = ll
BSE Rating O
Estimate Animal Welfare Conditiion Milk Quality Prediction Algorithm Frem “‘
< o .
Prediction Algorithm senice s
M ol @
service a Machine leaming module for traceability estimation using Random
The DSS on animal welfare allows to evaluale the health status of Forest algorithm. The values to predict are a discrete class label From: To
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advanced data visualizaion, vith a special focus on big data
analytics and comprehensive support ta fich and multi-source .. Please select the type of DEH Resurce ~
Please select the category of DEH Resaurce ~
Please select the tag/s of DEH Resource v

Figure24: DEH Dashboard search filter on resource catalogue

If the DEH user is DEMETER Provider, it can insert a new DEH resource, edit or delete an existing one.
By clicking on the "+ DEMETER Resource " button on the left side menu, the DEH user can access a
mode that shows the data entry form for the DEH resource as shown on Figure 26 and Figure 27.
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Add Entity x

DEMETER Resource

Name @

Please provide the name of DEH Resource

Description @

Please provide the description of DEH Resource

Type @

Please select the type of DEH Resource v
Category €

Please select the category of DEH Resource ~
Endpoint @

Please provide the endpoint of DEH Resource

Version @

Please enter the version of DEH Resource

Maturity level @

Please provide the maturity level of DEH Resource

Tags @
Please select the tag/s of DEH Resource v
Attachment @

No file chosen

Please insert document files (docx, pdf, etc) of DEH Resoruce

Image €@

Please insert the image file (png, jpg) of DEH Resource

No file chosen

Figure25: DEH Dashboari create new DEH resource form first part
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o

Choose File | No file chosen

Please insert the image file (png, jpg) of DEH Resource

Please provide latitude of DEH Resource (Y coordinate)

Please provide longitude of DEH Resource (X coordinate)

o

Please select the dependencies of DEH Resource v

i ]

Please provide URL where DEH Resource download is avaibable

]

Please select the status of DEH Resource v

Please select the status of DEH Resource.

i}
Please select accessibility of DEH Resource v
Private: visibility restricted to the resource owner

Public: resource is visible also to other platform workspaces that are using the same resource model

)

Figure26: DEH Dashboard create new DEH resoce form second part

The user can define a whole series of details relating to the resource he intends to create, including
the name, description, type, category, endpoint (URL where information about DEH Resource is
available. Alspin the case of REST I8Pthe endpoint where DEH Resource is exposed), version,
maturity level, tags, location of a resource, dependencies, URL where DEH Resource can be
downloaded/used, the status of a resource, and finally the accessibility (this property is related to
the urQa yoSnSake the resource public or discoverable by the other users of the DEH or
private).

Finally, the DEH user can decide to delete the resource from the register or simply edit it (only if the
user is the owner of the selected resource). Thosefions will appear on the DEH Resource details
page, in the upper right corner, as showrFigure23 andFigure27.
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Figure27: DEH Dashboard edit and delete functions

In the case of deleting DEH Resource, the user must click on the "Delete" button, confirm it and wait
for the sysem to send a visual message with the result of deleting the selected resource from the
resource registry. In the case of editing the resoufgure28 and Figure29 show the forns that
theuseraccesso & aAYLX & Of AMdfoi:yd 2y (GKS Ga9RAGE
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DEMETER Resource

Name @

Estimate Animal Welfare Conditiion Prediction Algorithm

Description €@

The DSS on animal welfare allows to evaluate the health status of the analyzed cows , to determine the
degree of well-being, in terms of nutrition, hygiene, rest and movement and, consequently, also to evaluate
their productivity (that is strictly connected to their welfare). The flows, containing the data concerning the
nutritional and milking values of the milk produced, and those concerning the activities and rests of the
analyzed cows , are acquired by Knowage, which processes them both to display the values of the
parameters and to show the results of the training and forecasting, regarding the health status of the cows,
based on the pathologies of ketosis, mastitis and lameness, obtained by processing data from the Random
Forest algorithm.

Type @

Service ~
Category €

Machine Learning ~
Endpoint @

https:/fgitlab.com/demeterproject/wpd/decisionsupport/4.g.animalwelfare/d.g.1-estimateanimalwelfareconditio

Version @

1.00

Maturity level &

1
Tags ©@

Cloud-Infrastruciure v
Attachment @
I DEH User Manual.docx

No file chosen

Please insert document files (docx, pdf, etc) of DEH Resoruce

Image @

i deh_arch_black.jpg
No file chosen

Please insert the image file (png, jpg) of DEH Resource

Image @

Il deh_arch jpg
No file chosen

Please insert the image file (png, jpg) of DEH Resource

[

Figure28 DEH Dashboari edit existing DEH resource form first part

DEMETER 8572C
Deliverable B.4

pg.70




DEMETER 8572C

L Y) d
o\, foda :
swagme ter Deliverable B.4
W
45.5993262801
7.8000998497
o
docker v
)

https://hub.docker.com/r/demeterengteam/estimate-animal-welfare-condition

i ]
Published d
Please select the status of DEH Resource
[i]
Public v

Private: visibility restricted to the resource o

Public: resource is visible also to other plat 1workspaces that are using the same resource model

Close

Figure29: DEH Dashboard edit existing DEH resource form second part

Changing a resource means changing all the data previously defined in the creation phase, allowing
the user to correct any errors such as bad typing of information.

Besidesmanaging DEH resources, the user is able to track their consumption. This feature is part of
the DEH Metrics Dashboard. On this dashboard, the user is able to see information about running
container instances of his DEH Resources. He is able to see atitmrnsuch as a number of
deployed instances of specific DEH Resource and information related to each running container such
as container id, name, type, IP address, hostname, last update time, and CPU and memory history
consumption on daily basis. In tHigst diagram, user is able to see the diagram with the highest
peak of CPU and Memory usage per day, buish&lso able to get a more detailed view if he clicks

on a specific container. There, gdll be able to see all captured peaks from DEH Clienttwhre

stored inside DEH Resource Registry DB. DEH Metrics dashboard will be updated based on feedback
gathered from pilots, and participants of future workshopgure30 shows current implementation

of DEH Metrics Dashboard.
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Figure30: DEH Metrics Dashboard

The DYMER also implements administration functionality represented by dassun application,
external to the DEH catalogue, to allow a user with Admin role to have complete management of
Templates, Models, Forms and Entitigsgure 31 shows administration dashboard of DYMER

component:

g DYMER < DYnamic Information ModElling & Rendering Q-

demeterproduct Demeter Product 6 %< @
demeterservice Demeter Service 6 & o
demeterproduct{ Demeter Product ) Demeter Product FULL Demeter Product LIST x
demetersroduct( Demeter Service ) Demeter Service FULL emeter Service LIST X

LICENSES £2021 made by Engineering

Figure31 DYMER administration dashboard
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By clicking on the Templates link menu, on the left in the diown list, the user can access to the
list of the currently registered Templates, in order to view them or create new templates through
Galyl3aS ¢SYLX I 4§$Sé Fdzy Ol A 2 FigureR2showsaherermplaellidt:e G K S

(@- DYMER < DYnamic Information ModElling & Rendering Q-

¢ ® W\ @

Templates Compom...  Blocks  Properties Mgl

- Icon Owner |
B ((title))
i dem * Zype: (itypel}
[ Demeter List &B SO i
(Demeter Service - Component) }“de“”pt'm”

> B [Preview in List]

View More]
~ [ &rid Ro 2

== Pagination

“{{/each}}
, - [¥ Demeter Fu KBS T SIDymerPagination this}}}

» B :
X ‘i
LICENSES © 2021 made by Engineering

Figure32 DYMER administratiori template management
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The same management features are available respectively for the models/forms and for the entities
as the figures belowhown:

@ DYMER < DYnamic Information ModElling & Rendering [a

[| DASHBOARD

& @ I & 5
Demeter Service - Component

MODELS

TEMPLATES

0o

o

deme x
e o de th f the Demeter Senvice - C t
D Demeter Service - (umpune@ PR iease provide the name o e Demeter Service ompaonen
. > El (demeterservicecomponent)
f]0  manacemoDELs pe
A Heading
E]  pocumenTaTION « B fom Component
. Please select the type Service/Component
(42 ENTITIES
™y BRIDGEENTITIES
& services
("f.‘ DOCUMENTATION
<> CODE EDITOR
LICENSES ©2021 made by Engineering

Figure33: DYMER administration models/forms management

& Manage Template Attachments

Css Files - Javascript Files

* listdemeter.css

Figure34: DYMER administratioih models/template manage css/javascript
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¢ Manage Template Attachments

Css Files - Javascript Files

List

Upload

Create

Figure35: DYMER administratioii models/template crud css/javascript

& Manage Template Attachments

Javascript Files

-webkit-line-clamp: 3;
-webkit-box-orient: vertical;

Figure36: DYMER administratioih models/template manage edit css/javascript

For the purpose of the DEMETER project, a new submodule Bridge Entities is developed inside the
Entities microservice. The Bridge Entities allows entity mapping between existing DYMER templates
and models with any external service. The essential part of Bridge Entities is Bridge Entities
configuration, which is a JSON configuration file. Bridge i&ntiionfiguration is made of different

parts that are related to external service API. In the beginning, the first thing that has to be defined
is a name of Bridge configuration, and indexes that correspond to the existing DYMER model. After
that, there isan option to choose whether an external service has token providers. ligtiaé case
information related to it should be inserted. In the case of DEMETER, ACS is used. The next step is to
configure things related to search capabilities defined ingitl® YMER such as the method, host,

port and path, and headers of the external service endpoint. After that, Mapp¥ERQuery vs
External Query Params should be configured. For this, purpose the JsonMditpary is used. In

14 https://github.com/marchah/jsonmapperjson
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this part, existing searchueries inside DYMER should be mapped with external ones. The next
configurations are related to CRUD operations. Like in the case of Search capabilities, basic
information about endpoints like method, host, port, path, and headers should be definedjsadien

with Mapping DYMEREnNtity vs External Entity configuration, where existing attributes inside the
DYMER Entity model should be mapped with external ones used in endpoints.

After performing the configuration related to CRUD operations, Mapping ExtEntdies v©DYMER
Entities should also be mapped. In this case, attributes from the existing DYMER model should be
mapped with the external model.

The last step im-depth configuration of Mappin@®YMEREntities vs External Entitiel this case,

the index, type and id of the DYMER entity models must be mapped with the external entity model,
along with the _source field, which corresponds to the DYMER model's attribute mapping, and
finally, the _properties value. These five are the mandatory values rthadt be mapped to the
external entity modelFigure37 shows the Bridge configuration amigure38 and Figure39 shows
configuration details.

g DYMER < DYnamic Information ModElling & Rendering o=

Bridge-Adapter Entities Configuration

Bridge-Adapter Entities Rules

&= BEXTERNALVS @ =& DYMER VS
DYMER ENTITIES EXTERNAL ENTITIES

DEMETER dymerservicecomp
LOCAL onent

% 0

DEMETER
EXTERNAL
LATEST

dymerservicecomp
onentt.

%0

DEMETER dymerservicecomp
EXTERNAL onentt

A gull

Figure37. DYMER administrationr Bridge entities configuration list
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@ DYMER < DYnamic Information ModElling & Rendering o~

uﬂﬂ DASHBOARD

Bridge-Adapter Entities Configuration o
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Title * Indexes *
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) s
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= MANAGE ENTITIES https://acs.bse.n2020-demeter- 3030
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{|> DOCUMENTATION
JsonM Documentation €
+ Api Add Resource
Vet Host Port
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-json-objext-keyll, ie. {{id}
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Mapping Dymer Ent External Entity

{'name"{"path""data.title"},"type"{'path™"data.deh_type"},'category™:{"required"false,"path™ "data.category},"description":
{'required"false,"path™ data.description"},'"endpoint™{'required"false "path"."data.endpoint},'status"{"path"."data.properties.status '}, "version":
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Part Path *
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Header * Container key *
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{'required"false,"path™"data.description"},'"endpoint™{'required"false "path":"data.endpoint"},"status"{"path"."data.properties.status") "version":
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Host Port Path
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Documentation €

Figure38 DYMER administration Bridge entities configuration first part
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component'} component"}
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"(value) => { iffvalue != undefined) return value.toString(); else return value;}"},"created™

Figure39: DYMER administration Bridge entities configuration second part

9.2.2.2 DEH Resourdreegistry Management

DEH Resource Registry management component represents essentially a master service included in
the DEH. It is the only component inside the DEH that has direct access to the DEH Resource Registry
and thus the component will act like aaa Access Object (DAO) Layer. The functignédét the

DEH Resource Registry Management module is providihging able to manage and monitor
resources.

Resource management includes features that provide storageewfresources, as well as updating

the properties of existing ones and deleting them when they are no loagailable Besids the
mandatory information stored about any resource offered by the DEH, the DEH Audit component
records any changes related to the registry. It stores the downlisibry of DEH resources, but it

also tracks version changes and their time. Part of the process for registering (or updating) a
resource also includes passing the relevant information to the DEH Compatibility Checker module to
verify compatibility withthe DEH data model, only after this chdws beencompleted successfully
canany resource be registered.

In addition, DEH contains a Resource Discovery modilgh searchedor specific resources
registered in the DEH Resource Registry DB.

Finally, theDEH Resource Registry Managemaitectsdata from DEH Client Enabler, and through
DEH Metric modulé also provides the information and enablthe usage of the stored resources
to the end users.




DEMETER 8572C
Deliverable B.4

As part of theprevious feature resource sage by end s, it offers tools for monitoring these
resources and this includdsatures thatwill record the history of specifi;esource consumption
and their workload.

Figure40 showsa diagram that depictshe internal functional modules adhe DEH Resource Registry
Management and communicatienvith other DEH modules.

DEH Resource Registry Management

DEH Dashboard ACS(Authentication & Authorization))|

€« Resource Management

Audit Security

APIs

A

Compatibility Checker Discovery Management

Metrics Data Access

DEH Client Enabler

Figure40: Resource Registry Management building block diagram

TheResource Registry management is composed of seven internal modules:

1

= =4 =4 4

Audit- responsible for collecting data related to resource changing, including their download
history, version changing history and rating.

Data Access responsible for accessing dhactual data for a resource as stored in the
Resource Registry DB

Resource Managementresponsible in general for the resource management process and
for interfacing with other modules such as the compatibility checker and the discovery
management

Secuity APR¢ responsible for providing authentication and auttsation.

Metrics ¢ responsible for storing consumption data gathered from DEH Clients

DEH Discovery Managemenesponsible for advanced querying DEH Resources

DEH Compatibility Checker responsible for validating input data in DEH Resource
registration process

TheAudit module provides support for collecting data about resources such as the date and time of
their creation or any edit or update to the resource, rating, version, and dowinhistory The Audit
module communicates all this data to the Resource Management, in order to pass all of that
information along to other components.
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The Data Access modufmovides support for direct access to the Resource Repository DB in order
to manipuate the data stored about a registered resource allowing to store, read, edit and delete its
relevant data.

The Resource Management modufgovides support related to preparing a resource for storing.
After the resource is verified by DEH Compatibilligcker, and prepared, data is passed to the Data
Access modules in order to store it inside the Resource Registry DB. The research capabilities of this
module may be integrated and improved from time to time during the development phase of the
DEH, in ordeto support new application needs as much as possible or to cover new integration
requirements with the other DEMETER software components.

For purposes of th®EHResource Registrya NoSQL documeptiented database is used. NoSQL
systems are generallymore efficient than relational databases because of their ease of
management. Since the information to be collected, stored, consulted essentially refer to DEH
resources metadata, the challenge will be to use a NoSQL technology for this purpose.

The DEH Rmeurce Registry represents the solution to the metadata store based on NoSQL data
archives. DEH Resource Registry works as part of store data and take advantage of the underlying
NoSQL functionality to provide its services. This database will face a nuofibenportant
challenges:

9 Frst, gathering metadata without imposing too much overhead for CRUD operations arriving
from client application,

1 Second, it must allow a user to specify (via API) what metadegao becollected and how
to use them.

1 Finally, it must manage the size of the stored data, the number of incoming CRUD operations
and obviously the size of the metadata itself.

Probably if the size of the metadata and the operations managed by the NoSQL database (in the
continuous collectiorof metadata), should cause a great overload of the system, configurksieh
facilities could be introduced which would allow a more moderate acquisition of metadata by sizing
the read and write operations performed by client applications on the NoSfé. st

The DEH Resource Registiy adatabase where information about DEH Resources is stored. Each
DEH Resource is identified hyd (unique identifier).Alongside with collection that stores
information about DEH Resources (deh_resource), we have two pwilections:a mllection for
storing DEH Resources audit data (resources_audit) aandllection for storing DEH Resources
consumption gathered from DEH Client Enabler (resources_metrics).

The Access Control Server component provides the solution furatting the access to the stored
resourcesThe Security A8 moduleprovides support for connectioto the component in order to

get respective access policies. ThesediRIplement OAuth2 for the implementation of the Identity
Management Kewpck (auhentication) and a REST API for the implementation of DCapBAC
(authorisation).

The DCapBAC REST API end point function returns the authorization or Capability Token. A definition
of this is shown next definition that can be found in more detail in tdscument Sectio8.5:

1 Name: generateCapabilityToken (authtoken,subject,resource,action)
1 Expected output: Capability Token (a signed JSON document)
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9 Error messages: Wn a CT cannot be obtained, the "Can't generate capability token"
message is received, (s.1.9.
1 Data model used: each of the parameters received byftimstion are strings

The description of these parameters is:

Name generateCapabilityToken()

Property Type Description

authtoken String The authentication token obtained from the Identi
Management

subject String The subject of thauthorisation query

resource String The resource intended to be accessed

action String The operation mode: GET, POST, PUT, PATCH ¢
DELETE

The next sample call:
IASYSNI GS/ I LI oA f XA024D32N 1D ¢ Bei@denD2 o ZEyRKIDM K SY G A GA Sa§

is included in the access to the resource in the corresponding repository. Before performing the
authorisation process, the authenticatioprocessmust alreadyhave been done as denerates an
Authentication Token that must be included in the authorization calls to be validated.

The authorsation process, in a more detailed view, is based on a technology called Distributed
CapabilityBased Access Control (DCapBAC), which decoumesaditional XACML framework in

two phases, one for receiving the authorisation (represented by the receipt of the Capability Token)
and a second one for accessing the information repository, where a Policy Enforcement Point (PEP)
Proxy first validateshie received Capability Token and, in case of a positive answer, it continues
acting just as a mere intermediary with the information repository. Additionally, it interacts with
other resource repositories placed in both DEH and BSE so that the accehsayenbe controlled.

The authorisation enabler depends on the resources repositdmidsg addressed, since they must
incorporate the Capability Tokdior the corresponding queries so that the PEP Proxy can validate
them.

The Metrics moduleprovides support for storing and managing data coming from DEH Clients. DEH
Clients will send the data to the Metrics module, after which they will be processed anetisto

inside Resource Registry DB. This data will be accessible by DEH users through DEH Dashboard in
order to track the consumption history of their DEH Resources. Metrics module provides support for
showing metrics on different levels, from all users DEdoRrces, specific DEH Resource, or on
container level.

The DEH Discovery Management moduwieorks together with the Resource Registry Management
module presented in the previous subsection. In fact, for the most part, it piggybacks upon the
information provided by that module in order to accomplish its tak&.task is to get requests for
specific types of DEMETER enabled entities through the DEH interface (from users/stakeholders)
and, afterwards, to query the Resource Management component (of the RmssoRegistry
Management) in order to discover the resources matching the user request that the user is allowed
to accessAccess control is being enforced by the data accesasufes of the Resource Registry
making certain that when the list of availablescairces is returned as result of a user query, this list
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this does not contain any resources whose access policies would prohibit usage and discovery by the
specific user.

Therefore, the mairfieature of this component is to translate the data between thgpaopriate DEH
Interface used by stakeholders in order to discover resources by placing the appropriate filters and
the registry management component, and then to place the appropriate query through the relevant
resource management interfaces. Once thioimation is returned to the module, then it is
processed and encoded appropriately to be shown through the DEH interface to the end user. It will
be possible to change the ordering of the resources returned based on criteria such as price, quality,
availaility, platform or device used (if appropriate) just to mention a fets possible to combine
these criteria together as wellt will also be possible to keep track of the other queries made by the
end user in order to provide resources which are catifge with the previous queries and
resources sought previously by the same user in the same session.

Finally, in a second development stage for this component, we will aim to store and reprocess the
past queries submitted by users. This would allow usnform users regarding new resources
available which match their past queries for exampleto find alternate similar resources/enablers

in case the user wants to replace an enabler current used in her app with a newTone
accommodate such tasks, welwneed to periodically rerun queries submitted by end users. This
means that such information needs to be stored. If the resource registry cannot accommodate the
storage of such information, then most likely this will require use of a simple databaasgz=from

the Resource Registry DB, inside the DEH Discovery Management module, in order to store this data.
Any relevant resources which are then discovered will be logged, so that when the user reuses the
DEH, this information will be available to them.

The DEH Compatibility Checker modudapabilities are more valued in the case of using Resource
Registry Management (RRM) through @PUsing Resource Registry Management (RRM) through Ul,
the validation of data is handled in DEH Dashboard. This modetks whether information like the
status, maturity level, accessibility, and localisation is correttidiprocess of registering a new DEH
Resource. If the information is correct, a new DEH Resource will be created, if not the user will get
informationabout his mistake, and advice for possible values.

9.3 Process View

The process view covers the internal dynamic aspect of a DEH with a focus on the runtime behaviour
and describes processes inside it and interaction between them. For the purpose of representing the
process view, UML Activity and Sequence diagrams wilsbd.

Activity diagrams will depict the activities flow and how they are coordinated inside DEH
Components, while Sequence Diagrams will focus on requests and messages that the same
components are sharing among them in order to execute the process.

9.3.1 DEH Athentication & Authorisation

The diagram irrigure41 depicts the sequence in the interaction between DYMER and components
inside the Security Block from the moment theeu enters his authentication credentials up to the
moment where those credentials are validated alongside with access policies.

In the rest of this section, each diagram will imply that this part is passed, so each request from
DYMER will contain anAUTH-TOKEN.
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Figure4l: DEMETER Enabler Hub Authentication and Authorisation sequence diagram

9.3.2 DEH Resource Registry Management

This subsection covers the interaction between internal DEH components in a process of Registering

and Discwery Resources in DEH.

9.3.2.1 Activity Diagrams

The diagram ifrigure42 depicts the interaction between three DEH components that are involved

in a process of registering a neasource:

1 DYMERDEH Dashboard component where developers are creating a new resource.
1 Access Control Servecomponent which checks the access policies of a user.
1 Resource Registry Managememomponent which manages all the processes relatethéo

DEMETER resources.
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DEH Resource Registration
DYMER Access Control Server Resource Registry Management

by

[Access DEH Dashboard)

[Request for registration)

¢ Check Access Rights >Access Granted
Access Denied

Registration Failed

|_<true Compatibility checker >_|fa|se

¥
[Register CEH Resoruce)

v

[Send stored DEH Resoruce data)

[Show stored DEH Resource data)

®

Figure42 DEH Resource Registry activity diagram

To create a new resource in DEH, a DEH user must first authenticate and access the DEH Dashboard
2NJ dzaS wSaz2dz2NOS wS3IAaldNER al aleuest ByrégistérimgnaaDEH | t L ¢
Resource can be sent. Before the request arrives at the Resource Registry Management, Access
/| 2y GNBE {SNIBSN) @I fARIGSa GKS dzaSNRa | 00Saa LRt
the request will be fonarded to it, if not, the user will get an error. The Resource Registry
management component first validates input date and based on validation, the registry will be saved
as DEH Resource or not. If the DEH Resource is stored, the Resource Registry M#nageme
component will return stored information about new the DEH Resource.

The diagram irFigure43 depicts the interaction betweethree DEH components that are involved
in a process of discovering resources:

1 DYMERDEH Dashboard component where user is searching for a resource.
1 Access Control Servecomponent which checks the access policies of a user.

1 Resource Registry Managememomponent which manages all the processes related to the
DEMETER resources.
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DEH Resource Registration
DYMER Access Control Server Resource Registry Management

*

(Access DEH Dashboard)

¥

[Choose search filters)

¥

(Request for discouery)

¢ Check Access Rights gccess Granted
ccess Denied

Access Failed

(Discover DEH Resources)

¥

(Send Discovered DEH Resources data)

¥

(Show discovered DEH Resource data)

®

Figure43: DEH Resource Discovery activity djeam

To discover specific DEH Resources, a DEH user must first authenticate and access the DEH
50 aKo2FNR 2NJ dza8S wS&az2dz2NOS wS3IAAGNR alyl3aSySyi
DEH Resources can be sent. After that user chooses specific §iftarshand sends a discovery
request. Before the request arrives at the Resource Registry Management, Access Control Server
gLt ARFGSa GKS dzaSNna | 00Saa LRfEAOASad LF GKS d
to it, if not, the user wllget an error. If a request is forwarded, the Resource Registry Management
inside Discovery Module filters all DEH Resources by requested search criteria, and sends the data to
the DEH user, after which those data is displayed.
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9.3.2.2 Sequence Diagrams

The digram inFigure44 depicts the sequence interaction between main components which are
involved in a process of creating a new resource, as depictéigime42 DEH Resource Registry
Activity diagram:

DYMER ‘ PEP-Proxy | ‘ Resource Registry Management

| Resource APl Request + X-AUTH-TOKEN (Cap Token]_ !

walidate Cap.Token

alt / [Cap. Token invalid]

| validation error
i

T
alt [Cap. Token Valid]

| APl Response |
i L e e e ).

Compatibility Checker validation

Register Resource

DYMER ‘ PEP-Proxy | ‘ Resource Registry Management |

Figure44: DEH Resource Registry sequence diagram

DYMER sends a request wittARkITHTOKEN in the header parameter and the contelated to the

resource in the body to the PERoxy, which is a module inside the Access Control Server (ACS), to
validate a request. Based on the Capability Token in the header, theBkis able to determine if

a user can register a new Resouarenot. In the case of invalid Capability Token, the-PERy

returns an error to DYMER. If Capability token is valid, thePFP&B forwards a request to the
Resource Registry Management component which validates the compatibility of the new resource
usng DEH Compatibility Checker module. If the resource is compatible, the Resource Registry
Management component will store the resource as a new DEH Resource in the DEMETER Resource
Registry and send a response to DYMER with confirmation about storingatncethted to the new

DEH Resource.

' Confirm Registration
< g
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Figure 45 shows the sequence diagram that depicts interaction between the main components
which are involved in a pcess of discovering a resource depictedFigure 43 DEH Resource
Discovery Activity diagram:

DYMER ‘ PEP-Proxy | ‘ Resource Registry Management

| |
| Resource AP| Request + X-AUTH-TOKEN (Cap.Token]_ !
|

.
>

validate Cap.Token

alt /7 [Cap. Token invalid]

I . .
i Validation error

T
alt / [Cap. Token Valid]
T

i APl Response

..................................... ).
I .
i |7 Discovery Management search resource
I

i
I Resource info
<

.

] ]
DYMER ‘ PEP-Proxy | ‘ Resource Registry Management |

Figure45. DEH Resource Discovegequence diagram

The DYMER sends a request with the Capability Token inATMTOKEN header parameter, and
gueries for discovery as URL parameters to the-P®Ry which is a module inside Access Control
Server (ACS) to validate a request. Based oiCagability Token in the header, the PE®Xxy is able

to determine if a user can discover resources or not. In the case of invalid Capability Token, PEP
Proxy returns an error to DYMER; if Capability token is validPREY forwards request to the
Resouce Registry Management component. DEH Discovery Management module discovers DEH
Resources based on passed queries and returns them to the DYMER application.

9.4 Interfaces

The data model presented in the following tables contains a list of properties that identify a resource
within the DEH; however, any additions to the models presented below are not excluded in terms of
new properties or new types of resources that couldezge during the developments or integrate
new requirements in terms of requesting data that DEH will have to support. Consequently, these
definitions may changeiny updates on th®EH data model will be reported in D3.5.
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Table16: DEH Resource Data Model

Name DEH Resourc€omponentDevice Service Dataset Platform

Property Type Description

uiD Alphanumeric Resource unique identifier

Name String Resource name

Type String Resource type

Category Arrays Resource category

Description String Resource description

Endpoint String Resource endpoint

Status Integer Resource status

Version String Resource version

Maturity Level Integer Resource maturity level

Owner String Resource owner

Author Arrays Resource author details (username, email)
Tags Arrays Resource tag

Attachments MultipartFile Resource attachment

Images MultipartFile Resource images

Rating Double Resource rating

Localisation Arrays Resource localisation (gepoints)
Accessibility Integer Resource accessibility (0 = Public, 1=Private)
Created Timestamp Resource creation date and time

Last Update Timestamp Resource last update date and time
Dependencies Arrays Resource dependencies (with oth@sources)
Access controls policies| Arrays Resource ACL

URL String URL for downloading/streaming data or entity
Downloads history Map Resource downloads history

Table17: DEH Attachment and image Data model

Name Attachment/Image
Property Type Description
ID Alphanumeric Attachment unique identifier
Original name String Attachment name on local storage
File name String Attachment name in DB
Chunk size Integer Attachment chunk size in DB
Length String Attachment length
Upload date Timestamp Attachment upload date and time
Content Type String Attachment content type
Tablel8: DEH Metrics Data Model
Name Metrics
Property Type Description
ID Alphanumeric Metrics uniqueidentifier
rrmid Alphanumeric DEH Resource ID
name Alphanumeric DEH Resource name
owner Alphanumeric DEH Resource owner
numberOfinstances Integer Number of deployed DEH Resource instances
Containers Arrays Metrics data of deployed DBERESource instances
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Name Metrics Data

Property Type Description

Container ID Alphanumeric Container ID of running resource

Uptime Long Container uptime

Hostname Alphanumeric Hostname

P Alphanumeric IP address

Image Alphanumeric Docker image name of resource

BSE ID Alphanumeric Resource BSE ID

RRM_ID Alphanumeric Resource DEH ID

Last updated Timestamp Metrics last update date and time

CPU consumption Arrays Resource CPebnsumption in container (timestamp,
percentage)

Memory consumption | Arrays Resource Memory consumption in container (timestam
percentage)

942 5SAONRLIIAZ2Y 2F !'tLQa

The DEH API described in the templates below represent a first version (v1) of the DEfIvARE so
adr ol GKFG gAtft 0SS LINPRdAzZOSR Rdz2NAYy3I GKS
integrated with other services that will become necessary due to changed conditions or application
needs or simply to update or improve the existimges. Consequently, these refinements and new
API definitions may change; any updates on the DEH API will be reported in D3.5.

94.21

Title
URL:
api/entities/api/v1l/entity/ search
Headers
enctype:"multipart/form-data
Method
POST
URL Params
Required:
N/A
Optional:
N/A
Data Params
Required:
{ query: JSON object with the desired query
"bool™: {
"must": [
{
"term": {
vy AAOACT OUY Kk v
}
}

DEH Dashboard (DYMER Core API)

Get entities

IN/A

IN/A

}

Optional:
N/A

IN/A

pg.89
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Success response

200

success: true if there no errors

Content: { message:message form the server e.g., Resource Li
"success": true, Empty List
"message": ", data: JSON array of objects
"data"; [], extraData: optional JSON object which contains extrg
"extraData": {} information e.g., Logs, data etc.

}

Error response

404 success: false if there is an error

Content: { message:message form tiserver e.g., Resource List @
"success": false, Empty List
"message": ", data: empty JSON array
"data"; [], extraData: optional JSON object which contains extrg
"extraData": {} information e.g., Logs, data etc.

}

Sample call

N/A

Notes

N/A

Title Get File by ID

URL:

api/entities/api/vl/entity/content/:fileid

Headers

mimeType: "text/html"

contentType: "text/html"

Method

GET

URL Params

Required:

fileid = [integer]

|ID of the file contained in the json object

Optional:

N/A

IN/A

Data Params

Required:

N/A

\N/A

Optional:

N/A

IN/A

Success response

200
Content: { file }

Response contains file

Error response

404

Resource not found

Sample call

N/A

Notes

N/A
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Title

[Create Entity

URL:

api/entities/api/vl/entity/

Headers

enctype:"multipart/form-data;"

Method

POST

URL Params

Required:

N/A

IN/A

Optional:

N/A

IN/A

Data Params

Required:

{

"instance":{
"index":"demeterproduct",
"type":" demeterproduct "

instance: json object defining the type and index of e

---key:value/jsonobject/jsonarray that define details g
the entity

h
"data"{ properties: json object defining the properties of the
At ] entity
"properties":{}
}
Optional:
N/A IN/A
Success response
200 success: true if there no errors
Content: { YSaal 3SyvySaal3asS F2N¥ (KS
"success": true, ONB I 1 SR¢
"message": ", data: json array of objects
"data™: [ I extraData: optional jsolbject which contains extra
} "extraData": {} information e.g., Logs, data etc.
Error response
404 success: false if there is an error
Content: { YSaal3sSvyyvySaalrasS F2N¥ GKS
"success": false, 6S ONBI (iSR¢
"message": ", data: empty json array
"data™: [ 1 extraData: optional json object which contains extra
} "extraData": {} information e.g., Logs, data etc.
Sample call
N/A
Notes
N/A
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Title [Edit Entity
URL:
api/entities/api/vl/entity/:id
Headers
enctype:"multipart/form-data;"
Method
PUT
URL Params
Required:
id=[integer] |ID of the entity to update
Optional:
N/A IN/A
Data Params
Required:
{ instance: json object defining the type and index of e
"instance":{
"index":"demeterproduct”, ---key:value/jsonobject/jsonarray that define details g
"type":" demeterproduct " the entity
h
"data"{ properties: json object defining the properties of the
At . entity
"properties":{}
}
Optional:
N/A IN/A
Success response
200 success: true if there no errors
Content: { YSaal 3SyvySaal3asS F2N¥ (KS
"success": true, dzLJR I G SR ¢
"message": ", data: json array of objects
"data”: [ 1 extraData:optional json object which contains extra
} "extraData": {} information e.g., Logs, data etc.
Error response
404 success: false if there is an error
Content: { message:message form the server edgQ y G A G &
"success": false, 0S dzLJRI G SR
"message": ", data: empty json array
"data™: [ 1 extraData: optional json object which contains extra
} "extraData": {} information e.g., Logs, data etc.
Sample call
N/A
Notes
N/A
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Title

| Delete Entity

URL:

api/entities/api/vl/entity/:id

Headers

enctype: "multipart/formdata;"

Method
PUT
URL Params
Required:
id=[integer] |ID of the entity to update
Optional:
N/A IN/A
Data Params
Required:
N/A IN/A
Optional:
N/A IN/A
Success response
200 success: true if there no errors
Content: { YSaal3sSvyyvySaalasS F2N¥ GKS
"success": true, RSt SiSR¢
"message": ", data: json array of objects
"data™: [ I extraData: optional json object whidontains extra
} "extraData": {} information e.g., Logs, data etc.
Error response
404 success: false if there is an error
Content: { YSaal3Sy vYSaal3aIS FNRY (K
"success": false, beRSt SGSR¢
"message": ", data: empty json array
"data™: [ 1 extraData: optional json object which contains extra
} "extraData": {} information e.g., Logs, data etc.
Sample call
N/A
Notes
N/A
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9.4.2.2 Resource Registry Management

Title Create new DEH resource

URL:

api/vl/resources

Headers

Required:

x-subjecttoken Authentication token obtained from IDM
x-auth-token Capability token obtained from Capability Manager
Method

POST

URL Params

Required:

N/A | N/A

Optional:

N/A | N/A

Data Params

Required:

name=[String] resource name

type=[String] resource type

status=[Integer] resource status

Optional:

category=[Arrays] resource categories

description=[String] resource description

endpoint=[String] resource endpoint

version=[String] resource version

maturityLevel=[Integer] resource maturity level

tags[Arrays] Resource tags

localisation=[Arrays] resource localisation gepoints

url=[String] URL for downloading/streaming data or entity
accessibility=[Integer] resource accessibility

attachmentFlle = [MultipartFile] resource Attachments

Success response

200 success: true if there no errors

Content: { message: message form the server e@EH Resource
"success" : true , successfully created

"message”: "DEH Resource successfully data: JSON opject with DEH .Resour_ce data .
created” . .extraDat.a: optional JSON object which contains ext
"data” :{ information e.g., Logs, data etc.

"uid" : "606ef80c6393cd08312af39a"

"name": "Test Resource 1"

"type" : "Service"

"category" [

"Business application"

1

"description" : "Lorem ipsum dolor sit

amet",

"endpoint”

"https://jsonplaceholder.typicode.com/co

mments",

"status" @ 1,
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"version" : "1",
"maturityLevel" : 1,

"owner" : "Oaldl7fe - a4bd- 4aa8- 9054-
998a2018ae70",

"author" : {

"username" : "mstojanovi"

"email" : "marko.stojanovic@eng.it"

3

"tags" |

"Docker" ,

NG

1

"attachment” : [
{
"id" : "606ef80c6393cd08312af398"
"originalName" : "Screenshot -
20210324142051- 1514x422.png" ,

"fileName" : "Screenshot -20210324142051-
1514x422.png" ,

"chunkSize" : 261120,

"length" : 49301,

"uploadDate" : "2021- 04-
08T12:33:16.476+00:00"

“contentType" : "image/png"

}
1.

"rating" : 0.0,
"localisation" |
{
"x": 1.0,

"yt 1.0,
"coordinates" [
1.0,

1.0

1

"type" : "Point"
}
1

"accessibility" . 0,

"createAt" : "2021-04-08T14:33:16.523" ,
"lastUpdate" : "2021-04-08T14:33:16.523"
"dependencies" : [

"docker"

1,

"accessControlPolicies" |

"read"

1

“url "www.google.com” ,
"billingInformation" I,
"downloadsHistory" :{}

12
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"extraData" : null
}
Error response
Content: { success: false if there is an error
"success": false, message:message form the sereey., Resource Not
"message": ", Found
"data™: [], data: null
"extraData": {} extraData: optional JSON object which contains errg
} specific information like type of error, exact error
message, timestamp, called path
Sample call
curl -- location -- request POST ‘'https://acs.bse.h2020 - demeter -
cloud.eu:1029/api/v1l/resources’ \

-- header 'x -auth - token: $TOKEN_VALUE' \
-- header 'x -subject -token: $TOKEN_VALUE\

-- form 'name="Test Resource 1" \

-- form ‘type="Service" \

-- form ‘category="Business application™ \

-- form ‘description="Lorem ipsum dolor sit amet™ \

-- form ‘endpoint="https://jsonplaceholder.typicode.com/comments™ \
-- form ‘status="1" \

-- form ‘version="1" \

-- form 'maturityLevel="1" \

-- form ‘tags="Docker, Al" \

-- form ‘attachmentFile=@"/home/mare/Dow nloads/Screenshot -20210324142051- 1514x422.png™ \
-- form ‘'localisation="1,1" \

-- form ‘accessibility="0" \

-- form 'dependencies="docker" \

-- form ‘accessControlPolicies="read" \

-- form 'url="www.google.com”

Notes

N/A
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Title

Get All DEHResources

URL:

api/vl/resources

Method

GET

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained from Capability Manager

URL Params

Required:

N/A

N/A

Optional:

pageNumber[integer]

value used for server pagination; it represents page
number (first page 0)

pageSize[lnteger]

value used for server pagination, it represents numi
of DEH Resources on page(e.g., 20)

sortBy[String] value used for servgragination; it represents
attribute of DEH Resource on which sorting will be
applied (e.g.

sortingOrder[String] value used for server pagination, it represents sortir

order (e.g., ASC, DESC)

Data Params

Required:

N/A | N/A

Optional:

N/A | N/A

Success response

200 success: true if there no errors

Content: { message: message form the server el@zH Resource

"success" : true ,

"message": "DEH Resource found"
"data" :{[ALL DEH RESOURCE OBJECTS]},
"extraData" : null

}

found

data: JSON Arrayith DEH Resource objects data
extraData: optional JSON object which contains ext
information e.g., Logs, data etc.

Error response

Content: {
"success": false,
"message": ",
"data": [],

"extraData": {}

success: false if there is an error
message:message form the server e.g., Resource N
Found

data: null

extraData: optional JSON object which contains err(
specific information like type of error, exact error
message, timestamp, called path

Sample call

curl--location--request GEThttps://acs.bse.h202@lemetercloud.eu:1029/api/vl/resourced’

--header'x-auth-token: $STOKEN_VALUE'

--header'x-subjecttoken: STOKEN_ VALUE'

Notes

N/A If values related to server pagination are not inserted, default ones are:
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| pageNumber: 0, pageSize: 20, sortBy: name, sorting OAR:

Title Get DEH Resource by UID

URL:

api/vl/resources/{uid}

Method

GET

Headers

Required:

x-subjecttoken Authentication token obtained from IDM
x-auth-token Capability tokerobtained from Capability Manager
URL Params

Required:

uid= alphanumeric] | DEH resource UID

Optional:

N/A | N/A

Data Params

Required:

N/A | N/A

Optional:

N/A | N/A

Success response

200 success: true if there no errors

Content: { message: message form the server e@zH Resource
"success" : true , found

"message": "DEH Resource found" data: JSON object with DEH Resource data

extraData: optional JSON object which contains ext

"data" :{ . .
information e.g., Logglata etc.

"uid" : "604a30b6d0bal8le42edlbdf" ,
"name": "Test Resource" ,

"type" : "Service" ,

"category” [

"Business Applications”

I

"description”  : "Lorem ipsum dolor sit amet" ,
"endpoint”
"https://jsonplaceholder.typicode.com/comment
s",

"status" : 1,

"version" : "1.0" ,

"maturityLevel” @ 1,

"owner" : "Oaldl7fe - a4bd- 4aa8- 9054-
998a2018ae70",

"author" : {

"username"” : "mstojanovi”

"email" : "marko.stojanovic@eng.it"

2

"tags" [

"Applications"

I8

"attachment” : ],
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"rating" : 0.0,
"localisation” i

{

"X" . 44.8155452518633,
"y" . 20.4585588390912,
"coordinates" [

44.8155452518633,

20.4585588390912

I

"type" : "Point"

}

I

"accessibility" T,

"createAt" "2021-03-11T16:01:10.801" ,
"lastUpdate” "2021-03-11T16:13:00.519" ,
"dependencies” : [

"Resource 2"

1,

"accessControlPolicies" |

"read"

I,

"url

"www.google.com” ,
"billingInformation” .
"downloadsHistory" :{
"2021-03-23": 1,
"2021-03-24": 1,
"2021-04-08": 1

-- header 'x -auth-token: $TOKEN_VALUR
-- header 'x -subject -token: $TOKEN_VALUE'

}
2
"extraData" : null
}
Error response
Content: { success: false if there is an error
"success": false, message:message form the server e.g., Resource N
"message": ", Found
"data™: [], data: null
"extraData": {} extraData: optional JSON object whimntains error
} specific information like type of error, exact error
message, timestamp, called path
Sample call
curl -- location -g -- request GET ‘https://acs.bse.h2020 - demeter -
cloud.eu:1029/api/v1/resources/{uid} \

Notes

N/A
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Title Get DEH Resources matching multiple criteria

URL:

/apilvl/resources/search?<query with the data, e.g., type etc.>

Headers

Required:

x-subjecttoken Authentication token obtained from IDM

x-auth-token Capability token obtained from Capability Manager

Method

GET

URL Params

Required:

N/A N/A

Optional:

uid resource uid

name resource name

type resource type

category resource category

tags resource tags

status resource status

rating resource rating

maturityLevel resource maturity leve

localisationDistance nearby resources from user location

createAt resource creation timestamp

lastUpdate resource last update timestamp

pageNumber[integer] value used for server pagination; it represents page
number (first page 0)

pageSize[lnteger] value used for server pagination, it represents numi
of DEH Resources on page(e.g., 20)

sortBy[String] value used for servgragination; it represents
attribute of DEH Resource on which sorting will be
applied (e.g.

sortingOrder[String] value used for server pagination, it represents sortir]
order (e.g., ASC, DESC)

Data Params

Required:

N/A | N/A

Optional:

N/A | N/A

Success response

200 success: true if there no errors

Content: { message: message form the server el@EH Resource

"success" : true , found

"message": "DEH Resource found" data: JSON Ar.rayith DEH Re-source_objects Qata

"data” : {[ALL DEH RESOURCE OBJECTS]}, gmmDa@:mﬁmnmJSONomeammmhcomamsem

. . information e.g., Logs, data etc.

extraData" : null

}

Error response

Content: { success: false if there is an error

"success": false,
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"message": ", message:message form the server e.g., Resource N
"data"; [], Found
"extraData": {} data: null
} extraData: optional JSON object which contains errg
specific information like type of error, exact error
message, timestamp, called path
Sample call
curl -- location -- request GET ‘https ://acs.bse.h2020 - demeter-
cloud.eu:1029/api/vl/resources/search?name=test&type=service' \
-- header 'x - auth - token: $STOKEN_VALUE' \
-- header 'x -subject -token: STOKEN_ VALUE' \
Notes
ForlocalisationDistance you need to insert your currentoordinates (x,y) and preferred distance from it in
metres, e.g., (44.819419, 20.461853, 1000).
Range filtering is available for rating, maturityLevel, createAt and lastUpdate. In order to use it, insert
search criteria twice, e.g., (rating=1&rating=5).
If values related to server pagination are not inserted, default ones are: pageNumber: 0, pageSize: 20, sq
name, sortingOrderASC
Title Update existing DEH resource
URL:
api/vl/resources/{uid}
Headers
Required:
x-subjecttoken Authentication token obtained from IDM
x-auth-token Capability token obtained from Capability Manager
Method
PUT
URL Params
Required:
uid=[String] | DEH resource uid
Optional:
N/A | N/A
Data Params
Required:
N/A | N/A
Optional:
name[String] resource name
type[String] resource type
description=[String] resource description
endpoint[String] Resource endpoint
status=[String] resource status
category=[Arrays] resource categories
maturityLevel=[Integer] resource maturityevel
localisation=[Arrays] resource localisation gepoints
tags=[Arrays] Resource tags
url=[String] URL for downloading/streaming data or entity
accessibility=[Integer] resource accessibility
dependencies=[Arrays] resource dependencies
attachmentFlle = [MultipartFile] resource Attachments
Success response
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200

Content: {

"success” : true ,

"message": "DEH Resource successfully
updated” ,

"data" :{

"uid" : "606ef80c6393cd08312af39a"
"name": "Test Resource 1"

"type" : "Service" |,

"category" [

"Business application”
I
"description"
"endpoint"
"https://jsonplaceholder.typicode.com/comment

s,

"Lorem ipsum dolor sit amet"

"status" : 1,

"version" : "1",

"maturityLevel" : 1,

"owner" : "Oaldl7fe - adbd- 4aa8- 9054-
998a2018ae70",

"author" : {

"username" : "mstojanovi"
"email" : "marko.stojanovic@eng.it"
3

"tags" [

"Docker" ,

NG

I

"attachment" : [

{

"id" : "606ef80c6393cd08312af398"
"originalName" "Screenshot -20210324142051-
1514x422.png" ,

"fileName" "Screenshot -20210324142051-
1514x422.png" ,

"chunkSize" : 261120,

"length” 49301,

"uploadDate" : "2021-04-
08T12:33:16.476+00:00" ,
"contentType" "image/png"

}

I

"rating" 0.0,

"localisation" i

{

"x": 1.0,

"y 1.0,

"coordinates" [

1.0,

1.0

success: true if there no errors

message: message form the server elzH Resource
successfully updated

data: JSON object with DEH Resource data
extraData: optional JSON object which contains ext
information e.g., Logs, data etc.
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1
"type"
}
1

"docker"

1,

"read"

I,

"url”

12
}

"accessibility" 0,
"createAt"

"lastUpdate"
"dependencies" : [

"accessControlPolicies" |

"billingInformation” .
"downloadsHistory" : {}

"extraData" : null

"Point"

"2021 - 04- 08T14:33:16.523"
"2021 - 04- 08T14:33:16.523"

"www.google.com” ,

Error response

Content: { success: false if there is an error
"success": false, message:message form the sereey., Resource Not
"message": ", Found
"data™ ], data: null
"extraData": {} extraData: optional JSON object which contains err(
} specific information like type of error, exact error
message, timestamp, called path
Sample call
curl -- location  -- request PUT ‘https://acs.bse.h2020 - demeter -
cloud.eu:1029/api/v1l/resources/{uid} \
-- header 'x - auth - token: $TOKEN_VALUE' \
-- header 'x -subject -token: STOKEN_VALUE\
-- form 'name="Resource Test Edit" \
-- form ‘type="Service™ \
-- form ‘category="Business Application™ \
-- form ‘description="Edit description™ \
-- form ‘endpoint="www.edit.com™ \
-- form ‘status="1" \
-- form ‘version="1" \
-- form 'maturityLevel="1" \
-- form ‘tags="ML, BigData™ \
-- form ‘attachmentFile=@"/home/mare/Pictures/Screenshot -20210401122805- 1347x2357.png™ \
-- form ‘localisation="1,1" \
-- form ‘accessibility="0" \
-- form ‘'dependencies="java" \
-- form 'url="www.edit.com"
Notes
N/A
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Title

Delete DEH resource

URL:

api/vl/resources/{uid}

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained from Capability Manager

Method

DELETE

URL Params

Required:

uid=[integer]

| DEH resource uid

Optional:

N/A

| N/A

Data Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Success response

200

Content: {

"success" : true ,

"message": "DEH Resource successfully
deleted" ,

"data" : null ,

"extraData" : "Successfully deleted resource
with uid: 606ef80c6393cd08312af39a"

}

success: true if there no errors

message: message form the server el@zH Resource
successfully deleted

data: null

extraData: optional JSON object which contains ext
information about deleted resource etc.

Errorresponse

Content: { success: false if there is an error
"success": false, message:message form the server e.g., Resource N
"message": ", Found
"data": [], data: null

"extraData": {}

extraData: optional json object which contains error
specific information like type of error, exact error
message, timestamp, called path

Sample call

curl --location -g -- request DELETE 'https://acs.bse.h2020 - demeter -

cloud.eu:1029/api/v1l/resources/{uid}

-- header 'x -auth - token: $TOKEN_VALUE' \
-- header 'x -subject -token: $TOKEN_VALUE'

Notes

N/A
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Title

Rate DEH resource

URL:

api/vl/resources{uid}/rate

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained from Capability Manager

Method

POST

URL Params

Required:

uid | DEH Resource UID

Optional:

N/A | N/A

Data Params

Required:

rating[Dobule] | DEH ratingscore

Optional:

N/A | N/A

Success response

200 success: true if there no errors

Content: { message: message form the server elg=H Resource
"success" : true , successfully rated

"message": "DEH Resource successfully rated" , data: null

‘data” : null | extraData: optional JSON object which contains ext
rextraData" null information about deleted resource etc.

Error response

Content: {
"success": false,
"message": ",
"data": [],
"extraData": {}

success: false if there is an error
message:message form the server e.g., Resource N
Found

data: null

extraData: optional json object which contains error
specific information like type of error, exact error
message, timestamp, called pat

Sample call

curl -- location
cloud.eu:1029/api/v1l/resources/{uid}/rate’

-- header 'x -auth - token: $TOKEN_VALUE' \

-- header 'x -subject -token: $TOKEN_VALUE' \
-- header 'Content - Type: application/json'

-- data -raw '4.0'

-g -- request POST 'https://acs.bse.h2020

- demeter -
\

\

Notes

N/A
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Title

Get Attachment by ID

URL:

api/vl/attachments/{id}

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained from Capabilidanager

Method

GET

URL Params

Required:

id=[integer]

| Attachment id

Optional:

N/A

| N/A

Data Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Success response

200

Content:  {

"success" : true ,

"message": "Attachment found"

"data" :{
"id" : "605chaff43c6a118630419e6"
"originalName" : "Screenshot -20210304140849-

1395x160.png" ,

"fileName" : "Screenshot -20210304140849-
1395x160.png" ,

"chunkSize" : 261120,

"length" : 26648,

"uploadDate" : "2021-03-
25T16:31:59.669+00:00"

success: true if there no errors

message: message form the server egtachment
found

data: JSON object with attachment data

extraData: optional JSON object which contains ext
information about deletedesource etc.

"contentType" : "image/png"

b

"extraData" : null

}

Error response

Content:{ success: false if there is an error
"success": false, message:message form the server e.g., Resource N
"message": ", Found
"data": ], data: null

"extraData": {}

extraData: optional json object whicwontains error
specific information like type of error, exact error
message, timestamp, called path

Sample call

curl --location -g --request GEThttps://acs.bse.h2020-demeter-cloud.eu:1029/api/v1/attachments/{id}' \

--header 'x-auth-token: STOKEN_VALUR'
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--header 'x-subject-token: $TOKEN_VALUE'

Notes

N/A

Title

Get Attachment content by ID

URL:

api/vl/attachmentscontent/{uid}

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capabilitytoken obtained from Capability Manager

Method

GET

URL Params

Required:

id=[integer]

| Attachment id

Optional:

N/A

| N/A

Data Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Success response

200
Content:Attachment content/stram

Picture, video, dofile.

Error response

Content: {
"success": false,
"message": ",
"data": [],
"extraData": {}

success: false if there is an error
message:message form the server e.g., Resource N
Found

data: null

extraData: optional json object whidontains error
specific information like type of error, exact error
message, timestamp, called path

Sample call

curl -- location -g -- request GET ‘https://acs.bse.h2020 - demeter -

cloud.eu:1029/api/v1/attachments/content/{id}'
-- header 'x -auth - token: $TOKEN_VALUE' \
-- header 'x -subject -token: $STOKEN_ VALUE'

\

Notes

N/A

pg.107




DEMETER 8572C

Deliverable B.4

Title

Get All Metrics of users DEH Resources

URL:

api/vl/metrics

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained from Capability Manager

Method

GET

URL Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Data Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Success response

200

Content: {

"success": true,

"message": "Users  metrics found",
"data": {

[

success: true if there no errors
message: message form the server e.g., Users mg
found

data: JSON object with attachment data
extraData: optional JSON objeghich contains extra

{ information about deleted resource etc.
"rrm_id":1,
"name™:"resource_1",
"numberOfinstances":3
h
{
"rrm_id":2,
"name":"resource_2",
"numberOfinstances":5
h
{
"rrm_id":3,
"name":"resource_3",
"numberOfinstances":4
}
]
h
"extraData": null
}
Error response
Content:{ success: false if there is an error
"success": false, message:message form the server e.g., Resource N
"message": ", Found
"data™ [l, data: null

"extraData": {}

extraData: optional json object which contains error
specific information like type of error, exact error
message, timestamp, called path
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Sample call

curl --location -g --request GEThttps://acs.bse.h2020-demeter-cloud.eu:1029/api/vl/metrics' \
--header 'x-auth-token: $STOKEN_VALUR'
--header 'x-subject-token: $TOKEN_VALUE'

Notes

N/A

Title Get Metrics by DEH Resource ID

URL:

api/vl/metrics/rrmid/{rrm_id}

Headers

Required:

x-subjecttoken Authentication token obtained from IDM

x-auth-token Capability token obtained from Capability Manager

Method

GET

URL Params

Required:

rrm_id=[Alphanumeric] | Resource RRM id

Optional:

N/A | N/A

Data Params

Required:

N/A | N/A

Optional:

N/A | N/A

Success response

200

success: true if there no errors

Content: {

"sUCCESS™ true, message: message form the server e.g., Users me

"message": "Metrics for Resource with id found

605f580337801e241cf995ec found", data: JSON object withttachment data

"data™: extraData: optional JSON object which contains ext
{ information about deleted resource etc.

"rrm_id":"605f580337801e241cf995ec",

"name";"estimate - animal - welfare -
condition”,

"numberOfinstances":3,

"containers":[

{

"c ontainerld":"9¢84b82b1e3f2a4517161b39710275
be2dffecd74e934171f090e2¢10cel10388",

"uptime":428457,

"hostname":"0c9ff4f3419b",

"ip":"172.17.0.22",

"image":"estimate - animal - welfare -
condition"”,

"bseld":"DEMETER:BSE- | D:(estimate -
animal - welfare -condition9) -9eb2face - 45a4-
416f - 8241- dd8a33cc74ch",

"rrmld";"605f580337801e241cf995ec",

"lastupdated":"2021 - 04- 07 14:34:56
UTC+0000",

"cpuConsumption™:[

pg.109




DEMETER 8572C
Deliverable B.4

"date":"2021 -04-07 14:48:54
UTC+0000",

"cpuPercentPeak":1.2174489775561097
2
{
"date":"2021 -04-08 15:14:13
UTC+0000",

"cpuPercentPeak":11.2167604739336493
2
{
"date":"2021 -04-09 17:22:13
UTC+0000",

"cpuPercentPeak":33.9167604739336493

}
1
"memoryConsumption™:[
{
"date":"2021 -04-07 14:34:56
UTC+0000",

"memoryPercentPeak":3.2411014738789543
3

{
"date":"2021 - 04-08 15:25:06

UTC+0000",

"memoryPercentPeak":33.3027923153840795
3

{
"date":"2021 -04-09 15:25:06

uTC-6000",

"memoryPercentPeak™:63.3027923153840795

}
]
}
]
}
"extraData": null
}
Error response
Content: { success: false if there is an error
"success": false, message:message form the server e.g., Resource N
"message": ", Found
"data™: [], data: null
"extraData"™: {} extraData: optional json object which contains error
specific information like type of error, exact error
message, timestamp, called path
Sample call
curl --location -g -- request GET ‘https://acs.bse.h2020 - demeter -
cloud.eu:1029/api/vl/metrics/{rrm_id}' \

-- header 'x -auth - token: $TOKEN_VALUE' \
-- header 'x -subject -token: $TOKEN_VALUE'

pg.110




DEMETER 8572C
Deliverable B.4

Notes

N/A

Title

Get Metrics by Container ID

URL:

api/vl/metrics/containerid/{container_id}

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained from Capability Manager

Method

GET

URL Params

Required:

container_id=[Alphanumeric]

| Container ID

Optional:

N/A

| N/A

Data Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Success response

200

Content: {

"success": true,

"message": "Metrics for Resource with id
605f580337801e241cf995ec found",
"data": ,"extraData™: null}

success: true if there no errors

message: message form the server e.g., Users meg
found

data: JSON object with attachment data

extraData: optional JSON object which contains ext
information about deleted resource etc.

Error response

Content: {
"success": false,
"message": ",
"data": [],
"extraData": {}

success: false if there is an error
message:message form the server e.g., Resource N
Found

data: null

extraData: optional json object which contains error
specific information like type of error, exact error
message, timestamp, called path

Sample call
curl --location -g -- request GET ‘https://acs.bse.h2020 - demeter -
cloud.eu:1029/api/vl/metrics/{container_id}' \

-- header 'x -auth -token: $TOKEN_VALUR
-- header 'x -subject -token: $TOKEN_VALUE'

Notes

N/A
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Title

Create new Metrics data

URL:

api/vl/metrics

Headers

Required:

x-subjecttoken

Authentication token obtained from IDM

x-auth-token

Capability token obtained fror@apability Manager

Method

POST

URL Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Data Params

Required:

N/A

| N/A

Optional:

N/A

| N/A

Success response

200
Content: {
"success" : true ,

"message": "Metrics successfully stored"

"data" : null ,
"extraData" : null

success: true if there no errors

message: message form the server el@zH Resource
successfully rated

data: null

extraData: optional JSON object which contains ext
information about deleted resource etc.

Error response

Content: {
"success": false,
"message": ",
"data": [],
"extraData": {}

success: false if there is an error
message:message form the server e.g., Resource N
Found

data: null

extraData: optional json object which contains error
specificdnformation like type of error, exact error
message, timestamp, called path

Sample call

N/A

Notes

N/A
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9.5 Technologies and implementation details

This section summarises the technologies, tools and frameworks linked to the implementation of
DEHTable20 summarises resources linked to the DEH Dashboard:

Table20: DEH Dashboard linked resources

AngularJS https://docs.angularjs.org/api

NodeJS https://nodejs.org/en/docs

ElasticSearch https://www.elastic.co/guide/index.html
MongoDB https://docs.mongodb.com

Express.js https://expressjs.com/en/quide/routing.htm

DEH Dashboard has two parts, the Franid part developed in AngularJS which is SPA (Single Page
Appication) framework and the baeind part developed in Node.js, which is JavaScript runtime
environment that executes JavaScript code outside a web browser, where Express.js is used for
routing. For the purpose of storing templates, services and forms MoBgwhich is a NoSQL
documentoriented database is used. Elasticsearch is used for the purpose of storing entities, their
indexing, and fast searching.

Table21 summarises resources linked to the DEH Resource Registry Management:

Table21: DEH Resource Registry Management linked resources

Spring Boot https://docs.spring.io/spring
boot/docs/current/reference/htmisingle/

MongoDB https://docs.mongodb.com/

Spring Data MongoDB https://docs.spring.io/spring
data/mongodb/docs/current/reference/html

Swagger https://swagger.io/docs/

Lombok https://projectlombok.org/features/all

Apache Maven https://maven.apache.org/guides/index.htim

The DEH Resource Registry Management is developed using Spring Boot which is an industry
standard Jea-based Framework, with Maven as a build automation tool. For the purpose of storing
the data related to resources, MongoDB, which is a NoSQL doctoriented database, was used.

As additional modules that are used within Spring -egstem, we can mentio Spring Data
MongoDB which is used to make it easier to manage data in MongoDB. Lombok is used to reduce
the boilerplate code related to Entities, while Swagger is used for the purpose of documenting and
G6SadAy3a wo{¢ !tLQa®

DEH Discovery Management, thestgn and operations of which are briefly described in section
9.2.2 is essentially based on data provided by the DEH Resource Registry Management components.
This essentially means that the same technologies used in the aforementioned module will be
sufficiert for the development of the DEH Discovery Management as well. These cover all the key
requirements for resource discovery as laid out by the requirements analysis. For the second phase
of the development of this component, we may need to develop sometiaddi support tools

which would probably require the use of a simple database separate from the Resource Registry DB
(easily covered by MongoDB) in order, e.g., to store and reprocess the past queries submitted by
users.
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10 Core Enablers for Integration
10.1 Furctional Interoperability Enabler (FIE)

10.1.1 Functionality description

Functional Interoperability core Enabler (FIE) is a core DEMETER enabler and can be regarded as the
clientside of the Brokerage Service Environment. This Enabler provides aérthees of the BSE to

GKS NBal 2F GKS 59a9¢9w Y2RdzZ Sa FyR Syl of SNa
application. It serves as a wrapper for the Registration, Discovery, and Provisioning services offered
by the BSE, but also offers the cortipéity check feature, i.e., a compatibility check of a service to

be registered, with the BSE data model. Despite initially envisioned being deployed on the
O2yadzyYSNBEQ FLIX AOFGA2Y LINBYAaSas AYAy3a (2 St a
Functional Interoperability (core) enabler is bundled with the BSE module and provides its
functionality along with the BSE module.

10.1.2 Interaction with other Enablers

This Enabler offers an HTTPS API to any other Enabler (Core and Advanced) that needsise make
of the provided services.

10.1.3 Dependencies on other Core/Advanced Enablers

This Enabler depends on the Access Control Enabler (also a Core DEMETER Enabler) as it requires the
access token (authentication/authorisation) to successfully communicate withBSE&. It also
depends on the Semantic Interoperability Core Enabler (WP2) and the Agricultural Information
Model (AIM) related functionality that this Enabler offers.

10.1.4 Deployment considerations

As mentioned eatrlier, this core enabler is bundled with the;B®Rce, there is no action needed
FNRBY | dzaSNRa LRAYyG 2F GASgd ¢KS RSLX 28YSyi
deployment of BSE epremises.

10.1.5 Technical description
This section formally describes features/characteristics of this Enabler.

10.1.5.1 APIland Data model

In section7.4, the BSE API and data models were described. As already mentioned, the FIE enabler
serves as a wrapper of the services offered by B®iziding the compatibility check functionality on

top of them (triggered during a resource registration). Therefore, the APl and data model described
Ay GGKFdG aSOdAzy LINIAFfte O2@0SNBR CL9Qa !tL |yR
and data model that concern only the FIE.
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Table22: Functional Interoperability enabler CompatibilityChecker data model

Name CompatibilityChecker Data Model
Property Type Description
applicationCategory | string Type ofservice
description string Description of the service
version number service's version
deh_id string Service DEMETER HUB unique identifier
featureList String array service's feature list
dataEncryption boolean Whether data are encrypted or not
authentication boolean Whether the user needs to authenticate
conditionsOfAccess | string Process to authenticate user
. . . max seconds between when a user makes a requis
timeRequired integer

and system response

. the maximum number akquests that can be done

guota string .

to the service
offers number cost of the service
TermsOfService string License model of the service
usagelnfo string Link to extra information about the service
provider string The name of the service provider
spatial string country where the service is hosted
aggregateRating integer The score representing the servied 1
apiModel Object Service's API description data model

Table23: Functional Interoperability compatibility endpoint

Title \ Check data model compatibility

URLThis field holds the relative path to the described API. For simplicity Root path can be cut ¢
from this description and can be placed as a hypertext above the API template
https://bse.h2020demetercloud.eu/api/BSE/compatibility

Method This field holds the type of the Method used

POST

URL Paramghis field holds the parameters (if any). Separated based on the fields below into
requiredand optional.

Required:

ContentType=application/json \ Header for json request

Optional: ‘

Data Paramd his field holds the body payload of a pestuest.

Required:

data \ CompatibilityChecker Data Model
Optional: ‘

Success responsé/Vhat should the status code be on success and is there any returned data? 1
useful when people need to know what their callbacks should expect>

201 Compatibility check was successful
Content: { }
Error responseThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails and saves a lot of time during the integration process.



https://bse.h2020-demeter-cloud.eu/api/BSE/compatibility
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404 Not fourd

403 Not authorised

Sample callrhis field holds a possible sample call to the described endpoint in-Bkeutbrmat.
Please, choose the format wisely so that it is clear and easy to read by the interested parties.
N/A

NotesThis field holds angdditional helpful info related to this endpoint.
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10.1.5.2 Use cases / Data flow

In this section, we present the sequence diagrdtigre46) and the activity diagramd-igure47,
Figure48,) that depict how FIE achieves the registration, discovery and provisioning of a resource. In
this process the security module, FIE, and BSE are involved.

i Security FIE BSE
Provider Consumer

| 1 Authenticate

|
I
|
T
= |
|
|
I

:_' 2 Authorized

alt [Register] !
' 3 Register Resource -
1 1
[ [ | 4 Compatibility check
! ! 5 Register Resource -
! ! 6 Registration process
! ! _ 7 Confirm registration
' 8 Confirm registration
I_{ 1
. . ! i !
| | _ 9 Authenticate | !
] [ ™ ] 1 ]
\ | 10 Authgrized | ,_:
: : alt [Discovery-Provision] | |
i i | _ 11 Discover Resources i [
| | 12 Discover Resources - | |
| | | 13 Resources list :
| | 14 Provisioning information |
] ] { ]
| | 15 Resources with Provisioning info o
| | l : l
: : l : l
' 16 Request resources ' ! |
1 17 Provide resources [ i L

Frovider Security FIE BSE Consumer

Figure46. Functionality Enabler (FI) Seence diagram
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Authorized Mot authorized

Authenticate

Use FIE API for registering resource

<Cumpatibi|it},r check

¥

[Register resource to BSE)

¥

Success < } Failed
Process request
(Ccmfirm resource registratinn) (Registratian failed)

Figure47: FI Activity diagram- Provider

Authorized Mot authorized

Authenticate

Use FIE 4P| to discover resources

(Discm-'er resources on BSE)

¥

Success Failed
Provision information request

Access resources directly '

Figure48: FI Activity diagram- Consumer
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10.1.5.3 Deployment

In this section, we describe the deployment process for the FI enabler using a {8ookeose script

and the deployment execution commands. As described above, FIE is bundled with the BSE module.
Therefore, the deployment process described concerns noy timt FIE enabler, but the BSE/FIE
bundle. In addition to the BSE/FIE bundle, taking into consideration the dependency of the bundle to
the Access Control core enabler, the deployment process also includes the deployment of the PEP
Proxy submodule (desced in section8.6). These modules/enablers along with ACS, form a self

a S OdzNB
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Brokerage Service Environment.

version: ‘3.4’

services:
fie:
image: registry.gitlab.com/demeterproject/wp3/bse/bse:bse_web_1.3.2
restart: always
command: [*sh", "/home/app/web/entrypoint.sh"]
volumes:
- staticfiles:/lhome/app/web/staticfiles
expose:
- 8000
env_file:
- ./common/.env.prod
depends_on:
- db
networks:
- bse_network

pepproxybse:
image:
registry.gitlab.com/demeterproject/wp3/se/components/pep_proxy:1.0
logging:
driver: "json
options:
max- size: "10m"
max- file: "3"
expose:
- 1027

- file"

depends_on:
- fie

volumes:

- .letc/letsencrypt/fullchain.pem:/opt/PEP
demeter.pem # volumes to import certificates to container
- .Jetc/letsencrypt/privkey.pem:/opt/PEP

demeter.pem

- Proxy/certs/fullchain -

- Proxy/certs/privkey -

env_file:

- .Jcommon/.env.pro d.pepproxy
networks:

- bse_network
restart: unless - stopped

nginx:
image: registry.gitlab.com/demeterproject/wp3/bse/bse:bse nginx_ 1.1
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volumes:
- staticfiles:/lhome/app/web/staticfiles
- .[fullchain.pem:/etc/letsencrypt/live/bse.h2020 - demeter -
cloud.eu/fullchain.pem
- .Iprivkey.pem:/etc/letsencrypt/live/bse.h2020 - demeter -
cloud.eu/privkey.pem
ports:
- 80:80
- 443:443
depends_on:
- fie
- pepproxybse
networks:
- bse_network

db:
image: postgres:12.0 - alpine
volumes:
- postgres_data:/var/lib/postgresqgl/data/
env_file:
- ./common/.env.prod.db
networks:
- bse_network

consul:
image: registry.gitlab.com/demeterproject/wp3/bse/bse:bse_consul_1.0
expose:
- 8500
- 8600/udp
restart: always
command: agent  -server -bind 0.0.0.0 - client 0.0.0.0 - bootstrap - expect 1
-ui -config -file=/consul/config/consul - config.json - data - dir=/consul/data
volumes:
- ./Jcommon/consul/config/consul - config.json:/consul/config/consul -
config.json
- ./Jcommon/consul/data:/consul/data
networks:
- bse_network

networks:
bse netwo rk:
driver_opts:
com.docker.network.bridge.name: br_bse

Deploy by:

| sudo docker - compose up -d
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10.1.5.4 Configuration parameters

Configuration Value Type Description
parameter
pep_protocol Defined by user String HTTP (SSL is served

through thereverse
proxy setrvice, i.e.,
nginx)

target_protocol Defined by user String HTTP (SSL is served
through the reverse
proxy setrvice, i.e.,
nginx)

target_host Defined by user String FIE service name, e.g.
fie

target_port Defined by user Number FIE serviceort e.g.,
8000

target_API Defined by user String BSE APl title, e.qg.,
DemeterBSE

PEP_ENDPOINT Defined by user String BSE endpoint, e.g.,
https://bse.h2020

- demeter -
cloud.eu:443

10.2 Access Control Enabler
10.2.1 Authentication Security Enabler

10.2.1.1 Functionality description

The Security Authentication Enabler library provides the DEMETER components and the pilots
developers with an abstract way to access to the Authentication OAuth 2.0 functionalities exposed
by the DEMETER Authentication componeBER API.

This library provides the following functions:

9 Authentication by username and password
1 Refresh authentication
i Revoke authentication token

10.2.1.2 Interaction with other Enablers

The Security Authentication Enabler may need to interact withGbenmunication and Networking
Enabler to obtain a secured communication channel to perform the authentication functionalities.

This enabler will also provide to the Security Authorisation Enabler(s) the authentication token
needed to perform authorisatioruhctionalities.

10.2.1.3 Dependencies on other Core/Advanced Enablers

The functionalities provided by the security enablers (e.g., https communication, authentication and
authorisation tokens) will be used by the other Core/Advanced Enablers and other DEMETER
compments in order to obtain a secured communication channel and get direct access to DEMETER
resources. Therefore, the security enablers do not have any dependencies with other Enablers or
DEMETER components.
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10.2.1.4 Deployment/Developmertonsiderations

The authentication security enabler will be provided as a dynamic library, initially for both Windows
and Linux Operating Systems.

This dynamic library can be used in different programming languages and frameworks.

10.2.1.5 Technical description
Thissection formally describes features/characteristics of the authentication Enabler.

Functions and Data model

The following functions are provided by this dynamic library in order to obtain, refresh and revoke
authentication tokens:

Title | Create token withJsername and Password

Function 1This field holds the name of the function used and the required (and optional) parameters

get_authentication_token(username, password)

Output This field holds the type of the output expected

Authentication token (string) and expiration (time/date)

ParamsThis field holds the parameters (if any). Separated based on the fields beloegui@dand optional

Required:

username=|[ string] | String with the username to log in
Required:
password=[string] | String with the password to log in

Success responsé/Vhat should the status code be on success and is there any returned data? This is use

when people need to know what their callbacks should expect>

0: Authentication token and its expiration date to be ug
Output parameters

token object: string json
json string object with Authentication_Toekn field,
Authentication_Token_expires_at field and the details of the
response
to the query

with following authentication/authorisation functions

Example:
Authentication_Token:04c5b0742924b3f911b
Authentication_Token_expires_at:"20408-20T15:05:35.697Z2"

Error responseThis field holds thest of all possible error responses. Doing that, helps prevent assumptions
why the endpoint fails and saves a lot of time during the integration process.

-1 aLy@Ft AR Of ASy Gy O] There has been a time out event while connecting t
Keyro& Server

1> aLy gl £t AR 3INJ y[j Y dza| The username or password provided doesn’t match
any registered user in Keyrock

Sample calllhisfield holds a possible sample call to the described function

A3SGYl dzZi KSYGAOF A2y pii21Sy 66dzAaSNWSELl YLX SXSE

NotesThis field holds any additional helpful info related to the function described.
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Title | Refresh token

Function 1This field holds the name of the function used andréwgiired (and optional) parameters

refresh_authentication_token(authentication_token)

Output This field holds the type of the output expected

Authentication token (string) and expiration (time/date)

ParamsThis field holds the parameters (if any). Separated based on the fields beloegni@dand optional.

Required:

authentication=[ string] | String with the authentication token

Success responséVhat should the status code be on success atitei® any returned data? This is useful
when people need to know what their callbacks should expect>

Authentication_Token65c6b8703535-6b4f345hb-34a345f3ac7f New authentication token and its expiration date to
used with following authentication/authorisation

Authentication_Token_expires_at:"20408-20T15:05:35.6972" .
functions.

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent assumptio
why the endpoint failsrad saves a lot of time during the integration process.

-1,'{"400":"Invalid grant: refresh token is no The token provided is no longer valid, therefore, a n
longer valid"} authentication token is not provided.

Sample calllhisfield holds a possiblemple call to the described function

refresh_authentication_token(65c6b88%356b4+345b-34a345f3ac7f)

NotesThis field holds any additional helpful info related to the function described.

Title | Revoke token

Function 1This field holds theame of the function used and the required (and optional) parameters

revoke_authentication_token(authentication_token)

Output This field holds the type of the output expected

ParamsThis field holds the parameters (if any). Separated based on the fields beloeguiedand optional

Required:

authentication= string] \ String with the authentication token

Success responséVhat should the status code be on success and is thereeturned data? This is useful
when people need to know what their callbacks should expect>

0 ‘ Success response for token deletion

Error responseThis field holds the list of all possible error responses. Doing that, helps passeniptions of
why the endpoint fails and saves a lot of time during the integration process.

1, The token provided is no longer valid.
{"400":"Invalid grant: refresh token is no longe
valid"}

Sample calllhisfield holds a possible sample callth@ described function

NE@21 Syl dzi KSy i A Ol 358260443450 8 o0 pEpOOD Y & i

NotesThis field holds any additional helpful info related to the function described.
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Use cases / Data flow

The following figure depicts the sequence diagrams fget authentication token
refresh_authentication_tokeandrevoke_authentication_tokefunctions.

‘ AuthenticationDLL ‘ ‘ AuthenticationCompenent ‘

Get Authentication Token  / !
1 username and password _ |

| »
! >
' 2 authentication token | |

] 1
Refresh Authentication Token ./ i
! 1 old authentication token !

i
:( 2 new authentication token

Revoke Authentication Token /J !
' 1 authentication token !

20K ||

‘ AuthenticationDLL ‘ ‘ AuthenticationComponent ‘

Figure49: Authentication function sequence diagrams

The functionsbtain the parameters and send it to the Authentication Component endpoint, where
is processed and a response is provided, either with a new authentication token
(authentication_token refresh_authentication_token or with the confirmation that an
authentication token has been revokerkeyoke_authentication_token

Deployment

The library needs to be imported in the programming language of choice, and the function imported.
The following examples show how to import them for several etlwn and widely used
programming languages such as Python, Java, and C#:

Python:

from demeter_authentication import login_with_password, login_with_client_credentail, refresh_token

authentication_token, expire_at = I TCET mxEOEMDAOOXxT OAs 200A0z AgAl BT At Al i e
Java:

import static demeter_authentication  .*;

AOOEAT OEAAQGET T mOT EAT+ AQPEOAMAO * 171 CEI mxEOEMPAOOXxIT OAs200A
C#:

using demeter_authentication;

authentication_token, expire MmAO " 1T CET mxEOEMPAOOxT OAs200A0szABAl BT At Al
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Configuration Parameters

The following configurations parameters are need for the library to access to the DEMETER
Authentication Component:

Configuration parameter | Value Type Description

KEYROCK_URL URL String Keyrock Endpoint

10.2.2 Authorisation Security Enabler

10.2.2.1 Functionality description

The authorisation enabler provides a solution for controlling the access to the resources stored in an
information repository. It is based on &echnology called Distributed CapabilBased Access
Control, which basically decouples the traditional XACML framework, into two phases: one for
receiving the authorisation, which is represented by the receipt of an authorisation token called
CapabilityToken, and a second one for accessing the information repository where basically, the
user/service inserts the previous Capability Token in the corresponding query so that a Policy
Enforcement Point Proxy (PEP_Proxy) could check if the query matchemthatof the Capability
Token. In case of a positive answer, the PEP_Proxy acts as a mere intermediary between the
user/service and the information repository.

10.2.2.2 Interaction with other Enablers

This enabler interacts with the authentication enabler. Befpegforming the authorisation process,

the authentication one must be carried out. After this authentication phase, an authentication token
is generated, and this token must be present in the authorisation requests. This way, the
authorisation enabler intexcts with the authentication enabler in order to validate this token.

Additionally, this enabler interacts with other resource repositories placed in both BSE and DEH so
that the access to the different resource repositories can be controlled. So farcuhent
implementation depends on NGSI or NGBIresource repositories.

10.2.2.3 Dependencies on other Core/Advanced Enablers

The authorisation enabler depends on the resource repository to be addressed by user/services,
since they must incorporate the&apability Token to the corresponding queries so that the
PEP_Proxy would be able to validate them.

10.2.2.4 Deployment/Development considerations

The authorisation enabler comprises different stdmponents, nevertheless, only the endpoint for

the Capability Managy is provided to the other components. For this reason, it can be accessed by
following a specific REST API. Additionally, a java library (jar) has been developed to make it easier to
interact with the corresponding servers. As this library uses JA@A, ¥ 06 S NXzy 2y RATTFS

10.2.2.5 Technical description
This section formally describes features/characteristics of an Enabler.

Functions and Data model
Data model used: each of the parameters received by this function are strings.

9 Function details:
o Name:gendbld G S/ I LI oAfAGR¢2]1SYydal dzikG2]1Syézéad
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0 Expected output: CapabilityToken. A signed JSON document.
o Error messages: Error connecting to the Authorisation server.
Data models used by the functions/methods shall be describéabies:

Table24: Authorisation Enabler Data Model Information

Name Authentication Enabler Data Model

Property Type Description

Authtoken String The token obtained from the |dentity Management

Subject String The subject ofhe authorisation query

Resource String The resource intended to access

action String The operation mode: GET, POST, PUT, PATCH or DELETE
Title | Generate Capability Token

Function 1This field holds the name of the function used andréugiired (and optional) parameters

generateCapability Tokefauthtoken,subject,resource,action)

Output This field holds the type of the output expected

Authorisation token (json document)

ParamsThis field holds the parameters (if any). Separated based on the fields belogegui@dand optional

Required:

authtoken=[ alphanumeric] | Alphanumeric string with the authentication token

Required:

subject=[alphanumeric] Alphanumeric stringvith the subject of the
authorisation request

Required:

Resource=[alphanumeric] Alphanumeric string identifying the resource to be
accessed

Required:

Action=[alphanumeric] Alphanumeric string corresponding to the operation
be performed: GEPOST, PUT, PATCH or DELETE

Success responséNVhat should the status code be on success and is there any returned data? This is use
when people need to know what their callbacks should expect>

Authorisation token: Authorisation token.
{
2EAzk 2WCwOEAMNyO4, f AlMmet
2EE2k thslssW M oWt
2EOz2k 2EOOOAOzOIit Adet
2002k
2U. x3&AO" MOxU3+07x3"1 @i lsx$A”
AO* O%n” 2t
2AAz Kk
2AT ABPKYYOAT O1 OGAI Pt Al 11 Otst AT |
it AGat
20Ezk
23A50A' MUOBOXx&" @B$A( " DWnIkUPapk7X "
A2wANG” 2t
2A0z2k |
{ o~
2AAz2k 2' %dat
20Az2k 20Ai PAOAOOOAzY

2/ k st
2Ai ek |
{ A
20z k Ist
20ek flst

202k 2#Al 2t
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Error responseThis field holds the list of all possible error responses. Doing that, helps prevent assumptio
why the endpoint fails and saves a lot of time duringititegration process.

Javajarms 6 O2yy SOGA 2y Al There has been a time out event while connecting t¢
wo9{¢ !'tLY nny?3Z &NBI dzS| Authorisation Server

Sample calllhisfield holds a possible sample call to the described function

ISYSNI GS/ I LI oA f XAD2AD3RN 1D §j@martinez@odins. &4 ¥ 3 a A

f RKOMKSYGAGASAaEdZEDICED

NotesThis field holds any additional helpful info related to the function deesdr

Use cases / Data flow
Authorisation DCapBAC access control flow is presentEjure50 below.

UML Sequence diagram(s)

Authorisation DCapBAC - ACCESS CONTROL /
! Authorigation Request + AuthM token !

' _Request vl/authftoken + AuthM token !
\

|
! Response Authh token info

1 validate AuthM token info

Authorisation XACML ___/J |
| XACML Authorisation Request _|

| validate AuthZ Request |

| _ XACML Veredict

T
| Issue Cap.Token

\_ Authotisation Reply + Cap Token

T T T T T
Authorisation DCapBAC - Access to the resource )/
| API Reguest + X-AUTH-TOKEN {Cap Token) i

| validate Cap.Token |

| API Request

| _ AP| Response

| _ AP| Response : : : :
: : ? i i :
Capability-Manager XACML-PDP PEP-Proxy

Figureb50: Authorisation DCapBAC access control sequence diagram
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Deployment

The following shows how to import trelemeter_authorisation library and an example of a call to
generateCapability Tokeflanction.

i.e java:
import demeter_authorisation;

A

AAD4AT EAT " CAT AOAOA# ADPAAEARBNI-DEEE pdatimpd@olidstesz t e 1 GOE

Configuration Parameters

The following configurations parameters are need for the library to access to the DEMETER
Authorisation enabler:

Configuration parameter | Value Type Description

AUTHORISATION_UR URL String Authorisation Endpoint

10.2.3 Communications and Networking Enabler: TLS/DTLS

10.2.3.1 Functionality description

This module provides confidentiality properties to a clisatver communication, to prevent
unauthorised readings or alterations by malicious users.

10.2.3.2 Interaction with other Enablers

This enabler will be integrated with the authentication enabler and, in general, with other security
enablers. An authentication phase is mandatory to guarantee cenfidlity aspects in a secure
system, in fact these security components should be considered as a single element in the system.

10.2.3.3 Dependencies on other Core/Advanced Enablers

This enabler only depends on the others security enablers in the suite, suahtlsntication
enabler, authorisation enabler, etc.

10.2.3.4 Deployment/Development considerations

The module will be implemented with OpenSSL, which is akmeilvn toolkit written in C that
LINE A RS&E aSOSNIf fAO0NINRASA | YR OpenISOsuppdrtd sevd@INIF 2 N
operating systems, e.g., Linux, Windows, OS X, iOS, Android, etc, with some different platforms, such
as Intel, ARM, X32, etc.

10.2.3.5 Technical description

This module implements TLS/DTLS protocols providing confidentiality. Thankss t@aihHTTPS
communication between client and server will be established. OpenSSL is a powerful and open
source solutions that provide an SSL/TLS toolkit and a cryptographic library. This toolkit implements
all the features required by a secure communigatiover a computer network, in particular the
module ensures that the information is not made available to unauthorised entities, preventing
both readings and modifications.
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The confidentiality is implemented through a secure communication channel asibsekeys that
make the information that is exchanged private. These security aspects are possible with algorithms
that cypher the data in a proper manner, so that its reading is possible only for the entities which are

in possession of the right keys.

Functions and Data model

Since the OpenSSL interface is a shell command line through which the user runs the commands for

the machine, there are no functions or data model to describe.

(TLS handshake)

Server key and
certificate generation

¥

Certificate exchange

UML Activity diagram(s)

Server public
key verification

Session key
generation

Encrypted data
exchange

Connection
termination

Figure51 OpenSSL TS/DTLS activity diagram
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UML Sequence diagram(s)
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Figure52 OpenSSL TLS/DTLS sequence diagram
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Deployment

After downloading the OpenSSL master sources, to configure its library the toolkit uses a custom
build system. Once configured, it is necessary to run a make command to build the library.

Configuration Parameters
This enabler does not have configuraticargmeters.
10.2.4 Communications and Networking Enabler: JSON/XML Encryption

10.2.4.1 Functionality description
Encryption and decryption of JSON and XML.

10.2.4.2 Interaction with other Enablers
This core enabler does not interact with any other enabler.

10.2.4.3 Dependencies oother Core/Advanced Enablers
This core enabler does not depend on any other enabler.

10.2.4.4 Deployment/Development considerations
Python library dependent on the following libraries: objcrypt, json, pyDes

make clean
make all

10.2.4.5 Technical description/information

The functions in this library make use of existing external libraries to encrypt and decrypt JSON and
XML objects.

Functions and Data model

Data models used by the functions/methods shall be described in tables:

Table25: Encryption enabler, json data model

Name JSON
Property Type Description
N/A JSON JSON data model




DEMETER 8572C
Deliverable B.4

Table26: Encryption enabler, XML data model

Name XML

Property Type Description

N/A XML XML data model
Title [Encrypt_json

Function 1This field holds the name of the function used and the required (and optional) parameters
encrypt_json(json_to_encrypt, key, labels=None)

Output This field holds the type of the output expected
Encrypted JSON (str)
ParamsThis field holds the parameters (if any). Separated based on the fields beloegaiedand optional

Required:
json_to_encrypt JSON object to encrypt
key IAlphanumeric string containing the password for the
encryption
Optional:
labels blFYS 2F (GKS tloSta asScLi N
If none, select all

Success responséWVhat should the status code be on success and is there any returned data? This is usef
people need to know what their cablacks shouléxpect>
{"test": Encrypted JSON
"X5rP1dfame+/5UIW35kmzolSBYOIZ4K|KIL7qTTMB
IpCOZKD7IVgOWK1hWY"}
Error responseThis field holds the list of all possible error responses. Doing that, helps prevent assumption
the endpoint fails and savedat of time during the integration process.
ME a02yySOiGA2Y (AYS2dz
Sample calllhisfield holds a possible sample call to the described function
Sample_object={

'test": 'test value'

}
SYONR LIip2azyoal YL Spy202S0isx aiGSaidéo
NotesThis fielcholds any additional helpful info related to the function described.

Title Decrypt_json

Function 2This field holds the name of the function used and the required (and optional) parameters
decrypt_json(json_to_decrypt, key)

Output This field holds thg/pe of the output expected

Decrypted JSON (dict)

ParamsThis field holds the parameters (if any). Separated based on the fields beloegai@dand optional

Required:
json_to_decrypt |JSON string to decrypt
Required:
key IAlphanumeric string containing the password for the

decryption

Success responséNVhat should the status code be on success and is there any returned data? This is usef
people need to know what their callacks should expect>

SwiSadQy wisSaid oIt dzSQY |Decrypted JSON

Error responseThis field holds the list of all possible error responses. Doing that, helps prevent assumption
the endpoint fails and saves a lot of time during the integration process.

FYisSaiqQy wav The password is wrong and theatyption failed
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Sample calllhisfield holds a possible sample call to the described function
encrypted_json={"test": "X5rP1dfame+/5UIW35kmzolSBYOIZ4KjkIL7gTTMBcSKA9IpCOZkD7IVgOWK1hV
SYONRB LI 232y 6SYONRBLISRY2a2ys atSaideo
NotesThis fieldholds any additional helpful info related to the function described.

Title [Encrypt XML

Function 3This field holds the name of the function used and the required (and optional) parameters
encrypt_xml(xml_to_encrypt, key, labels=None)

Output Thisfield holds the type of the output expected

Encrypted XML (bytes)

ParamsThis field holds the parameters (if any). Separated based on the fields beloegni@dand optional.
Required:

xml_to_encrypt |XML string to encrypt
Required:
key IAlphanumeric 8 characters string containing the
password for the encryption
Optional:
labels blFYS 2F (GKS tloSta asScLi N

If none, select all
Success responsé/Vhat should the status code be on success and is there any retdata@ This is useful whe
people need to know what their catlacks should expect>

"\xfca8 x8\xdA xffO\n\xed xaed xbd\ x8AxeAxd7ywx19 [Encrypted XML
xfe\xed xaB xa8 xb9PIxacG
xcdx15ASkxedYdxaeZ#x04@xd2AxchBx91[\xbAXx0A
X94"AxeB n'\x94 xa3 x03N~Xx19\ xa4a XxC7XX95X X9
xdeéxc3a'o\xb1Mxf1ixfe\x1d x19 xa5'
Error responseThis field holds the list of all possible error responses. Doing that, helps prevent assumption
the endpoint fails and saves a lot of time during the integration process

\ValueError: Invalid DES key size. The password is too short or too long
Key must be exactly 8 bytes long.

Sample calllhisfield holds a possible sample call to the described function

data ="
<?xml version="1.0"?>
<test>
<title>Sample text</title>
</test>

encrypt_xml(data, "test1234")
NotesThis field holds any additional helpful info related to the function described.

Title |Decrypt_XML
Function 4This field holds the name of the function used andréugiired (and optional) parameters
decrypt_xml(xml_to_decrypt, key)

Output This field holds the type of the output expected

Decrypted XML (bytes)

ParamsThis field holds the parameters (if any). Separated based on the fields beloegniedand optional
Required:

xml_to_decrypt |XML bytes to decrypt

Required:
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key

IAlphanumeric 8 characters string containing the
password for the decryption

Success responséNhat should the status code be on

people need to know what their callacks should expect>

success and is there any returned data? This is usef

b'\n<?xml version="1.0"%n <testXn
text</title>\n </test>\n'

<title>Sample

Deaypted XML

Error responseThis field holds the list of all possible e

the endpoint fails and saves a lot of time during the integration process.

rror responses. Doing that, helps prevent assumption

TBD

The password is wrong and tkdecryption failed

\ValueError: Invalid DES key size.
Key must be exactly 8 bytes long.

The password is too short or too long

Sample calllhisfield holds a possible sample call to the described function

xdeixc3a'o\xb1 M xfIVixfe\x1dx19Axa5'
decrypt_xml(data, "test1234")

data =b'\xfca8 x8f\xdd xffO\n\xed xaed xbd\ x8Axe Axd 7\ x1A xfe\xed xaB xa8 xb9P\xacG
xcdx15ASkxedY dxaeZ¥x04Gxd2AxcBx91[\xbAx0Ax94"AxeB n\x9Axa3 xO3N~Xx19\ xa4a Xxc7XX95xx91

Notes This field holds any additional helpful info related to the function described.
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UML Activity diagram(s)
(lnput: ) (lnput:] (Input& )
JSON to encrypt Key Labels to encrypt
Y Y Y

Specified labels
Split json and select Yy
tables to encrypt

: Create crypter with key
and AES CBC 32 Block

INput:
JSOM to decrypt

. Encryption
Create crypter with ke
and AES CBC 32 Block
[ Encryption ] v
Y [Decr}rpt with cr}rpter)
(Encrypt with ctyp!ea 4‘
Output:
Output: ;

Enc?ypted]son | Decrypted json l

Input:
XML to decrypt

] ut Input:
8 es Key Labels to encrypt

Spcdﬂed labels

INput: Input:
Split xml and select XML to decrypt 8 bytes Key
labels to encrypt

Create crypter with key
and AES CBC 32 Block

Create crypter with key ,
and AES CBC 32 Block Encryption
Encryption T

Y [Decr}rpt with crypter
(Encrypt with c:ypteu) *

Output
Output:
Encrypted XML | Decrypted XML l

Figure53: XML encryption and decryption activity diagram
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UML Sequence diagram(s)

This enablerdoes not involve two agents; hence, when the library is imported in the application
code, it becomes a part of it.

Deployment

gcc compiler:

make clean

make all

Configuration Parameters
This enabler does not have configuration parameters.

10.3 DEHClient Enabler

The DEH Client Enabler Module is a core component of DEH (Demeter Enabler Hub) architecture,
this module enables us to discover, monitor, and generate resource consumption metrics of DEH
Service containers deployed on a Docker Host. Theicsetinus generated are periodically updated

to the DEH Resource Registry Management (RRM) and the metrics data is visualised with the DEH
Dashboard. Here Docker Host represents a host or server running docker daemon service hosting
Docker Containers andrasource represents DEH Core Modules deployed as Docker Containers i.e.,
DEH Service Containers on a Docker Host. This communication between DEH Client Module and
Docker Host happens over a secured channel.

To encapsulate DEH Client Module as a flexilghtweight, portable across various environments
(e.g.,dev/test/ga/prod), and selfsufficient/ selfcontained solution, the same is deployed as Docker.

This would enable an external party to deploy DEH Client solution as aatamelDocker Container

and start monitoring containers on any Docker Host hosting DEH Service Containers.

This section outlines the how DEH Client Module work, its functionality, interaction with other DEH
Core Enablers with an architecture and data flow diagram, deploymergiderations, and finally
RIFIGFE Y2RSts SELRASR !'tLQ&> |yR dAal 3So

10.3.1.1 How DEH Client works

This section describes DEH Client Module design and underlying technology. By default, Docker runs
through a nonmnetworked UNIX socket. It can optionally be madectonmunicate using an HTTP
socket. The Docker Engine APl is an HTTP API served by the Docker Engine. So, everything the Docke
Client CLI can do can also be done with the API and this API can be accessed from a remote Docker
Client CLI. It is this API seevi(Docker Engine Remote API) that DEH Client Module uses to
communicate with the Docker Engine and have full access over Docker Daemon service running on
Docker Host. This enables the module to monitor containers running on a remote Docker Host and
generde resource consumption metrics at runtime. Thus, enabling modularity and flexibility by not
having to bundle DEH Client solution with all possible Docker Host. So, the user can configure to
listen to any Docker Host and runtime and start generating netric

The screenshot below shows how to enable Docker Engine to communicate over HTTP socket.
Updated /lib/systemd/system/docker.servi@mnfigurationis shown below:
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[Service]

Type=

# the default is not to use systemd for cgroups because the delegate issues still

# exists and systemd currently does not support the cgroup feature set required

# for containers run by docker

#ExecStart=/usr/bin/dockerd -H fd:// -H=tcp://0.0.0.0:8080 --containerd=/run/containerd/containerd.sock

Figure54: DEH Client Docker Engine API

Figure54 above shows how to enable Docker Engine to communicate over HTTP socket. Update
/lib/systemd/system/docker.serviceonfigurationwith -H tcp://0.0.0.0:2375and the Daemon will

open a TCP socket listening on 2375 TCP port for all system interfaces and for any remote Docker
Client to have access to.

client
docker CLI

REST API

Docker Host
server

docker daemon

Figure55: DEH Client Docker Engine Remote API.
Figure55 depicts the Docker Engine Remote API layer.

To secure communication between DEH Client and Docker Host a configuration is needed. DEH
Client uses Remote Docker Engine API to communicate with Docker Host. At this point, the API is
public and available to anyone. This is not a good idea, espectally Engine API has to be exposed

over the internet.

For secured communication, users can configure both the Docker Client CLI (DEH Client Module) and
the Docker Engine daemon to require TLS for authentication. So, all communications between the
Docker Bgine CLi DEH Client and the Docker Engine daemon are accompanied by a signed trusted
digital certificate.
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How to secure communication between DEH Client and Docker Host

This section outlines how a secured communication channel is established betednClient
Module and Docker Host using TLS Authentication.

CA Server
'@ CA Certificate
Certificates signed by CA for f
remote Docker Engine CLI Q

Trust
i
Q Docker commands
from DEH Client

=) with signed Docker
DEH Client clients key Docker Host

Enabler Q
C—=
DEH Client

Enabler

Figure56: DEH Client and Docker Host Secured Communication.

Figure56 above depicts how trust is established between DEH Client and Docker Host.

Configure Docker Hosln order to make Docker Daemon reachable through the network in a safe
manner, secured TLS connection must be configured usingigald certificates wit OpenSSL

LI O1+3S FyR ¢[{ Ydzad 0SS SylroftSR o0& alLISOATeAy3
to a trusted CA certificate as shown belolo Make Docker Daemon accept only connections from
clients providing a certificate trusted by our @Ad over an assigned port, run Docker daemon with

-tIs flag along with CA issued certificate as below.

$ dockerd--tlsverify --tlscacert=Cert/ca.perrtlscert=Cert/servercert.pem--tiskey=Cert/server
key.pem-H=0.0.0.0:<<Port Number>>

Sample Docker ¢t configuration as shown in the below screenshot.

vi /lib/systemd/system/docker.service
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:/] -H=tcp://0.0.0.0:8080

=1 [

Figure57: DEH Client- Configure Docker Host.

On Client to access remote Docker Daemon, the Docker Engine CLI (DEH Client) musttprovid
digital certificate for Docker engine daemon to accept incoming commands from it.

$ docker--tlsverify--tlscacert=Cert/ca.pemtlscert=Cert/cert.pem-tiskey=Cert/key.pem
H=$DOCKER_DAEMON_HOST:2376 version

ubuntu@demeter-dev-2:~/docker_test$ docker --tlsverify --tlscacert=./ca.pem --tlscert=./cert.pem --tlskey=key.pem -H=demeter-dev-1:2376 version
Client:

Version: 19.03.8

API version: 1.40

Go version: gol.13.8

Git commit: afacb8b7f0

Built: Wed Oct 14 19:43:43 2020

0S/Arch: linux/amd64

Experimental: false

Server:

Engine:
Version: 19.03.8
API version: 1.40 (minimum version 1.12)
Go version: gol.13.8
Git commit: afacb8b7fe
Built: Wed Oct 14 16:41:21 2020
0S/Arch: 1inux/amd64
Experimental: false

containerd:
Version: 1.3.3-0ubuntu2
GitCommit:

spec: 1.0.2-dev

docker-init:
Version: 0.18.0
GitCommit:

Figure58 DEH Client CLI Interaction with Remote Docker Daemon Docker Host.

The above screenshot depicts how Docker Client CLI can access Docker Daemon service running on
remote Docker Host.
1 With Docker Daemon running witlsverifyflag set with atrusted signed digital certificate,
Docker Host Daemon will accept connections from clients authenticated by a certificate
signed by that CA. Thus, trust is established between Docker Host and Client, and flow is
outlined as below:
1 Docker daemon (Dockétost) configured to allow connections from clients with a trusted
certificate.
1 DEH Client sends a request to access container information along with certificate.
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1 So, all communications between the DEH Client and the Docker Host must be accompanied
viaa signed trusted digital certificate.

I Once secured communication is established DEH Client can assess the information of
Containers running on Docker Host.

10.3.1.1.1 Functionality description
This section outlines the core functionalities of DEH Client Module.eBuarés list as follows.
Resource consumption metrics.

Resource consumption metrics
591 /fASYy( az2RdAZ SQa O2NB TFdzyOlAzylfAte Aa G2 Y2
on Docker Host, generate resource consumption metrics, and repokt Wwidb metrics data to DEH
RRM. The following attributes are tracked as part of metrics data for all the running containers.
1 Volume: Memory Usage & CPU Usage.
9 Time Usage: Duration of running containers. (Container uptime)

Auto registration of container information with DEH RRM and BSE:

This section outlines another core functionality of DEH Client Module which is to establish an
interface with RRM (DEH Resource Registry Management) and BSE (Brokerag& Barvizaent).

As part of DEH resource registry policy, all DEH Service Container deployed & their metadata needs
G2 06S NBIAAGSNBR gAGK 591 wwa |yR .{9®d ¢KAA Aa
Dashboard which is tedious and tiraensuming.

For reliability, seamless operational flow and to reduce time on the manual effort needed in
gathering metadata on running containers and register with DEH RRM & BSE, a key feature DEH
Client Module offers is to expose a configurable option (flag autpister=yes) for the user to
enable Client Module to auteegistration of container information. With this option enabled, DEH
Client when discovering any new container, automatically attempts to registers the same with DEH
RRM & BSE internally using cotrdy RAYy 3 1t LQad® wSFSNI (12 wSa2dzNO S
DEH Client Modules can discover containers automatically when deployed.

Currently, DEH Client Module interacts with DEH RRM & BSE API for a couple of reasons.

1 GET request to DEH RRM &B® Request for resource registration data if the container is
already registered. Their corresponding registration IDs will be included in the metrics report
sent to RRM.

i POST request to DEH RRM & BSE, if auto_register = yes gather container iofioandti
register. Once registration is successful their corresponding registration IDs will be included
in the metrics report sent to RRM.

For more configurability and to give users more control over the application, DEH Client exposes an

environment fie where users can configure DEH Client to use cloud instances of DEH RRM and BSE
or use their instance (running as Docker Containers).
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#HRS SRR R

## Docker Host Config: ##

HHRS SRR R R R AR AR

docker hostname=demeterdev
docker_host=https://10.0.10.125:2376/

tls cert path=/app/DEHClientEnabler/resource monitor/
deh client port=5803

auto register=yes

G G e S e e
## DEH Account Details ##
## (This account(with provider access)will be used to generate access tokens ##
e e
DEH_ACCOUNT MAIL=sundaresanrocks@gmail.com

DEH ACCOUNT _PASS=3XXXXXXXXXX

T R

## DEMETER Access Control System (ACS) Config ##

T

ACS Token Request Url=https://acs.bse.h2020-demeter-cloud.eu:5443/v1/auth/tokens
Capability Token Url=https://acs.bse.h2020-demeter-cloud.eu:3030

user id=32194dbf-03de-4ac5-a91b-c959ceb97358

it s e

## DEH RRM Config ##

e s

DEHEnablerHub Host=https://deh-demeter.eng.it

DEHEnablerHub Resource=/api/vl/resources

DEHEnablerHub Search Resource=/api/vl/resources/search
DEH_RRM_Proxy URL=https://deh-demeter.eng.it/pep-proxy

DEH RRM Search Resource=/api/vl/resources/search

DEH Save Resource Url=/api/vl/resources

## user-id of the user with access to ACS, to generate tokens

e s

## DEH BSE Config ##

it s e

DEH BSE Host=https://vml.test.h2020-demeter-cloud.eu

## GET 1list of service registered

DEH BSE GET SERVICES=/api/BSE/services

## GET service registered by name

DEH_BSE GET SERVICE=/api/BSE/service

DEH BSE GET SERVICE BY DEH ID=/api/BSE/service/deh

DEH_BSE Register_ Service=/api/BSE/register

DEH BSE ACS Token Request Url=https://acs.bse.h2020-demeter-cloud.eu:5443/v1/auth/tokens
DEH BSE Capability Token Url=https://acs.bse.h2820-demeter-cloud.eu:3030
DEH BSE Proxy URL=https://vml.test.h2020-demeter-cloud.eu:443

Figure59: DEH Client Configurable Parameters.

Figure59 depicts a set of configurable parameters including Docker Host, auto_register (which will
enable or disable auto registration with DEH RRM & BSE), ACS, DEH RRM & BSE instances, and thei
corresponding methods.
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Another interestingfeature/component of the DEH Client is Resource Discovery. Once secured
communication is established between DEH Client and remote Docker Host, DEH Client Module can

monitor resource information and Docker Events on Docker Host.

Resource discovery components constantly monitor for docker events on Docker Host, this enables
the client to automatically detects any new containers deployed and adds the same to the
monitoring list. For effective utilisation of resources, the clientyanbnitors and generates resource
consumption metrics for those running containers and sends data to RRM periodidély.

following Figure60 depicts the list of Docker Events monitored.

Figure60: DEH Client Monitored Docker Events.

DEH Client also exposes an API that will enable users to list DEH Service Containers deployed on

Docker Host by placing the appropedilters. The filters include:

1 Filter by container name, string pattern match.
GET
Request:  "http://172.17.0.5:5003/api/v1/DEHCIlientEnabler/ResourceConsumption/ge
t resources_filter?name=estimate"
Response :
[
"estimate -animal - welfare -condition -ws01",
"estimate -animal - welfare -condition -ws1",
"estimate -animal - welfare -condition -demoll"
]
i Filter by containers current status  (running, paused, or  exited).
GET
Request:  "http://172.17.0.5:5003/api/v1/DEHCIlientEnabler/ResourceConsumption/get_re
sources_filter?status=running"
Response :
[
"estimate - animal - welfare -condition -ws01",
"dehclient_ws01",
"estimate -animal - welfare -condition -ws1",
"estimate -animal - welf are - condition -demol1",
"authorisation_capabilitymanager_1"
]
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1 Filter by Ancestor (Instance of a specific image):
GET
Request:  "http://172.17.0.5:5003/api/v1/DEHCIlientEnabler/ResourceConsumption/get_re
sources_filter?ancestor=demeterengteam/estimate - animal - welfare - condition:candidate"
Response :

[

"estimate -animal - welfare -condition -ws01",
"estimate -animal - welfare -condition -ws1",
"estimate -animal - welfare - condition -ws2

10.3.1.1.2 Interaction with other Enablers
tKAAa aSoOtAaz2y Stlo2NIrGSa 2y 591 / £ A Enablersav@hR dzf S O
architecture and UML sequence diagrams.

DEH Client Module interacts with three core components of DEH namely DEMETER Access Control
System (ACS Access Control Enable), DEH RRM (Resource Registration Management), and BSE
(Brokerage Senwic Environment). Communication between these is established through their
NEBALISOGADS FLILX AOFGA2Y LINRPANFYYAYy3I AYyiESNFI OSa
interaction currently is limited to resource registry management.

Identity Manager i.e. DEMETER Access Control System {A&£8ess Control Enable) is used to
ensure authentication and authorisation for Resource Registration Management component i.e.,
591 wwa 9 .{9 !tLQa®d ¢KA& {SOdzNARG& ! dzii K&iohl( A OF
functionalities and ensure interaction with other modules over a secured communication channel.

DEMETER Brokerage Authentication
Service Environment - BSE Server - ACS Docker Host: Running DEH
Service Containers e.g,
| | | estimate-animal-welfare
< N - condition
= @
wB 7 a8 Server/Host
E =
= -
c| EE =
S| a2 }
£| 5§ | »m»
= =
g 8% B E
o O sl Ipip
I E x éé £ Containers Images
a8l &g =l E
e .0 ;I E 2 A v
= 2 A
] [T | 2
g =z g2
=0
DEH Enabler Hub 8 S
DEH RRM API oo

¥y
-
Token, DEH Client .

GET: With deh_id as a parameter, get registered resource
details. Secure Communication Channel

< > < J

E‘ POST: Resource Consumption Metrics to DEH. 4 E DEH Client GET: With deh_id get
Ref ID : deh_id (RRM Registration ID) Metrics | Stats for a given resource
DEH Client Enabler Ap1  RefID : deh_id (RRM Registration ID)

Figure61: DEH Client Architecture Diagram.

Figure61 below depicts an architecture diagram illustrating DEH Client Modules' interaction with
other DEH core enablers/ modules.
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This section elaborates on data flow and interaction between DEHtCGlied other DEH Core

Enablers:

1 Stepl: DEH Client requests for authentication Token from ACS (Access Control System) to
have API level access to BSE and RRM.

1 Step2: Authentication Server: Token granted. (Client can use Token to communicate with
DEHCore EnablersRRM and BSE).

1 Step3: DEH Client, with valid Token and deh_id, get registered resource details from DEH
RRM using RRM API GET call. Reference ID: uid/ deh_id.

1 Step4: DEH Client, with valid Token and deh_id, register resource with BSIBBSEINgPI
POST call. Reference ID: uid/ deh_id.

9 Step5: DEH Client: Communicate with Docker Host over a secured channel.

1 Step6: DEH Client: For resource requested, generate Resource Consumption Metrics/Stats.
Reference ID: uid/ deh_id.

i Step7: DEH ClientReports backs to DEH RRM with the Resource Consumption Stats

periodically. Reference ID: uid/ deh_id.
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DEH ClienModule - UML sequencés as follows:

Figure 62 below depictsUML sequence diagram showing interactions betwB&H Client
components.

Dacker Image Reglstryl [DEH mm] BSE

Deploy DEH Service Container TSuccesstul Casel |
| Request - Dacker Pull Image |

Request - Pull Docker image From Registry »
Response - Pull Docker Image Success U

| Respanse - Dacker image .

| Request - Dacker Start Container/ Instance Of The image

"Docker Create & Start Container

E( Response - Docker Container ID.
e
| Docker Error {Docker Image Not Found In Registry/ i
| Falled To Deploy As Docker Container), _ o

Milstlr Resource WIth RRM ) [successtul Casel

Request

| Authentication Accepted | } u

| Request - Register Resource with RAM

H | | H Registration Process

: ' ; ! Generate UIC For Resource Registered
| Response: Confirm Registration, & | ) H

P O, OO S S

T€rrdr] J
| Net Authorized
<

Tegister Resource WIth BSE 7 [sureers Tl Cane]

| Authentication Request

acceped ‘ ‘ I

| Request - Register Resource With BSE

| | | ! Registration Pros

H | \ H Gemerste BSE D For Resource Registered
| Response: Confirm Registration, & | i i

| ¢ BSE_ID for Registered Resource ! ' !

[Eiror]
| Not Author
rwoke DEH Client APL GETREquesl I ’ 1 ' [ DEHClient ]
uuuuuuu S With UID As Parameter | : | i
RRM: Gat Regiatration Info Associated WIth UID. TSuccessrul Casel T
Authentication Request !
hentication Accepted -
Request - Resource Registration Info Far UID. !
Get Registration info. H !
ation Info With R H
>
-
Mot Exists >
BSE: Get Registration info iated With UID T
Request H |
UAmhemmauan Acceptad )!
| o Request - Resource Regi infa For UID. H
Get Registration info With Actual Resource Name. |
H |Respanse - Registration Info With Resource Name. |
(Erver] !
1 Not Authonized O UID Not Exists N
Resource Discovery & Generate Metrics Tase] T
| Request - Generate R Consumption Metrics For A Given Resource '
Identify If The Resource/Container By Name Is Deploy On Docker Host. | 1
Respense - Runtime Metrics Data Of The Container H
(e f
| Response - Ho Container By Name Is Deployed On Docker Host N

| Response - Resource Consumption Metrics For The Resuma Requested,
| With Associated UID & GSE 0. i B .

Docker Host IDntkerlmage Reg.stryl {DEH RRM] BSE DEHClient

Figure62 DEH Client UML Sequence Diagram

The below sectiomescribes the sequence flow in detail with corresponding action and response.
Each action needs to be performed by ICT expert to be complete. An action corresponds with an
operation using a DEH Client tool; the ICT expert at the end of each action ®iileracconfirmation
message by the Module if the specific actgimeshim a goodesult.

1. PilotAction(step 1)¢ Action5 2 O1 SNJ O2y FAIdzNF GA 2y E Y
Setup: OnDockerHostRequespullimagefrom the registry
(e.g.,demeterengteam/estimateanimalwelfare-condition:candidate)
Responselmage pulled successfully to Docker Host.

2. PilotAction(step2)¢! OG A2y 5201 SNJ O2yFAIdzNI GA2YyEY
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Setup: OnDockerHost, Create/ Start a container (Instance of Image).
(e.g., contarer name: estimateinimalwelfare-pilot1)
ResponseResponse: Container successfully created/ started on Docker Host.

3. Pilot Action(step 3)¢ Action Registra | Y ASYSy G éY
Setup: Register container details with DEH RRM.
Response
RRM, with valid caainer information registers and responds with a unique identifier i.e.,
UID. This uid will be used as a unique identifier of a container across DEH. Also, the Pilot
uses the uid to track or generate container resource consumption metrics. e.g., container
estimate-animalwelfare-pilotl is registered with DEH RRM.

4. Pilot Action(step 4)Y thvoke5 91  / f ASy G !t L€ Y thed@ver&aisedd 6 S Y S
Setup: Issue DEH Client APl GET Request with UID as parameter to generate resource
consumption metics.

DEH Client Internal flominternal DEH Client Event.

DEH Client Internal flow below represents the internal sequence of events triggered by Step 4 of
Pilot action. Each event sequence is associated with an expected outcome, anyadueatwill be
reported back with appropriate error as a response for Pilot Action 4.

1 Eventsequence 1PEH Client ActiofRequest for Authorisation Token from ACS to access
other DEHmodulei.e.,DEH RRM & BSE.
Expected Outcome: ACS, for authorised uegquest from DEHClientgenerates and issues
token to interactwith DEH RRM and BSE.
¢tKS Ot ASy(d dzaSa GKAa (21Sy F2NJ FdzZNIKSNJ O2VYY

1 Event sequence 2IEH Client: With valiwkenand UID, request DEH RRM
for associatectontainer information.
ExpectedOutcome:With valid UID, RRM responbacks with theassociated container
information.
1 Event sequence I)EH Client: With valid Token adtD,requestBSHor associated
containerinformation.
ExpectedOutcome:With valid UIDBSHEesponds backs with the associated container
information.
1 Event sequence 4)EH Client: Communicate with Docker Host over a
securedchannel,doesresourcediscoveny.e.,
check if thecontainer by naraishostedon theconfiguredDockerHost.
Expected Outcomd:or resource requested, generate Resource
Consumption Metrics.
1 Event sequence 5)DEH Client: Reports backs with the Resource ConsumSiais.
Reference ID: uid.

Response(Response for Setup Pilot Action 4)

RRM, with valid container information registers and responds with a unique identifier i.e.Thi$D.

uid will be used as a unique identifier of a container across DEH. Also, the Pilot uses the uid to track
or generate ontainer resource consumption metrics. e.g., container estiratenalwelfare-pilotl

is registered with DEH RRM.
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10.3.1.1.3 Deployment considerations

This sectio? dzi f Ay Sa G KS 5 9 tonfigurdblepSrgiietersy prReatpiisieQ dser
actionsand step-by-step instruction on deploying DEH Client module as a Docker Container.

¢CKS O2y Ul AYSNIAYIF3IS 2F 591 [/ fASYyl Y2RUsiBelysAf
available to all DEMETER consortium and the requirements enienal, i.e., OS capable of running
dockercontainers, docker service up and runniRegistry and Image details below:

Registry:registry.gitlab.com/demeterproject/wp3/demeterenablerhub/dehclient:vl
Image :dehclient:vl

Configuration Parameters:

The below table represents the configurable parameteenv file). Theseare mandatory
configurationparametersand needgo updatein environment file before deploying DEH Client
Module as a container.

Table27. DEH Client Module ©nfigurable Parameters

Configuration parameter \Value Type Description

docker_hostname Defined byuser.  [String Docker Host Name

docker_host Defined by user. [Number Docker Host Engine ABRL.
e.g.,https://10.0.10.125:2376/

deh_client_port Defined by user. [Number DEH Client Port

auto_register Defined by user. [String Flag (yes/no) tellModules to aute
register container data with DEH RR
& BSE

DEH_ACCOUNT_MAIL Defined byuser.  [String DEHaccount(with provider
accessemail,will be used to generatg
accesACSokens.

DEH_ACCOUNT_PASS Defined by user. [String DEH account (with provider

accesspassword, will be used to
generate access ACS tokens.

DEHEnablerHub_Host Defined by user. [String DEH RRMndpoint, can be configure
to use the cloud instance or
userinstancee.g.,
https://deh-demeter.eng.it
ACS_Token_Request_Url [Defined by user. |[String Identity Manager ACS instance
e.g.,
https://acs.bse.h202@lemeter
cloud.eu:5443/v1/auth/tokens
Capability_Token_Url Defined by user. [String Capability Manager endpoint
e.g.,
https://acs.bse.h202@lemeter
cloud.eu:3030

DEH_RRM_Proxy_URL Defined by user. [String DEH RRMep proxyurl
e.g.,
https://deh-demeter.eng.it/pepproxy
user_id Defined by user. |String DEH account used, account with

provider access and will be used to
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Configuration parameter \Value Type Description

generate access tokens.
DEH_BSE_Host Defined by user. [String BSEendpoint, can beanfigured to usg
the cloud instance or user instance
e.g.,
https://vm1.test.n2020demeter
cloud.eu
DEH_BSE_ACS_Token_Re(Defined by user. |String Identity Manager ACS instance

| Url e.g.,

https://acs.bse.h202@lemeter
cloud.eu:5443/v1/auth/tokens
DEH_BSE_Capability TokerDefined by user. |[String Capability Manager endpoint

| e.g.,

https://acs.bse.h202@lemeter
cloud.eu:3030

DEH_BSE _Proxy URL Defined by user. [String BSEpep proxyurl

e.g.,
https://vm1.test.h2020demeter
cloud.eu:443

Also refer toFigure59 DEHClient Configurable Parameters, for a sample .env file pogsible
parameters.

Pre-Requirements:

Below are thepre-requirementsto be satisfied before running DEH Client Modula Pibt
environmentas a docker container.

1 DEHCIlient: Docker pull image DEH Client from registry.

1 .env: Updatehe environmentfile with related attributes/ configurablparameterasshown
in Figure59, before starting DEH Client.

1 Docker Host: For secured communication, configure Docker daemon to only accept
connections from clients providing a trusted certificate and p®heseare selfsigned
certificatesgeneratedusingopenssipackage.

Note: Please refer to the&Securing Docker Engine XPdlocument (accessible only for
DEMETER consortium at the moment) for detailed info on how to generate the certificates
and configure

i DEH Enabler/s or Containers running on Docker Host.

T User Account: With privileges to get ACS tokens & access BSE & RRE & ©

1 DEH RRM & BSE: Either use corresponding cloud or local instances.

Deploymentinstructions:
The following sectiooutlines step by step installation instructiofee the DEH Client Module.

1 Login into the registry
$ sudo docker login registry.gith.com

1 Provide your credentials

15 Securing Doale Engine APhttps://gitlab.com/demeterproject/wp3/demeterenablerhub/dehclient/
/blob/master/Securing_Docker Engine_ API.pdf
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Successful Login Response: Login Succeeded
1 Pull the image from the registry.

$ docker image pull
registry.gitlab.com/demeterproject/wp3/demeterenablerhub/dehclient:v1l

1 Create container, supplying env variables as a file:

$ dacker create-name <<"ContainerName">senvfile <<"env file name">>
registry.gitlab.com/demeterproject/wp3/demeterenablerhub/dehclient:vl

1 Copy relevant Client certificates to the container before starting the container.

Note: Please refer to the documetecuring Docker Engine APIl.pdf" to establish a secure
connection between Docker Client & Docker Host.

https://qgitlab.com/demeterproject/wp3/demeterenablerhub/dehclient/
[blob/master/Securing_Docker Engine_API.pdf

$ docker cp<"CertPath">>/ca.pem
<<"ContainerName">>:/app/DEHCIlientEnabler/resource_monitor

$ docker cp <<"CertPath">>/key.pem
<<"ContainerName">>:/app/DEHClientEnabler/resource_monitor

$ docker cp <<"CertPath">>/cert.pem
<<"ContainerName">>:/app/DEHClientEnabler/resource_monitor

i Start container{ if you want to use interactive mode)
$ sudo docker stari <<"ContainerName">>.

10.3.1.1.4 Technical description
This section summarises the technologies, tools and frameworks linkée tionplementation of
DEH Clienviodule.

The following table summarises resources linked to the DEH Client Module
Flask web framework https://pypi.org/project/Flask/
Docker https://docs.docker.com/getocker/



https://gitlab.com/demeterproject/wp3/demeterenablerhub/dehclient/-/blob/master/Securing_Docker_Engine_API.pdf
https://gitlab.com/demeterproject/wp3/demeterenablerhub/dehclient/-/blob/master/Securing_Docker_Engine_API.pdf
https://pypi.org/project/Flask/
https://docs.docker.com/get-docker/
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10.3.1.1.5 API and Data model
This section below describes the Data Mbuased with DEH Client Model.

Table28: DEH Client Module Resource Consumption Metrics Data Model

Name DEH Client generated resource consumption metrics data model

Property Type Description

| id string RRMResource Registration 1D

ResourcelD string Container 1D

ResourceName string Container Name

HostName string Container Host Name

IP string Container IPV4 address

deh_id string RRM Resource Registration ID

bse id string BSHResource Registration ID

Uptime integer Uptime in Seconds

\Volume dictionary cpu& mem utilisation data.

Info dictionary Other Ba_si_c infp like Container ID, Hosthame, Std
Start & Finish time

Status string Current statusf container like Running or Exited.

(8

{8
"<<deh_id>>" :{ B
"ResourcelD" :"<< type

"ResourceName" :"<< type
"HostName" : "<< type

"IP":"<< type:
"deh_id":"<< type ion I
"bse_id" :"<< type ion I
"Uptime" :"<< type:
"Volume":{ [
"epu" ;<< type ercentage Utilization >>
"mem":"<< type Memory Percentage Utilization >>"
“Info":"<< type: dict >> Other Basic info like Container ID, Hostname, Status, Start & Finish tim
"Status”:"<< type: string >> Status of container Running or Exited

Figure63: DEH Client Module Resource Consumption Metrics Data Model
Figure63BRSLIA Olla GKS 591 [/ fASyld a2RdzZ SQa 3ISYSNIGS

APldescription: Resource Consumption Metrics

The below table gives an overview of DEH Clie® Rdzf S& SELI2&aSR !t LQax
generate runtime resource consumption metrics of resources/containers deployed on a configured
Docker Host.

g K
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Title

GET resource consumption metrics by
resource/ container name or uid (RRM
registration ID).

URL:This field holds the relative path to the described API. For simplicity Root path can be cut off frg
this description and can be placed as a hypertext above the API template

/api/v1/DEHCIlientEnabler/ResourceConsumption/individual/metrics

Method This field holds the type of the Method used.

GET

URL Paramghis field holds the parameters (if any). Separated based on the fields below

into requiredandoptional.

Required:name or uid<<User can generate metrics us
registration 1D)>>

ing container name or by using uid (RRM

name Name of the resource / container deployed (

Or the docker host, for which resource

uid consumption metrics are to be generated.
Uid: unique registration id generated for
resources registered with DEH RRM

Optional:

NA | NA

Data ParamsNA

Required:

NA | NA

Optional:

NA | NA

Success responsé/Vhat should the status code be on success and is there any returnedTdasai®
useful when people need to know what their eadicks should expect>

200
Content: {
"605f580337801e241cf995&d
"BSE_ID "DEMETER:B$E: (estimateanimatwelfare-
condition9)9eb2face45a4416f8241-dd8a33cc74ch",

"HostNamé: "9c84b&ble3f",

"IP"172.17.0.22",

"RRM_ID; "605f580337801e241cf995ec",

"Resourcell
"9c84b82b1e3f2a4517161b39710275be2dffecd74e93
71f090e2¢10ce10388",

"ResourceNanie "estimate-animatwelfare-
condition9",

"ServicelD ",

"Uptime": 428457,

"Volume": {

"cpu': { "cpu_percent": 0.07610460784313726,
"cpu_stats™: {
"cpu_usage™: {
"percpu_usage"f 98684140988,
100850488718101182150986, 99365285059],
"total_usage": 400082065751,

DEH Clients Steps:

Case 1: GET Request with name

User request for resource consumption
metrics of a resourdecontainer deployed on
configured Docker Host, via DEH Client GE]
metrics request.
DEH Client communicates with Docker Hos{
over a secured channel and check if the give
resource / container by name is deployed of
the Docker Host.

If resource / containefound, generate
resource consumption metrics.

Case 2: GET Request with UID (RRM
registration 1D)

Prerequirement: User manually deploys a
container on the Docker Host and registers
the same with RRM via DEH Dashboard or
wwa !'tLQa®

Note: in this case¢he container name (for
which you intend to generate resource
consumption metrics) should match with the
name used to register with RRM.
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"usage_in_kernelmode": 160100000000,
"usage_in_usermode": 195890000000
b

"online_cpus": 4,

"system_cpu_usage": 89341210230000000,

"throttling_data": {

"periods": 0,

"throttled_periods": 0,

"throttled_time": O

}
2
"precpu_stats": {
"cpu_usage"{

"percpu_usage": [ 98683938352,
100850488718, 101181577355,
99365285059 ],

"total_usage": 400081289484,

"usage_in_kernelmode": 160100000000,

"usage_in_usermode": 195890000000

3

"online_cpus": 4,

"system_cpu_usage": 89341206150000000,
"throttling_data": {

"periods": 0,

"throttled_periods": 0,

"throttled_time": O

Pk
"mem"; {
"mem_percent: 2.987636866289207,
"memory_stats: {
"limit"; 6234546176,
"max_usage": 274284544,
"stats": {

"active_anon": 91013120,

"active file": 77824,

"cache": 253952,

"dirty": 0,

"hierarchical_memory_limit":

9223372036854772000,

"hierarchical_memsw_limit": O,
"inactive_anon™: 91189248,
"inactive_file": 126976,
"mapped_file": 270336,
"pgfault": 1119129,
"pgmajfault”: 35046,

"pgpgin": 435666,

"pgpgout": 391159,

"rss": 182521856,

"rss_huge": 0,
"total_active_anon": 91013120,
"total_active_file": 77824,

User request for resource consumption
metrics for a resource/ container deployed
on configured Docker Host, via DEHent GET
metrics request.
DEH Client communicates with DEH RRM &
fetches associated resource details like
resource / container name from RRM.
DEH Client communicates with Docker Hosl
over a secured channel and checks if the
obtained container by name ideployed on
the Docker Host.

If resource / container is found, generate
resource consumption metrics.

pg.152




DEMETER 8572C
Deliverable B.4

"total _cache": 253952,
"total_dirty": O,
"total_inactive_anon": 91189248,
"total_inactive_file": 126976,
"total_mapped_file": 270336,
"total_pgfault": 1119129,
"total_pgmajfault": 35046,
"total_pgpgin": 435666,
"total_pgpgout": 391159,
"total_rss": 182521856,
"total_rss_huge": 0,
"total_unevictable™: O,
"total_writeback": 135168,
"unevictable": 0,

"writeback": 135168

b
"usage": 186265600
Prh
"info": {
"container_id:

"9c84hb82b1e3f2a4517161b39710275be2dffecd74e93
71f090e2¢10cel0388",
"hostname': "9c84b82ble3f",
"ip": "172.17.0.22",
"state"; {
"Dead": false,
"Error": ",
"ExitCode": O,
"FinishedAt""0001-01-01T00:00:00Z",
"OOMKilled": false,
"Paused": false,
"Pid": 251254,
"Restarting": false,
"Running": true,
"StartedAt: "2021-03-27T16:02:41.819820345Z2",
"Status: "running"”
h
"status'’: "running",
"uptime": 428457
2
"last_updated: "2021-04-01 15:03:27 UTC+0000",
"status': "running"

}
}

Error responséThis field holds the list of all possible error responses. Doing that, helps prevent
assumptions of why the endpoint fails asdves a lot of time during the integration process.

501

{ "Reason" “Resource/ Container with name:
<<Container Name>> not hosted on Docker Host:
<<Docker Host Name>>"}

404

501--> When DEH Client is not able find thq
requested resource/ container byame
deployed with Docker Host.

404 --> When DEH Client fails to
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{ "Reasonl" ‘Resource with uid/ deh_id :<<uid>> not| communicate with Docker, possibly
registered withDEHRRM, Pleaseegister the resource | misconfiguration.

gAGK wwa @Al 591 RIFIakKozl|Or

metrics.", "Reason2":"Possibly, failed to communicate| When DEH Client could not find uid with RR
with DEH RRM. Please check."} or uid is invalid.

Sample callrhis field holds a possible sample call to the dbsdrendpoint in a cuiike format. Please,
choose the format wisely so that it is clear and easy to read by the interested parties.

Case 1: GET request, request for resource consumption metrics by name.
Request:

curl-X GERttp://<<DEHCIlient Container
IP>>:<<PORT>>/api/vl/DEHClientEnabler/ResourceConsumption/individual/metrics?name=<<Res
Container Name>>

Case 2: GET request, request for resource consumption metrics by uid.

curl-X GEttp://<<DEHClient Container
IP>>:<<POR->/api/v1l/DEHCIlientEnabler/ResourceConsumption/individual/metrics?uid=<<uid/ deh |
RRM Registration ID>>

NotesThis field holds any additional helpful info related to this endpoint.
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{8
"601ad929cc5e1504df125b04"
"ResourceID"
"ResourceName" : "demeterd
"deh_id" : "681ad929%¢c
"bse_id":"[
"HostName" RV
"IP":"172.17.0.9",
"Uptime" :283657,
"Volume":{ &
“epu":{ B
"cpu_percent” :8.108957875311720698,
"cpu_stats":{ @ },
"precpu_stats":{ [
8
"men" : { &
"mem_percent"” :4.5084285509681080@5,
“memory_stats":{ [ }
}

B

110t-4.2-Animal-Welfare-Training)-68e493db-5a5d-4aa3-a070-1483f8acdb6e”,

L

"info":{ &
"container_id"
"hostname" : "TESTSERVICE",
"ip":"172.17.90.9
"state":{ @ },
"status":"“running
“uptime" :283657

371773b4490d7d007885a83ed40fa65653aa8316fff891a3chdedf ",

},
"status":"running

Figure64: DEH ClientModule Generated Real Time Resource Consumption Metrics Data

Figure 64 depicts DEH Client Module generated resource consumption metrics data of a given
container. It showcases only values which are being used at this point in time by other DEH
submodules (DEH RRM).

Resource Discovery:
¢tKS 06St2¢ (GFLoftS 3IAGSa 'y 20SNIBBASG 2F 59| /| £tAS
discoverresources/containers deployed on a configured Docker Host.

Title Resource Discovery, get list of Containers matcl
filter.

URL:This field holds the relative path to the described API. For simplicity Root path can be cu
from this description andan be placed as a hypertext above the API template

ResourceConsumption/get_resources_filter

Method This field holds the type of the Method used.

GET

URL Paramghis field holds the parameters (if any). Separated based on the fields below
into requiredand optional.

Required:name or status or ancestor

AL
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name With filter by name, List of all Containers matchi
Or name pattern. Parameter: name (search
patterni.e., part of Container name)
Status

\With filter by status, List of all Containers with gi
Or status. Parameter: status (running, exited,
restarting, paused)

ancestor
\With filter by ancestorGet List of Containers whig
are instances of the given image. Parameter:
ancestor (image name or id)

Optional:

NA INA

Data ParamsNA

Required:

NA INA

Optional:

NA INA

Success responsé/Vhat should the status code be on success and is there any returned data
is useful when people need to know what their dadlcks shoul@éxpect>

200 |

Error responseThis field holds the list of all possible error responses. Doing that, helps prever
assumptions of why the endpoint fails and saves a lot of time during the integration process.
404 404--> When DEH Client fails ¢ommunicate with
Docker, possibly misconfiguration.

Sample calllhis field holds a possible sample call to the described endpoint in-bBkeufbrmat.
Please, choose the format wisely so that it is clear and easy to read by the interested parties,
Case 1GET requestGetlist of Containers matching filter mame

Request :

curl-X GEttp://<<DEHClient Container
IP>>:<<PORT>>/api/vl/DEHClientEnabler/ResourceConsumption/get_resources_filter?namf
Of Container Name>>

Responsef<<List of all container names matching the filter criteria>>]

Case 2GET requestetlist of Containers matching filter [8tatus

curl-X GERttp://<<DEHCIlient Container
IP>>:<<PORT>>/api/vl/DEHClientEnabler/ResourceConsumption/get_resource@stdiitis=<<ru
ning || paused|| stopped>>

Responsef<<List of all container names matching the filter criteria>>]

Case 3GET requestGetlist of Containers matching filter lancestor

Request:

curl-X GEttp://<<DEHClient Container
IP>>:<<POR¥#api/vl/DEHCIlientEnabléResourceConsumption/get_resources_filter?ancestor
mage Name>>

Responsef<<List of all container names matching the filter criteria>>]

NotesThis field holds any additional helpful info related to this endpoint.
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11 Infrastructure and Tools

Ly GKS O2yiSEG 2F 59a9¢9wQa wSFSNByOS LyLxt SyS$§
toolbox have been setup and configured to assist the project operations, from code sharing and
development to issue reporting and DevQpserations. The sections below describe the tools and
infrastructure that have been used in DEMETER so far.

11.1 Tools in DEMETER
This environment comprises of several tools, which are described below.

11.1.1 Version control

GitLab has been selected to be used fieanaging source code and version control in DEMETER.
GitLab is an opesource code management system based on Git, which includes a user
YEYFISYSyd LINIG GKFEG OFly 6S K2aGSR 2yftAySe 59
version where several pate repositories have been created following the structure indicated by
the partners involved. The group functionality offered by GitLab allows for code isolation, hence, to
better accommodate privacy and IPR concerns among the consortium, subgroupsdesvdefined
where access is only granted to partners directly involved to the related component and task. In
cases where public repositories are required, e.g., for public components, according to the
Description of Action (DoA) commitments, source cdus will be made public, and will, of course,

be subject to licensing terms and conditions as agreed between the partners involveédb Git
provides the ability to allow access to external parties.

In addition, Gitab offers pipelines for automated integration and deployment processes. Pipelines
describe sets of sequential continuous integrat{@) and continuous delivery (CD) operations. In
this course, CI pipelines include code building followed by automatedamuitintegration tests
while CD pipelines deploy the code to different environments, for reviewing purposes, for actual
user testing (staging environment) and, finally, for production use (production environment). The
above is depicted iRigure65.

@ Cl PIPELINE CD PIPELINE

Figure65: CI/CD operations at work

11.1.2 CI/CD

Continuous Integration (CI) is a developer practice to keep a target system up and roymiradking

small incremental changes and integrating them frequently (usually at least daily) ) on the mainline
using appropriate tools supporting automation with lots of automated tests. This enables teams to
work on shared code and increases the vigybiito the development and quality of the system. By
referring to a developer practice, Continuous Integration (Cl) typically expects developers to
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implement Testdriven development (TDD) with constant refactoring practice. When a developer is
unit-test-driving his code, he ensures that his local copy is always working.

Continuous Deployment (CD) refers to the automated deployment of melgase versions of a
system to the production environment. Following the continuous integration process, as described
above, when a system reaches a maturity level (as indicated by specific, predefined criteria), the CD
takes care of updating an existing running version of the system automatically, minimising
downtime.

Combined, CI/CD is a pipeline that gets new deveklmsiand provides an updated running version
of a system hosted in a predefined environment.

11.1.2.1 CI/CD pipelines
l'a YSYyiA2ySR 102@Ss DAGElIoQa /Lk/5 FNIFYSs2N]
deployment processes. Such a pipeline is depictddgare65.

Pipelines are defined and described in script files (.gitiaml files, an example available Rigure
660 > Sl OK 2F GKSY NXB hi\NBrdRB YipehngsDrganised B Btagész Eadhyjod fs dzR A
assigned to a Gitlab runner to be executed. Gitlab runners are merely (client) Gitlab services that run
on private or public infrastructure, connect to a public or private Gitlab instance, and exdwmite t
jobs described in the job files (building, testing, deploying). Runners execute the jobs in Docker
containers while they also run as Docker containers, hence, in DEMETER we are using-a-Docker
Docker paradigm for the Runners we use. This enaldd¢s achieve higher utilisation of our cloud
infrastructure resources. Upon the execution of the jobs, GitLab offers a reporting tool to the
developers to inspect all job stages.

/| 2NB FdzyOuA2ylftAGASEa 2F DAG[I0Q& /Lk/5 FTNIYSg2

1 Multiple projects are possible, grouped under groups and subgroups, allowing for organising
source code and components according to the architectural blocks they belong to, or other
criteria indicated by the partners.

91 Private/public projects can be created, so comporseand source code can be publicly
available if needed.

9 GitLab provides branching, developing, testing, reviewing features to the development
teams so that they can carry out their tasks in parallel before merging their work.

1 Gitlab provides a private Imadeegistry where container images can be uploaded and used
in e.g., Docker container deployments.
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File templates  .gitlab-ci.yml Choose a template...

image: docker:latest
services:
- docker:18-dind

stages:

- ver

- build

- test

- release

variables:
TEST_IMAGE: registry.gitlab.com/demeterproject/test:$CI_COMMIT REF_MNAME
RELEASE IMAGE: registry.gitlab.com/demeterproject/test:latest

before script:
- docker login -u gitlab-ci-token -p $CI JOB TOKEN registry.gitlab.com

18 ver{|
stage: ver
tags:
- docker
script:
- cat /etc/os-release
- whoami

build:
stage: build
tags:
- docker
script:
- docker build --pull -t STEST IMAGE .
- docker push $TEST IMAGE

test:
stage: test
tags:
- docker
script:
- docker pull $TEST IMAGE
- docker run $TEST IMAGE echo 'Hello World'
release:
stage: release
tags:
- docker
script:
- docker pull $TEST IMAGE
- docker tag $TEST IMAGE SRELEASE_IMAGE
- docker push SRELEASE IMAGE
only:
- master

Figure66. Example job file

11.1.3 Issue Trackers

GitLab offers an option to setup an issue tracker for projects. DEMETER leveraged on this
functionality by using issue trackers at different levels. Since early in the project, Issue Trackers have
been setup and configured for each of the technical WPK2130 = 2y S F2NJ G KS LAT|2
dedicated for the open call projects. In addition, to further improve visibility across-Wir
matters, issue trackers have been created at a coordination level, targeting more managerial aspects
rather than technicalssues.Figure67 and Figure68 show two different views of an issue tracker
ONBFGSR F2NJ GSadAy3d LdzN1LRaSay GKS .2t NR Q)\Sé
GSNX¥Ay2t2380 INB RSLAOSSRe:DGOLPYWSOhEBE EYRLW/
view where all norclosed issues are shown.

=




3 d t DEMETER 8572C
wagmeter Deliverable B.4

£ Project avervew Feedhack v | Searchorfilter results Show labels @) oo | [

B Hepositary

> Open o2 + » o + &

List General questions
dernatarproiiciope

Labels Where to find info about user management?

“Canit generate capability tok
eterpraject/opencall ety

¢ B X OF D & @ %
s =z

Figure67: Issue Tracker Board view

Figure68: Issue Tracker List view

DEMETER GitLab offers an optiongtup an issue tracker for projects. DEMETER leveraged on this
functionality by using issue trackers at different levels. Since early iprtject, Issue Trackers have

0SSy aSidzld yR O2yFTAIdzZNBR F2NJ SI OK 2 Fandidh& (SO

dedicated for the open call projects. In addition, to further improve visibility across-Wir
matters, issue trackers have been created at a coordination level, targeting more managerial aspects
rather than technical issuefigure67 and Figure68 show two different views of an issue tracker in
DEMETER: the Board view where tivee ¢ 6 dzO1 St a¢ o6yl YSR ftAada Ay
RSLAOGSR 606hLISYéS 6¢2 BYRIGLY2ESRANBABYR -GK§
closed issues are shown.
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