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1 Executive Summary

DEMETER aims to lead the Digital Transformation of the European Agrifood sector based on the
rapid adoption of advanced technologies, such as Internet of Things, Artificial Intelligence, Big Data,
Decision Support, Benchmarking, Earth &@fation, etc., in order to increase performance in
multiple aspects of farming operations, as well as to assure the viability and sustainability of the
sector in the long term. It aims to put these digital technologies at the service of farmers using a
humarrin-the-loop approach that constantly focuses on mixing human knowledge and expertise
with digital information. DEMETER focuses on interoperability as the main digital enabler, extending
the coverage of interoperability across data, platforms, serviapplications and online intelligence,

as well as human knowledge, and the implementation of interoperability by connecting farmers and
advisors with providers of ICT solutions and machinery.

To enable the achievement of the aforementioned objectives, amdpromote the targeted
technological, business, adoption and seemnomic impacts, DEMETER has starts by delivering a
Reference Architecture (RA) that is suitable to address these challenges in the agrifood domain. It
builds upon a number of related ate-of-the-art solutions aiming to demonstrate all of their
advantages combined and is based on a thorough requirements analysis, imposed by the pilot
stakeholders and guided by the DEMETER vision, embracing an holistiactarltapproach.This
deliverable introduces the initial release of the DEMETER Reference Architecture that will be used to
guide the development of the technologies in all work packages that will be used for the first round
of the DEMETER pilots. This architecture specification foleevanalysis of the State of the Art and

the first elicitation of the requirements for the technical work packages. In this respect, it initially
discusses the methodology employed to design the RA and reviews the relatedofthteart

work, justifyingwhy specific related frameworks that have been taken into account. It provides an
overview of the technical requirements that should be addressed by the DEMETER RA and
elaborates on the main RA concepts. It then describes in detail the actual DEMETIHBUBIA &
number of viewpoints (i.e., higlevel, functional, process, data, deployment and business views),
gives an overview of the main interactions among the core RA building blocks and presents the
specific RA instantiations that will be implemented derve the 20 DEMETER pilots. Finally, the
document concludes with an elaboration on the GDPR concerns and guidelines that will need to be
enforced in order to protect the data and privacy of the various DEMETER stakeholders.
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ABE Attribute-Based Encryption

Al PPP Al Public Private Partnership

AIOTI Alliance for the Internet of Things Innovation
AIS Agricultural Interoperability Space

API Application Programming Interface

ARIES ReliAble euRopean Identity EcoSystem
ARM Architectural Reference Model

BDVA Big Data Value Association

CA Certificate Authority

CEP Complex Event Processing

CIM Context Information Management

CoAP Constraint Application Protocol

CRABE Cyphertextpolicy Attributebased Encryption
CPS CyberPhysical Systems

DAE DEMETER Advanced Enabler

DDS Data Distribution Service

DEH DEMETER Enabler HUB

DOM Document Object Model

DP Digital Platforms

DS Decision Support

DSS Decision Support System

ECC Elliptic Curve Cryptography

ECDH EllipticCurve DiffieHellman

ECMQV Elliptic Curve MenezeQu-Vanstone

ECSEL Electronic Components and Systems for European Leadership
ERP Enterprise Resource Planning

ETSI European Telecommunications Standards Institute
FC Functional Components

FG Functionality Groups

FMIS Farm Management Information System
GDPR General Data Policy Regulations

GE Generic Enablers

GUI Graphical User Interface

HCI HumanComputer Interaction

HLA High Level Reference Architectures

HTTP HyperText Transfer Protocol

HTTPS HyperTex{Transfer Protocol Secure

IBE Identity-Based Encryption

IC Integration Component

ICT Information and communications technology
IDAS Integrated Data Acquisition System

[dM Identity Management
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IDS Industrial Data Space

IDSA International Data Spaces Association
IDSRAM IDS Reference Architecture Model

IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
lc Industrial Internet Consortium

HoT Industrial Internet of Things

IIRA Industrial Internet Reference Architecture
10T Internet of Things

IP Internet Protocol

ISG Industry Specification Group

ISO International Organization for Standardisation
IT Information Technology

ITU International Telecommunication Union
JSON Java Script Object Notation

KPI key performance indicators

LAN Local Area Network

LSP LargeScale Pilots

MES Manufacturing Execution System

MMT Mission Management Tool

MQTT Message Queuing Telemetry Transport
NBDRA NIST Big Data Reference Architecture

NGSI Next Generation Sensors Initiative

NGSILD Next Generation Sensors Initiativeinked Data
NIST National Institute of Standards and Technology
NI-ZKP NonInteractive Zero Knowledge Proof
OMALWM2M Open Mobile AllianceLightweight Machine to Machine
OneM2M One Machine to Machine

(O] Open Systems Interconnection

oT Operational Technology

OwWL Web Ontology Language

PAN Personal Area Network

PKC Public Key Cryptography

PLC Programmable Logic Controller

RAMI Reference Architectural Model Industrie

RAS Reliability, Availability and Serviceability
RDF Resource Description Framework

REST Representational state transfer

RFID Radio Frequency Identification Device

RPC Remote Procedure Calls

RSA RivestShamirAdleman

RTPS Real Time Publish Subscribe

S&P Security and Privacy

SCADA Supervisory Control And Data Acquisition
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SCALE Security, Cognition, Agility, Latency, Efficiency
SDK Software Development Kit

SKC Symmetric Key Cryptography

SKOS Simple Knowledge Organization System
SOCS Stakeholders Open Collaboration Space
SPS Speicherprogrammierbare Steuerung
SWRL Semantic Web Rule Language

UAV Unmanned Aerial Vehicle

uGv Unmanned Ground Vehicle

UML Unified Modeling Language

URI Uniform Resource Identifier

URL Uniform Resource Locator

WAN Wide Area Network

WSN Wireless Sensor Network

XML Extensible Markup Language
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4 Introduction

This deliverable presents the first release of DEMETER Reference Architecture that will be used

to guide the development of the technologies in all the work packages that will be instantiated for
the first round of the DEMETER pilots. This architecture specification builds upon a thorough analysis
of the related State of the Art and is guided by the initial requirements extracted by the technical
work packages and of course by the DEMETER vision and targeted objectives.

More specifically, the rest of the document is structured as follows.

Section 5 presnts the methodology used in order to design the Reference Architecture of DEMETER,;
this is based partly on the ISO/IEC/IEEE 42010 International Standard and is useful in order to
present the architecture in this document and in particular its various peemts.

Section 6 examines the issues that should be considered drmtlirtes the principles and main
examples of the Reference Model and Reference Architectures, coming mainly from the agrifood
domain (and other relevant ones), thus having a baselineesgmtation of the relevant European
(and worldwide) architecture, before these are presented in detail in the next section.

Section 7 provides an analysis of the state of the art on related Reference Architectures that are in
place for sectors and domaininked to DEMETER. This analysis, together with the technical
requirements extracted (briefly discussed in section 11), drive the design and development of the
DEMETER Reference Architecture.

Section 8 draws links between DEMETER and the Reference éiniesepresented in the state of
the art, presenting a short summary of the reasons why selected frameworks have been taken into
account to build the DEMETER Reference Architecture.

Section 9 gives an overview of the technical requirements extracted by WP2 and WP4. In this
section, only a summary of the various requirement classes is provided, distilled from the detailed
work done on cataloguing the requirements by the corresponding Work Packages. It is left to the
corresponding WP2/3/4 deliverables present the exhausting list of specific technical requirements
elicited.

Section 10 presents the main concepts of the DEMETER architecture. Key among these are the
DEMETER Stakeholders Open Collaboration Space and Agricultural Interoperability Space, both
accessed by users through the DEMETER Dashboard, as well as the DEMETER Enabler HUB which
provides all resources needed for the development of DEMERBRed applications, as well as the
integration and deployment of the DEMETER tools and enabling teagias.

Section 11 presents the DEMETER Reference Architecture through a number of viewpoints:

9 subsection 11.1 gives a hi¢gwvel view of the entire architecture elaborating on an indicative
instantiation example;

1 subsection 11.2 presents the functional viewpoint of the RA and described the main
components of the DEMETER system;

§ subsection 11.3INBaSyia G(KS w! Qa LINROS&aa OASs | yR SEI

the components communicate to deliver the foresefeatures, functionality elements and
mechanisms;
9 subsection 1l1.4describes the data viewpoint, highlighting the data flows and the
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components needed to manage the main data processes, such as storage, retrieval,
processing and security management;

9 subwction 11.5 presents the deployment viewpoint mainly dealing with the topology and
connections of software components on the physical layer when applications are deployed;

9 subsection 11.6 presents the business viewpoint of the architecture, which wik giéd
application development and support the decisioraking process.

Section 12 presents the main interactions and dependencies between the core components of the
Reference Architecture previously detailed and attempts a high level description of #ndaices
that need to be in place between these components.

Section 13 presents specific instantiations of the RA for all DEMETER pilots. As part of this section, a
list of the various DEMETER entities that need to be implemented in order to enable therygeli
the targeted DEMETER applications for each pilot is provided.

Section 14 presents the GDPR concerns and guidelines that will need to be enforced in order to
protect the data and privacy of the various stakeholders using the DEMETER system.

Finally,Section 15 concludes the document and Section 16 provides the respective references used.

The architecture presented in this deliverable will be complemented and completed by the following
deliverables as they become available:

1 D2.1 DEMETER data models and semantic interoperability mechanisms (April 2020)

1 D2.2 DEMETER data and knowledge extraction tools (May 2020)

1 D3.2 DEMETER technology integration tools (June 2020)

1 DA4.1 Decision Support, Benchmarking and Performance Indicatoitding Toolsg Release 1
(May 2020)

1 DA4.2 Decision Enablers, Advisory Support Tools and DEMETER Stakeholder Open Collaboration
Space (June 2020)

The revised version of the DEMETER Reference Architecture is planned for release on February 2021
and will be presented in D3.3.
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5 Architecture design methodology

In DEMETER a referen€&T architecture and semantic data model based on the ISO/IEC/IEEE 42010
International Standard is used for representing services and IoT entities and that is transversal to
many domains. This Standard, entitled "&ystems and software engineeringArchtecture
Description;'was published in 2011 as the result of a joint of the ISO and IEEE revision of the earlier
IEEE Standard 142D00. The first edition provided a conceptual modelathitecture description

and best practices for the sam&he curent edition refines the first one and adds requirements on
architecture frameworkandarchitecture description languages

The ISO Standard abovehased upon a meta model of the terms and concepts pertaining to an
architecture description that is preated using UML class diagrams to represent classes of entities
and their relationships. Essentially, it covers the output of an architecting process without providing
any help on how to construct such a process.

This Standard defines an architecture frammek as the conventions, principles and practices for the
description of architectures established within a specific domain of an application and community of
stakeholders.The fundamental goal of the architecture framework is to codify a common set of
architecture practices within a community for the sak&understandability, commonality, synergy
and interoperability.The Standard also defines minimum requirements on any framework that are
expressed in terms of the conceptual model of Architecture Detsonip

Information identifying the architecture framework.

The identification of one or more stakeholders.

The identification of one or more stakeholders' concerns.

One or more architecture viewpoints that frame those concerns.
Any correspondence rules.

a s wbhpE

A good architecting process should facilitate early in the overall development process the
discussions about what is feasible, hard, costly, etc. In practice, it is best done concurrently with
systems analysis and requirements definition activities, ltegyin a set of requirements and in an
architecture that meets those requirements. The inputs to this architecting process will be the
system/software requirements (potentially in draft form), the system/software operational
concepts, and the list of pential stakeholders. The outputs will be an architecture description that
conforms to the Standard, the results from reviewing it and the architecture that it describes, and
also the possibly updated requirements reflecting different architectural deasion

DEMETER follows the four main steps in this architecting process:

1. Stakeholder/Concern identificationFirst there is a listing with all the potential stakeholders
and their concerns for the system and for the architecture of the system. It will be refined
and taken back to the stakeholders to be validated. As part of this process it is desirable to
extract requirements that need to be addressed in order to satisfy the needs of the
stakeholders.

11SO/IEC/IEEE 42010tp://www.iso -architecture.org/42010/index.html
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2. Viewpoint development The next step is to figure out how to best answer the questions
listed as the stakeholders' concerns. There are two parts to this: whattissvers are
(viewg and how they can be capturedi¢wpoint9. Within the Standard there is an explicit
separation oboth of them thatallows building reusable viewpoints. A we#fined set of
viewpoints, reviewed by stakeholders and developers, shouskemit easier to capture
architectural decisions.

3. View development This is basically dependent on what is required by each viewpoint. As
the view is developed it is important to capture rationale for the key decisions and to include
them in the architectue description. While we will not explicitly separate views from
viewpoints in this document, when presenting the various viewpoints of the architecture we
will keep this methodology in mind.

4. View integration and evaluation As part of the integration ofhe architecture each
viewpoint should be reevaluated, particularly, any rules about cregsew consistency. It has
to be verified that each view correctly implements the viewpoint and that its contents fully
cover the system as a whole from the perspeetof that view. The architecture description
should undergo some sort of evaluation of the architecture being described against
stakeholders' concerns and related considerations. This is actually addressed in Demeter via
an internal review process that Wilron out any inconsistences in the original viewpoint
descriptions.

Applying ISO/IEC/IEEE 42010:2011 methodology for the architecture description of systems as
DEMETER itself, involves specifying the architectural viewpoints that address stakeholuezshs
formulating their requirements and creating for them consistent architectural views using
architectural models. The following viewpointsjefly outlined,are the ones chosen to best derive
DEMETER’s correspondent architectural views:

1. Context vievpoint (which can be presented viapaocess viewpointas well as digh-level
viewpoint). To describe interactions, relationships and dependencies between the system
and its environment which will interact with the system itself, other systems, users, and
developers.

2. Information viewpoint (usually presented via data viewpoint). To describalata models,
data flows, and how this data is manipulated and stored. It is formalized as process models
and semantic metalata models and it is organized in tis®mantic Modelling Framework
the main goal of which is to provide a common communication laggubetween
stakeholders, domain and data experts.

3. Functional viewpoint To describe the main functional elements of the architecture,
interfaces and interactions.

4. Deployment viewpoint To describe how and where the system is deployed, considering
hardwareand physical dependencies. It provides consistent mapping across the existing and
emerging technologies and the functional components specified ifrthreetion View

For documenting the architecture viewpoints, it is necessary to keep a list of mandetdryptional
guestions that need to be answered. These concerns/topics that need to be addressed are the
following:
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1. Viewpoint name.

2. Viewpoint overview: a brief overview of this view and the information it presents as well as
its key features or a high level view of its operations.

3. Typical stakeholders: a list of the stakeholders expected to be users of views using this
viewpoint.

4. Model kinds or diagrams: identify each model kind specified by the viewpoint; alternatively
provide a diagram instead of a model that outlines the components. The International
Standard does not specify one style for documenting these and it may be achiewaed i
number of ways: with a UML diagram, a meta model, a model template, a language
definition or by some combination of these methods.

In addition to the previous mandatory information that should be provided, depending on the
viewpoint, the following naht be added:

5./ 2y OSNya-ORy®RS&ygax | A-delatedxdnceinkts belfraliizd Byd S O G dzl
this viewpoint that help to decide whether this viewpoint will be useful for a particular

system of interest.

Correspondence rules: Rules defined big tviewpoint or by its model kinds.

Operations on views: methods to be applied to views or to their model kinds.

Examples for the reader.

Notes: Any additional relevant information.

10 Sources: Identify the sources for this viewpoint (if any) includigg eeferences

© 0N

There are important lessons taken into account and learned from the development and use of the
ISO Standard. They may be summarized as falling into the following general areas:

1. Ontology-based The Standard used is built upon an explicit conceptual model or ontology.
To be useful, an architecture framework should be useable, that is, it must be
understandable and presented in a form that can be acted upon. The first ingredient of
understandabity is a crisp and clear conceptual foundation and the terms reflecting it.

2. Interestdriven. Complex entities have a multitude of interested stakeholders each one with
specific interests or concerns that, once identified, can serve as a key index intoessful
architecture description.

3. Open and extensible Architecture frameworks should be designed to be open and
extensible as a system. One important lesson learned from architecture framework
development is that defining the ontology of a given domaininterest will never be
finished.

4. Framework as a foundationA robust architecture framework can serve as a foundation for
all aspects of architecting beyond its central role in architecture description. This means that
a framework has implications fanethods, processes, and tooling.

5. Governance Robust conformance is a key means to achieving the usability and
interoperability of architecture descriptions and should support extension, reusable model
kinds and methods, as well as epbduct architecturedescriptions. Currently conformance
is defined in terms of meta model consistency.
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6 Master the complex Digital Platforms and Reference Architecture landscape

Any initiative promoting Digital Transformation in the agrifood sector (such as in many other
industries) needs to specify and provide digital frameworks, to foster vendatral data exchange,
businessoriented organisation of information, and the assignment of responsibilities for data and
service management. This is a pillar for value chain infaomaharing and exploitation practices,
with relevant economic and legal implications involved in data ownership and confidentiality.

Digital Platforms (DP) should provide dal@en mechanisms and solutions to ease access and
exploitation of data, fosteng data economy and digital business. They should also provide vertical
and horizontal interoperabilif/to boost technological diffusion, in ordéw create new services and
applications, throughout the whole value chain, and potentially create new markets or
extend/generalise the current ones.

There are hundreds of Digital Platforms available for the development of intelligent systems, mainly
suppating both vertical and horizontal interoperability among datasets, services and applications.
The choice dilemma is characterizing the decisimaking processes of many business owners and
system designers, evaluating the right platform(s) to solve thdegpinned business needs. The
dimensions of these needs that must be considered are: their scope, maturity, ownership of their
components, and standards supported, implied business models, and many others. In such a
scenario, more and more technical sotns are being brought to the market by Open Source
Software communities and eexystems.

DEMETER, as many other Laggale Pilots (LSP) in Europe, participates in and navigates quite a
wide landscape of existing Digital Platforms, both in terms of Referévodels and Reference
Architectures. This landscape is characterized by a wide set of stakeholders, being both technology
and solutions providers. DEMETER will master this complexity, trying to create a strong synergy
among data, service and platform piders, targeting both vertical and horizontal interoperabifity.

As defined given the direction taken by the DEM, the requirements for interoperability specify user
centric approaches and thus use cases (i.e., the 20 pilots involved in DEMETER) iasehhedf

buyers and main drivers for those data interoperable specifications and available/developed
solutions.

This section introduces the principles and main examples of Reference Model and Reference
Architectures, coming mainly from the agrifood domain (and other relevant ones). The objective is
to provide a baseline representation of the European (and worldwidenain within which
DEMETER is acting. This will be useful later on (together with the SotA presented in Section 7) in the
design of the DEMETER Reference Architecture.

6.1 Main Rationale

In order to achieve both vertical and horizontal interoperability, a lot of concepts (e.g., model,
vocabularies, viewpoints, and so on) need to be agreed upon by the main stakeholders in order to
ensure a common understanding of such concepts; this is @sapliant with the methodology
presented in the previous section. Moreover, given the need to be able to deal with a very large

2 Meaning respectively that applications shatata automatically and that data can move from one entity to
another entity at the same or higher level of the application.
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range of pilot systems architectures, it is also necessary to define High Level Reference Architectures
(HLA), whichare meast2 | OG & I o€ dzSLINAYG FT2N) 6GKS RSaixiay
components, while at the same time supporting various purposes such as:

w To communicate on a common view and language;

w To support the analysis and evaluation of different actual lemgntations of the same
abstract Reference Architecture;

To integrate various existing statd-the-art approaches and technologies into one model;
To support the transition from an existing legacy architecture to a new architecture;

To help assessing danmance to identified standards or interoperability requirements;
To document decisions taken during the development process of a system.

e eee

6.2 Considerations for platforms selection and usage

There are hundreds of Digital Platforms available for the development of complex and distributed
systems. The question of a choice of platform(s) by system designers is complex and may be related
to the several functionalities the platform is providing. eTfollowing dimensions should be
considered:

w

IoT Reference ModelsSome of the existing I0T platforms may address a specific problem or a
limited technical environment, offering a point solution addressing only a part of the IoT stacks.
On the other handsome platforms can be very general purpose and integrate the I0T system in
a larger (enterprise) system. These models prescribe platforms providing services for the loT
(devices and data) management.

Big Data FrameworksThese frameworks address large aminplex data sets, where the issues
come from having large volumes of data with a lot of variety, that must be collected, updated
and processed very fast, while also verifying their quality and trustworthiness. To address all
these issues, we need a rangétechnologies for capturing, managing, processing, analysing,
visualising and communicating the data. These frameworks are therefore designed in such a way
as to manage the big data collection, processing and analysis chain.

Interoperability Platforms These platformscombine a number of technologies together, such

as loT, Big Data or Cloud architectures (e.g., FIWARE). They also deal with data exchanges and
management, including how to monetize data services. In fact, some platforms (like IDSA) focus
and put emphasis on information ownership, with the aim of enabling clear and fair exchanges
between data sources and consumers.

Sectorspecific Reference ArchitecturesThese architectures come from the IT and Internet
industry and put especial emphasis dretbusiness viewpoint which sits on top of the rest of the
architecture. Overall, in every other respect of note, they follow similar principles to the rest of
the models in the previous frameworks, with physical devices sitting at the bottom of the
architecture, integration and communication on top of them linking to the software and its
functional components, and at the top having the final application which implements and
satisfies the business goals of the whole system.

LSP Reference ArchitectureBheReference Architectures come from large scale recent projects
with many pilot applications each. They adapt their research architecture from RA previously
available (and which are presented in previous sections of the -Sfetee-Art review in this
deliverable), such as those coming from IoT reference models and from the big data



DEMETEBS7202
Deliverable D3.1

frameworks. Then, they customize these architectures, as their goal is to deploy systems based
on these RA to tackle large scale (and many in number) pilot applications.

In the net section, we present the main statd-the-art projects in these aforementioned

dimensions. These architectures have been developed in various Projects, Standardisation
organisations or Alliances.

7 Related State of the Art Review
7.1 10T Reference Models

7.1.10T-A

In order to solve the interoperability problem, which is essential in 10T based systerfs(Tafrez,
2013)proposed the Architectural Reference Model (ARM) concept. ThA IARM model consists of
five different views osub-problems.
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Figurel. IoTFA Domain Model

The 10TA domain model defines a set of hit#vel components or actors. These components are
common to most 0T useases and are depicted in the figure above.

The information model analyses specific common attributes for each of the entities of theimloma
model and their semantics, such as defining that a VirtualEntity could include properties like
entityType or the identifier and attributes including name, type and several values.
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The 10TARM, from the domain model, then introduces the FGs (Functign@libups) as part of the
functional model. Each of these FGs is further decomposed into several Functional Components (FC).
These are all presented in the functional view diagram (depicted in the figure below). This figure
depicts the Functional Componen(tSCs) for each Functionality Group (FG) of theAldIRM, which

is called the IoT Functional View.

In order to handle the specific characteristics of IoT communication flows, specific FCs and FGs are
included. The Communication Model relies on the presiodescribed components of the
architecture and on ISO OSI Reference model, in order to address interoperability at the stack or
network level.

A number of security issues, such as Trust, Security and Privacy Model are also depicted.

Trust must be enforced in all layers and elements of the systemAIGNRM established concepts
such as Trusinodel domains, Trustvaluation mechanisms, Behavioural policies, Trust anchors,
Federation of trust or M2M support.

Securityis considered at 2 diffent levels:

1 Communication, which provides an abstract approach that constrained devices are
specifically targeted. These devices are the most challenging elements of an loT based
system. Security for them can be assigned to the Corresponding Gateway, hasicto
implement a constrained device security feature.

91 Application. IoJARM model covers the basic steps in order to make the analysis that will
communicate with the identification of the design policies and actions for mitigating, such as
description d elements for protection, categorize risk sources, proposal of design choices
and risk assessment.

Privacyissues are enforced, for example, through a Functional Component (FC) that manages the
identities of all the actors of the platform. This elementdollaboration with the Authentication
component enhances security policies in the different resources and endpoints of the system.
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Figure2. Functional View of IoA Architectural Reference Model

7.1.2A10TI

The Alliance for the Ietnet of Things Innovation (AIOThHas specified a high level Reference
Architecture (AIOTI, 2018)that maps to several other dominant and/or standardised IoT
architectural approaches, such as T4 oneM2M, Industrial Internet Consortium (IIC)RAMI
4.0'®, Big Data Value Association (BD¥,AYational Institute of Standards and Technology (NST)
etc.

Based on the IoA domain modefescived in section 7.1.1thay have derived the AIOTI Domain Model
depicted in the figure below.

3 Alliance for the Internet of Things Innovation (AlOtps://aioti.eu/

4ITUT FGDPM, ITUl Focus Group on Data Processing and Management to support 10T and Smart Cities &
Communitieshttps://www.itu.int/en/ITUT/focusgroups/dpm/Pages/default.aspx

5oneM2M, "oneM2MFunctional Architecture Baseline Draft", oneMZI$0001, 2014.

8 Industrial Internet Reference Architecturettp://www.iiconsortium.org/IIRA.htm

" VDIIVDE GMA, ZVEI: Status Repdreference Architecre Model Industrie 4.0 (RAMI 4.0), July 2015,
https://www.zvei.org/fileadmin/user_upload/Presse _und_Medien/Publikationen/2016/januar/GMA_Status R
eport__Reference Archtitecture_Model Industrie 4.0  RAMI 4.0 /SWAusReportRAME40-July

2015.pdf

8 DIN SPEC 91345:2006 ¢ Referenz architektu modell Industrie 4.0 (RAMI 4.0), April 2016,
http://www.din.de/de/ueber-normenund-standards/dinspec/dinspecveroeffentlichunen/wdc-
beuth:din21:250940128

9 |IEC PAS 63088:2017 Smart manufacturiRgference architecture model industry 4.0 (RAMI 4.0), March
2017,https://webstore.iec.ch/publication/30082

10 Big Data ValueAssociation, European Big Data Value Strategic Research and Innovaénma,
http://bdva.eu/sites/default/files/BDVA SRIA v4 Ed1.1.pdf

IINIST big data interoperability framewoitkfp://bigdatawg.nist.gov/V1 output docs.php
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Figure3. The AIOTI Domain Model

The main concepts and relationships are captured by the domain model at the highest level.
Identification and naming of these concepts and relationships make a common dictionary for the
domain, moreover they are functional for all other taxonomies and nt&d€here is interaction of

the user, which can be human or otherwise, with a physical entity, a Thing. This kind of interaction
can be intervened by an IoT Service, which is associated with a Virtual Entity, a physical entity or a
digital representationThe Thing and the 10T Service interact with each other, though an IoT Device
that exposes the capabilities of the actual physical entity.

As it is depicted in the figure below, the functional model of AIOTI consists of three basic layers. We
have to notey (KA & L3 AY layed KING FEMNE GENM2F G o6 NB |
layer, we mean a group of modules that offer a tight set of services.

NOKAGS

The AIOTI functional model describes, as depicted below, interfaces and functions between
functions of the 10T system. As it shown, functions d@reApp Entityis an entity existing in the
application layer that implements loT application lo@loT Entity which is an entity with the aim
to expose 10T functions to App Entities via the interfaaa 2o other 10T entities via interface B)

Networks functionthat consists of different network technologies (such as PAN, LAN, WAN). It
includes different interconnected administrative network domains.

A Device can include an App Entity and a Networdrface. For example, it can use an loT Entity.
This example represents a constrained device. But other devices can implement an App Entity, an
IoT Entity and a Network interface. The interfaces that are shown in the figure above are:

PwnhPE

it specifies the stiucture of the data that are exchanged between App Entities.
it enables access to services exposed by an 0T Entity.

it enables the exchanging of data across the Networks to other entities.

it enables the requesting of network control plane services.
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5. it enables the requests and the exposures of services that coming (form)/going (to) IoT
Entities.

AIOTI High Level Architecture realizes the digital representation of physical things in the I0T Entities.
Those representations help in discovering things of Apfiti&n and enable related services, for
example actuation or measurements. In order to realize interoperability, the representation of

things contains data and metadata.

Application

tl ings ’ layer

1) Commands/data structure 3 ) Data plane : 5' Horizontal services
2 ) Interfaces to access loT capabilities .4 Network control plane interfaces (location, Qos, etc)

Figure4. The AIOTI HLA functional model

7.2 Big Data Frameworks

Big Data(Big Data (Wikipedia)yefers to large and complex data sets; precision farming is the main
initiative under which big data technologies are being employed in thewalgrre domain and these

build on data such as gemded maps of agricultural fields, weather data as well as thetimal
monitoring of farm activities (through various sensors in the farm, cameras, data from various actors
etc.) in order to increase thefficiency of resource use, and ultimately increase crop yield without
wasting resources.

The main challenges when processing big data come from:

1 their volume global data size roughly doubles every year

9 their variety. data can take the form of text, image, audio, video as well as fused data
sources

91 the need forvelocity data must be collected and processed in a timely manner, often in real
time or near to real time.
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Additional issues arise from thereracity(referring to the quality and trustworthiness of the data,
e.g., malicious or false data may be input) and theilue (the ability to transform them into
business and get them monetized).

To address all these, we need a range of technologies for capturing, mgnhpgpcessing, analysing,
visualising and communicating the data. Data preparation such as collecting, curating and organising
data, accounts for up to 80% of the work before any data analytics may be applied. This is the reason
why it is necessary to ka appropriate platforms and frameworks to manage the big data collection,
processing and analysis chain.

7.2.1 BDVA Reference Architecture

One such generic big data system architecture is presented in the figure below, which depicts the
BDVA Reference Amntecture (European BDVA Strategic Research and Innovation Agenda v4.0,
2017) this is a reference framework made by the European BDVA (Big Data Value Association) that
describes logical components of a generic big data system.
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Figureb. The BDVA Reference Architecture

In fact, BDVA has proposed their initiative regarding a Europeanatan Artificial Intelligence

and their vision regarding Al and Big Data and how it can drive the European teghranid
economy.(Datadriven Artificial Intelligence For European Economic Competitiveness and Societal
Progress. BDVA Position Statement, 20L8)realize this vision, it will be necessary to address a
number of challenges: aata-driven Albased solutions for the industry will require new business
models, b) trust in Al and its results must be established; for example one should be able to explain
K2g 'L FLIWXAOFGA2ya OFYS (2 I aLlS Grfdsgonsibd a dzt
technological development (e.g., avoid bias) and enhance transparency in how and why an Al takes a
decision, c) it is necessary to develop an Al and Big Data ecosystem, by developing data for open Al
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platforms and overcoming the lack of tdainteroperability, and d) fuse and develop a number of
technologies, as a successful industrial Al relies on the combination of a wide range of technologies,
such as advanced data analytics, distributed Al, and hardware optimised for Al. To this endyrec
BDVA (together with euRobotics) has proposed the creation of an Al PPP -fpivate
partnership). (Joint Vision Paper for an Al Public Private Partnership (Al PPP). Brussels; BDVA
euRobotics, 2019)

7.2.2 NIST Big DatReference Architecture

The National Institute of Standards and Technology (NIST) has published another Reference
Architecture for a big data interoperability frameworfNIST Special Publication 1580NIST Big

Data Interoperability Framework: Volume 6, Reference Architecture, 20t#$ framework defines

data in a broad level and service use flows between the components of the framework, signifying
needs for apptiations interfaces. This architecture is depicted in the figure below.
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Figure6. NIST Big Data Reference Architecture

The NBDRA (NIST Big Data Reference Archite@tomjsists of five main components, shown in
Figure 8, that rpresent different technical roles that exist in every Big Data system. These functional
components are:

12NIST Big Data Interoperability Frameworktuvize 6, Reference Architecture, Final Version 1, NISTBig
Data Public Working Group Reference Architecture Subgroup, -15,10
http://dx.doi.org/10.6028/NIST.SP.15)
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1 System Orchestrator: Defines and integrates the required data application activities into an
operational vertical system.

9 Data Provider: Introduces neglata or information feeds into the Big Data system.

1 Big Data Application Provider: Executes a data life cycle to meet security and privacy
requirements as well as System Orchestradefined requirements.

9 Big Data Framework Provider: Establishes a comgutinmework in which to execute
certain transformation applications while protecting the privacy and integrity of data.

1 Data Consumer: Includes end users or other systems that use the results of the Big Data

The two fabrics shown iRigure6 encompassing the five functional components are:

1 Management
9 Security and Privacy

These two fabrics provide services and functionality to the five functional components in the areas
specific to Big Data and are crucial to any Big Data solution.

7.3 Interoperability Platforms

7.3.1IFIWARE

FIWARE aims to create a platform that uses a combination of technologies such as 10T, Big Data or
Cloud architectures. FIWARE is open source and eases the creation of new applications in multiple
verticals since it contains a rich set of components that can &gloged and connected in a
compliant way.

FIWARE tries to distribute the data and vertical silos in many loT based systems by using a horizontal
layer so that it manages largeeale context information. FIWARE NGSI defines an information model
and a RESTifinterface can be constructed by context data providers and consumers. The latter can
be realized by interacting with the Context Broker, which is a central component of FIWARE
architecture. The Context Broker aims to enable the system to make updatescameds to the
current state of context.

Core Cantext Management

(Context Broker)

Deployment tools

Bwww.fiware.org
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Figure7. FIWARE overall architecture

FIWARE includes specifications of the interfaces of multiple Generic Enablers (GE) as depicted in the
figure above (FIWARE de&lopers pagellhe FIWARE Catalog(lHWARE developers catalogish

curated framework of open source platform components which can be assembled together and with
other 3¢ Party platform components to accelerate the dey@inent of Smart Solutions.

¢KS YIAY FtYR 2yf& YIFIYyRIFIG2NE O2YLRYSyd 2F lye at
FIWARE Orion Context Broker Generic Enabler, which brings a cornerstone function in any smart
solution: the need to manage context infoation, enabling to perform updates and bring access to
context.

Building around the FIWARE Context Broker, a rich suite of complementary FIWARE components are
available, dealing with:

f Interfacing with the Internet of Things (IoT), Robots anff ®arty sysems, for capturing
updates on context information and translating required actuations.

1 Context Data/API management, publication, and monetizatiooringing support to usage
control and the opportunity to publish and monetize part of managed context data.

1 Processing, analysis, and visualisation of context informatiomplementing the expected
smart behavior of applications and/or assisting end users in making smart decisions.

The catalogue contains a rich library of components with reference implementatiatsallow
developers to put into effect functionalities such as the connection to the Internet of Things or Big
Data analysis, making programming much easier. FIWARE core platform model facilitating laaS and
SaaS required of application domains, on thi&sis GEs applications achieve already defined
standards, provide APIs for interoperability, represent application domains or design granularities.
We can think to a GE as Macroscopes were highest level interface is a simple controller providing a
wide andin scope view of operations (attributes control functions of a system); GEs from different
domains are Macroscopes on the domain: implement abstract Macroscopes concretely and provide
APl access via REST HTTP to trigger GE behaviour. Modelling a i@ifiad idghin UML use cases.

GE specification have some properties:

9 Addressing: IP address and port numbers
Recognition: control syntax, parser, interpreter and semantic rules
Multimodal: APls, protocols, drivers
Structured Data: XML, JSON, IC
Formal Operation: state machine, dispatcher, DOM nodes
Ad hoc Network Communication: HTTP/s, request methods, asynchronous, client/server,
URIs
Modular Design: objeebriented architecture, methods and functions, listenersllzacks
Behavioural: multithreaded, parallel, imperative, result combining, verifying, transformation,
bidirectional coms
1 Security: channel encryption, message encryption, authentication, authorization
1 HCI: GUI, hardware interaction, multimodal Ul, asdsbty, human actors (Doctors,
t P GASyGas {dFFFX X0

= =4 =4 =4 =4

=A =4



¥demeter

DEMETEBS7202
Deliverable D3.1

1 Interoperability: networked API server, configuration parameters, legacy system integrators,
RPC, REST

The ETSI Industry Specification Group for ecogsng Context Information Management (ISG CIM)
(Industry Specification Group (ISG) cross cutting Context Information Management @sMist
released a preliminary speciftban of an API considered to be cornerstone in the development of
Smart Cities, Smart Agrifood or Smart Industry applications.

In any smart solution there is a need to gather and manage context information, processing that
information and informing exterraactors, enabling them to actuate and therefore alter or enrich
the current context. Group Specification CIM 004, referred to as the ETSLRN@HI specification,
defines a simple way to update or query context data within a Smart Application, incliaditogs

such as the source, meaning, licensing, or related information describing that data.

¢KS 9¢{L L{D /La KIa R$GBXRER (XSINAY(BES YIyFE NI
API to reinforce the fact that it leverages on the former OMA NG& @10 and FIWARE NGSI
specifications, incorporating the latest advances from Linked Data. The FIWARE Context Broker
O2YLRYSYl O6hNARA2YyO0LI GKS O2NB O2YLRYySyd 2F lFyeée at 2
the open source reference implementatior the FIWARE NGSI API and will evolve to work as open

source reference implementation of the new ETSI NEBAPI specifications.

The implementations of NGED which are available are: OribB}, Scorpid®, and Djané®.

In the figure below, the FIWAREchitecture on Smart Agriculture is presented, which is based on a
platform powered by FIWAREmart Agrifood FIWARE Foundation Open Source Platform)

SMART FARM

MANAGEMENT SERVICES = Open Data Portal

(Supporting Right-Time
Datasets)

Data Marketplace

(Data Economy Support)

% ComplexEvent 20 ‘%, Big Data @ Al Advanced 8= Operation
:. Algorithms Algorithms Data Maps wnw  Dashboards

FARM CONTEXT INFORMATION MANAGEMENT LAYER (FIWARE ORION CONTEXT BROKER)

. =

loT Platforms. NGS! loT NGSI
Agent Agent

Deployed loT i“‘;,m o [ pestack
Networks and m "m' “ = @
Farm Machines '

Vertical Solutions

Other information Sources

Figure8. Reference architecture for Smart Farnahhgement System powered by FIWARE.

14 https://github.com/Fiware/context.Orior_D
15 https://github.com/ScorpioBroker/ScorpioBroker
16 hitps://github.com/sensinov/djane/
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More specifically, theOrion Context Broker collects data from sensors, drones, vertical smart
solutions and information systems. In this way, the broker breaks information silos. Sensors are
connected to IDAS loT Agents, so that they can handle many loT protocols such as MQTT,
CoAP/OMALWM2M, OneM2M. Also, alternative loT platforms can be used for this situation. Fast
RTPS is used to interface RD®bots, which is the main communication middleware in ROS
Different processing engines, such as Flink, Hadoop and Spark, drinusder to process historical

data, so as to extract valuable insights or derive smart actions. Artificial Intelligence or Complex
Event Processing functions can be used above the integrated processing engines. Wirecloud web
mashup framework is used f@perating dashboards. Extended CKAN portal can offef jpaities

part of the current and historic context data. The API/Data access control functions enable access to
the context data to parties that own certain privileges. The APl management ancebsisnpport

layer can offer auditing of the system and monetize data access.

7.3.2International Data Spaces AssociatigriDSA

The International Data Spaces Association (IDSA) is the evolution of IDS (Industrial Data Space) which
itself was an initiative leatly Fraunhofer ISST, in cooperation with ATOGSysfems, and the idea is
promoted by the German Federal Ministry of Education and Research. IDSA is characterized by the
focus on information ownership, with the aim of enabling clear and fair exchanges betdata
providers and consumers. To this end it suggests a reference distributed architecture that
accomplishes this goal (IDS Reference Architecture Model Version 3.0.

Broadening the perspective from an individual use case scenario to interoperability pladform
landscape view, the IDS Reference Architecture Model positions itself as an architecture that links
different cloud platforms through policies and mechanisms for secure data exchange and trusted
data sharing (through the principle of data sosignty). Over the IDS Connector, industrial data
clouds, individual enterprise clouds, pnemise applications and individual, connected devices can
be connected to the International Data Space ecosystem (see Figure 12).
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Figure9. International Data Spaces connecting different platforms

This IDS Reference Architecture Model {RX9M) is described using multiple layers, such as
business, functional, process, information and system; between and common to all these layers are
transwersal functionalities that foster security, certification and governance, as illustrated in Figure
12. The Business Layer specifies and categorizes the different roles which the participants of IDS can
assume, and it specifies the main activities and imtéions connected with each of these roles. The
Functional Layer defines the functional requirements of IDS, plus the concrete features to be derived
from these. The Process Layer specifies the interactions taking place between the different
components ofIDS; using the BPMN notation, it provides a dynamic view of the Reference
Architecture Model. The Information Layer defines a conceptual model which makes use of linked
data principles for describing both the static and the dynamic aspects of IDS' cenwditi he
System Layer is concerned with the decomposition of the logical software components, considering
aspects such as integration, configuration, deployment, and extensibility of these components.

International Data Spaces

Business

Functional

Process

FigurelO. General structwr of Reference Architecture Model
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Comparing IDS to IeX ARM, the former focuses its specification of the roles for actors within the
business layer that would govern the data flows between different domains or data spaces. As such,
key participants (actar in the system) would be the Data Owner, Data Provider, Data Consumer,
Data User or Broker Service provider. The complete landscape of roles, their functionalities and
relationships result in a model depicted in the following Figure 13.

App
Broker
Store ||
$ 4 >
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N Phe
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> e
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Dat
Connector |« [Tady » Connector Sink
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Provider to Consumer « » Data exchange (active)
Metd) L Data exchange (inactive)
Metadata Description of Connector
Datasets/Provider/Consumer 4— — — -» Metadata exchange
Ap Application for specific data ] e » App download

manipulation

Figurell. Interaction between technical components of IDS Reference Architecture Model

The Connectoris the central technological building block of IDS. It is a dedicated software
component allowing Participants to exchange, share and procegialdigntent. At the same time,

the Connector ensures that the data sovereignty of the Data Owner is always guaranteed. The
Broker Service Provideis an intermediary that stores and manages information about the data
sources available in IDS. The actgitof the Broker Service Provider mainly focus on receiving and
providing metadata that allow provider and consumer connectors to exchange dataApje
Providerrole is optional in IDS, and its main role is to develop applications that can be used by both
data providers and consumers in the data space. Applications are typically downloaded from the
remote app store, and run inside the containerized connector.

Establishingrust for data sharing and data exchange a fundamental requirement in IDS. The-IDS
RAM defines two basic types of trust: 1) Static Trust, based on the certification of participants and
core technical components, and 2) Dynamic Trust, based on active monitoring of participants and
core technical components. For data sharing and dataaxgh in the IDS, some preliminary actions

and interactions are required. These are necessary for every participant, and involve a Certification
Body, Evaluation Facilities, and the Dynamic Attribute Provisioning Service (DAPS). Figure 14
illustrates the rdes and interactions required for issuing a digital identity in IDS, and these
interactions are briefly listed here:

1. Certification request This is a direct interaction between a participant and an evaluation
facility to trigger an evaluation process based on IDS certification criteria.



ct.{g:,g emeter

Certification

DEMETEBS7202
Deliverable D3.1

2. Notification of successful certificatianThe Certification Body notifies the Certification
Authority of the successful certification of the participant and the core component. Validity
of both certifications must be provided.

3. Generating the IDSD: The Certification Authority generates a unique ID for the pair
(participant and component) and issuesligital certificate (X.509).

4. Provisioning of X.509 Certificatd'he Certification Authority sends a digital certificate
(X.509) to the participant in a secure and trustworthy way and notifies the DAPS.

5. Register After the digital certificate (X.509s deployed inside the component, the
component registers at the DAPS.

6. DTM Interaction The Dynamic Trust Monitoring (DTM) implements a monitoring function
for every IDS Component, and DTM and DAPS then exchange information on the behavior of
the conponent, e.g., about security issues (vulnerabilities) or attempted attacks.

—{_Certification Authority }—

1"|mm
—————1:! mml = —

Participant

al capabi —(5) Register } > @ DTM Interaction >
| ]
I

DAPS

@ X.509 Provisioning

Figurel2. Interactions required for issuing a digital identity in the IDS

The IDS Reference Architectucentains an internal structure that is strongly supported by the
containerization for the development of IDS connectors. It relies on IDS Communication Protocol to
enforce security in data exchanges, as it is depicted in the figure below.

Custom Container Core Container Core Container Custom Container
N\ A d
AN Data Flow Control Data Flow Control AN
| Data Service I | Message Queue ” Connection Mgmt. _H-H )—--{ Message Queue “ Connection Mgmt. _ | Target App ‘
§ {

; ‘ IDS Protocol ‘

Trusted Container Management Layer Trusted Container Management Layer |

Figurel3. Enforcing security in data exchanges: the IDS Communication ProtocBIAND83)

To sum up, the security implications that guarantee reliable and trusted transfer of information
between independent entities in IDS are the following:

1

Secure communicationThe concept of Trusted Connector is introduced as depicted in the
figures above.

Identity Managementfor identification/authentication/authorization enhancing. There is
use of certificates issued by a Certificate Authority (CA).

Trust Management that uses Cryptographic methods such as PKI (Public Key
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Infrastructures).

1 Trusted Platformfor trustworthy data exchange, which defines the minimal requirement for
Security Profiles that should be verified by IDS connectors. It also definesplaeity to
perform integrity verification of the rest of the involved connectors.

1 Data Access controlIDS defines authorization criteria based on the previously defined
Security Profiles.

9 Data Usage ControlDS checks and regulates that data processimgcording the intended
purposes defined by the original data owner.

7.4 Sectorspecific Reference Architectures

7.4.1Reference Architecture Model for Industry 4.0 (RAMI4.0)

The Reference Architectural Model Industrie 4.0 (RAMI 4.0) was developed by therRlatfbin
2015 and focuses on the IoT and CyBéysical Systems (CPS) in the industrial manufacturing
domain. RAMI4.0 is a thretimensional model, which describes the Industrie 4.0 space and
organises the lifeycle/value streams and the manufacturing faiechy levels across the six layers of
the IT representation of Industry 4.0.

Current Industrial Revolution driven by CPS and IoT is expected to have a major impact on the future
of agriculture as well, as there is a natural relation between industryagnitulture. As an extension

of Industry 4.0 a new concept can be introduced: Agriculture 4.0. Integration of machines and
equipment, increased automation, efficient decisional process represents objectives of an
agricultural enterprise facilitating the agtability to climate and market dynamics and perturbations

and allowing for sustainable, ecological and socially beneficial developrfi2mmitrache, Sacala,
Moisescu, & Caramihai, 2017)

One of the main objectives once adoptidto be able to communicate the scope and design of the
system, to further collaboration and integration with other relevant initiatives by framing the
developed concepts and technologies in a common model.
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Figureld. The threadimensions of the RAMI 4.0 (Source: Platform 14.0 and ZVEI).

The threedimensional matrix can be used to position standards and describeasses. It addresses
integration within and between factories, enid-end engineering and human vahséream

orchestation. This model is complemented by the Industrie 4.0 components and both have been

described in DIN SPEC 913@%eference Architecture Model Industrie 4.0 (RAMI4.QIN SPEC
91345:201604, 2016)

In RAMI4.0, each component consists of six layers. Starting with the lowest layer, the structure
consists of asset, integration, communication, information, functional and business and represents a

layered IT system structure, as shown in the figure below.

Architecture
Businessprocess
) i '
5 ’ Functions
&
g
>
o
®
@
(4

Figurelb. The IT Layers of RAMI 4.0 (Source: Platform 14.0 and ZVEI)
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The function of each layer is:

I The asset layer describes physical components of a system, for example production
equipment, product part, sensors, documents, as well as humans. For every asset
represented in this layer there must be a virtual representation in the above layers. Among
the physical assets, this layer includes the digital interface with humans and the relationship
to elements in the integration layer.

1 The integration layer deals with easy to process information content and can be considered
as a bridge between the real atige IT world. It contains all elements associated with the IT,
including field buses, HMIs, necessary to implement a function, as well as the properties and
process related functions required to use an asset in the intended way and generates events
based m the acquired information.

1 The communication layer is responsible for the standardized communication between
integration and information layer. Therefore, it performs transmission of data and files and
standardizes the communication from the Integratiayer, providing uniform data formats,
protocols and interfaces in the direction of the Information Layer. It also provides services to
control the integration layer.

1 The information layer holds the necessary data in a structured and integrated form and
provides the interfaces to access this structured data from the functional layer. It is
responsible for processing, integrating and persisting the data and events, as well as for
describe the data related to the technical functionality of an asset. It cactohsidered the
run-time environment for Complex Event Processing (CEP) wherebagkd (pre)
processing of events takes place, data APIs and data persistence mechanisms. So, events are
received from the communication layer, transformed and forwarded etiogly.

1 The functional layer describes the logical and technical functions of an asset providing a
digital description of its functions and a platform for horizontal integration of various
functions; it also describes the business model mapping, busippresgsses which can be
adjusted based on inputs from the functional layer, providing models with runtime data of
processes, functions and applications.

9 The business layer is in charge to orchestrate the services provided by the functional layer. It
maps the services to the business (domain) model and the business process models. It also
models the business rules, legal and regulatory constraints of the system. The processes to
ensure of the economy are located on this level.

In order to represent the Indust 4.0 or Agriculture 4.0 environment, the functionalities of

L9/ cHHecn KIF@#S 0SSy SELIYRSR (G2 AyOtdRRS (g2 ySs
type and the instance, through the entire lifecycle) which are active elements within the
production system due to their ability to communicate. They provide information on their
AYRAQGARdAzZ t LINRPLISNIASA FyR ySOSaal NE LINBPBRdAzOGAZ2Y
which represents its outer networks or the ecosystem, e.g., collaboration wisinbss partners

and customers, suppliers or service providers, as well as Intdaesd services.

This allows moving from the typical pyramid, with rigid hierarchical structures, to a composite of
networked objects and systems as reflected in the fidugkow.
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Figurel6. Hierarchy Levels of Industry 3.0 and RAMI 4.0 (Source: Platform 14.0 and ZVEI).

7.4.2Industrial Internet Reference Architecture (IIRA)

The Industrial Internet Reference Architecture (IIRA) has been published by the Industrial Internet

/| 2ya2NIAdzy oLL/ O Ay (GKS R2O0dzYSyid a¢KS Ly Rdzad N
I NOK A G lieiirnthdsEia Internet of Thgs Volume G1: Reference Architecture Version 1.9,
2019)and contains architectural concepts, vocabulary, structures, patterns and a methodology for
addressing design concerns. The document identifies the fundamental architecture constructs and
specfies design issues, stakeholders, viewpoints, models and conditions of applicability defining a
framework by adapting architectural approaches from the ISO/IEC/IEEE -20010Systems and

software engineering Architecture description standard.

This interndional standard outlines the requirements regarding a system, software, and enterprise
level architecture. The ISO/IEC/IEEE 42010 standard recommends identifying the perspectives of the
various different stakeholders that can be: system users, operatavsers, vendors, developers,

and the technicians who maintain and service the systems. The aim is to describe system properties
as seen from their viewpoint. Such properties include the intended use and suitability of the concept
in terms of its implementabn, the implementation process itself, potential risks, and the
maintainability of the system over the entire lifecycle.

Essentially, the IIRA attempts to identify the most important and common architecture concerns. It
then provides an architectural tenigte and methodology that engineers can use to examine and
resolve design issues. In addition, the template and methodology suggest ways of addressing the top
concerns, allowing designers to glean insights by examining architecture patterns, helpingidhdust
Internet of Things (l10T) system designers to avoid missing important architecture considerations and
this also helps them to identify design gaps of missing important system functions or components.

~

¢CKS O2NB 2F GKS LLw! Qsystem SandegiualdtienIodls dalleSviewpbigts | a S
that enable architects and engineers to identify and resolve key design issues. Thus, the IIRA design
starts with defining the shapes and forms of an Industrial Internet of Things Architecture by starting
WAOGK GKS @ASgLRAYyGA 2F GKS adlF1SK2ft RSNA® ¢KSasS L
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reflect the pattern of interactions that occurs between the four elements, because the decisions

from a higheflevel viewpoint impose requirements on theewpoints below it. In this sense, the

IIRA is a layer model that takes into consideration four different viewpoints (business, usage,
functional, and implementation). It focuses on the capabilities from the perspective of the software

and their businesprocesses. Each of the four viewpoints outlined in IIRA can be compared with the
respective layers on the vertical axis of RAMI 4.0; RAMI 4.0 supplements the model with the axes

W AFSOeO0ftSQ 0pAGK (GeL)Sa YR AyaillyOoSao FyR Wl ASN

Functional Domains -
v Business .Lif i T /__—“‘Levels
. o Loyers  C G AR
Business _____: ream
User 4D Operations  Information  Application Functional _ __ _ [
Q e Information __ _ 1
User 40 Communication _
Eantral Integration____ -
Asset ______I
User 4D Sense Actuation Wor/d
Physical Systems

Quelle: Plattform Industrie 4.0

Figurel?. The viewpoints of the IIRA can be represented in the corresponding layers in the RAMI 4.0
model.

The lloT technologies core implemented in IIRA are applicable to the depth and breadth of every
small, medium and large enterprise manufacturing, mining, transportation, energy, agriculture,
healthcare, public infrastructure and virtually every other industry. In addition to lloT system
architects, the plain language of IIRA and its emphasis on the value proposition and enablément o
converging Operational Technology (OT) and Information Technology (IT) enables business decision
makers, plant managers, and IT managers to better understand how to drive lloT system
development from a business perspective.
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Figurel8. IIRA Architectural Framework

Security Framework (IISF)

Additionally, if the design of the 1loT solution requires considerations within the context of all the
viewpoints -crosscutting concernsas for example security and safety issues, it exises dtoss
cutting functions and the system characteristics. The figure below illustrates the relationship
between functional domains, crogsitting functions and system characteristics.
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Figurel9. IRA Functional Domain, crosscutting functions and System Characteristics (source 11C)

IloT systems are typically systems that interact with the physical world where uncontrolled
change can lead to hazardous conditions. This potential risk increas@npbeance of safety,
reliability, privacy and resiliency beyond the levels expected in many traditional IT
environments.

¢KS AGLYRdzZAGNRARLFE LYGSNYySiad 27F ¢(Kkdustidldnterned o6f @AMn§s Dn Y  {
Volume G4Security Framework [IC:PUB:G4:V 1.0:PB:20160926, 2@@)lished by the Industrial

Internet Consortium (lIC)dentifies, explains and positions secusilated architectures, designs

and technologies, as well as identifies procedures relevamustworthy Industrial Internet of

Things (1loT) systems. It describes their security characteristics, technologies and techniques
that should be applied, methods for addressing security and how to gain assurance that the
appropriate mix of issues have beaddressed to meet stakeholders' expectations

7.4.30penFog
The Internet of Things (IoT) is driving business transformation by connecting everyday objects and
devices to one another and to clodrebsted services.
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Current deployment models emphasize mandatolyud connectivity; however, this is not feasible
in many realworld situations. These are two of the primary issues with connecting edge devices to
the cloud for all services:

9 Connected devices are creating data at an exponentially growing rate, whichirivid
performance and network congestion challenges at the edge of the current infrastructure.

1 Performance, security, bandwidth, reliability, and many other concerns make -clolyd
solutions impractical for many use cases.

Unfettered cloudonly architetural approaches cannot sustain the projected data velocity and
volume requirements of the IoT. To sustain 10T momentum, the OpenFog Consortium is defining an
architecture to address infrastructure and connectivity challenges by emphasizing information
processing and intelligence at the logical edge. This approach is called fog computing.
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Figure20. Unfettered Cloud Computing

The fog computing model moves computation from the cloud closer to the edge, and potentially

right up to he IoT sensors and actuators. The computational, networking, storage and acceleration
elements of this new model are known as fog nodes. These are not completely fixed to the physical
edge, but instead should be considered as fluid system of connectivity.

OpenFog architectures offer several unique advantages over other approaches, named SCALE:

Security: Additional security to ensure safe, trusted transactions

Cognition: awareness of cliegentric objectives to enable autonomy

Agility: rapid innovation and affordable scaling under a common infrastructure
Latency: reatime processing and cybgrhysical system control

Efficiency: dynamic pooling of local unusedources from participating endser devices

= =4 =4 =4 =

The OpenFog Reference Architect@penFog Reference Architecturefor Fog Computing, 2017)
describes a generic fog platform that is designed to be applicable to any verticketmar
application. This architecture is applicable across many different markets including, but not limited
to, transportation, agriculture, smadities, smargbuildings, healthcare, hospitality, financial
services, and more, providing business value |&3F applications that require resime decision
making, low latency, improved security, and are netwookistrained.



¥demeter

rformance & Scale

(RT, QoS, etc.)

epe

DEMETEBS7202
Deliverable D3.1

Application Services

Node Management (IB) & Software Backplane

Authentication,

Hardware Virtualization

Data, Analytics & Control
Machine Learning, Rules Engines, Cognition, etc,

Manageability
(RAS, Alerting, Orchestration, Operations, Discovery,...)

(ID, HW-RoT, Attestation,

Security
Authorization,...)

Platform infr;

hanical, Pow

@ IT Business & Cross Fog Applications

O
©
0

Protocs| Abstraction Layer (Legacy Protocol Bridae)

Sensors, Actuators, & Control

Figure21. OpenFog Architecture with perspectives

The architecture includes perspectives, shown in grey \arbars on the sides of the architectural
description, which include:

T

Performance: Low latency is one of the driving reasons to adopt fog architectures. There are
multiple requirements and design considerations across multiple stakeholders to ensure this
is satisfied. This includes time critical computing, time sensitive networking, network time
protocols, etc. It is a cross cutting concern because it has system and deployment scenario
impacts.

Security: Endo-end security is critical to the success of fally computing deployment
scenarios. If the underlying hardware is secure but the upper layer software has security
issues (and vice versa), then the solution is not secure. Data integrity is a special aspect of
security for devices that currently lack agleate security. This includes intentional and
unintentional corruption.

Manageability: Managing all aspects of fog deployments, which include RAS, DetQs

a critical aspect across all layers of a fog computing hierarchy.

Data Analytics and Control: The ability for fog nodes to be autonomous requires localized
data analytics coupled with control. The actuation/control needs to occur at the caresct

or location in the hierarchy as dictated by the given scenario. It is not always at the physical
edge, but instead may be at a higher tier.

IT Business and Cross Fog Applications: In a-wmauitior ecosystem, applications need the
ability to migrate § R LINRPLISNX & 2LISNI 4GS +d Fye fS@St
Applications should also have the ability to span all levels of a deployment to maximize their
value.

The OpenFo&A description is a composite of perspectives and multiple stakeholder views used
to satisfy a given fog computing deployment or scenario. The three views that we have identified
include Software, System, and Node.

1 Software view: is represented in the tofnree layers shown in the architecture
description, and include Application Services, Application Support, and Node
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Management (IB) and Software Backplane.

1 System view: is represented in the middle layers shown in the architecture description,
which incldes Hardware Virtualization down through the Hardware Platform
Infrastructure.

1 Node view: includes the Protocol Abstraction Layer and Sensors, Actuators, and Control.

7.5 LSP Reference Architectures in Smart Agriculture

7.5.1DataBio

The DataBio project follows thBDVA Reference Architecture presented earlier in this document.

The figure below presents the BDVA architecture together with the number of the component group

used for model category. An exhaustive list of all the 91 components that make up the DataBio
platform can be found in Table 2 of deliverable D4.1 of the DataBio pr¢leE2020 Deliverable 3.2
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Figure22. The BDVA ah@tecture of DataBio with reference to the DataBio component numbers

This architecture has several layers each one made up of many possible components. The top layer
has the data visualisation and Ul tools (e.g., 2D, or 3D visualisation). This sits a@nthepdata
analytics layer that generated data for the Ul using techniques such as neural networks; this layer
uses components for descriptive analytics, which analyse past (or historical) data to understand
trends and evaluate metrics over time, predigtianalytics aim to predicts future trends based on

past data, and prescriptive analytics which showcase viable solutions to a problem and the impact of
considering a solution on future trends. Below that sits the data processing architecture which allow
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batch, interactive or realime processing of data and include the relevant technologies and
databases (e.g., Apache). The data management layers are responsible for the collection,
preparation and curation of data and they include the agrifood data matiegp At the bottom of

the architecture sits the layer of the actual infrastructure used such as the cloud, 5G, IoT etc., which
enables the connection to devices that provide the data used in the other layers.

7.5.210F2020

Building upon the loT reference model (see standard recommendatioiT IV12060 dated 06/2012)
which is presented in the figure below, and its evolution which is the functional view of th& loT
ARM (presented previously in Section 7.1.1), the I0F2020case pilots utilize customized
architectures, one for each specific use case.
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Figure23. loT reference model of ITUY.2060

For example, in the three figures that follow, we present respectively the functional views for use
cases 1.4, 3.2 and 3.3 of IOF2020 that show the connection with the functional view presented in
following figures. More specifically, the application layer sits at the top of the architecture, with the
device layer at the bottom. On top of the device layets sthe connectivity layer (see

G/ 2YYdzy A OF G A 2y ¢-A Archite@uddl ReférendeKMbdel) &nd between this and the
application layer there is the service support and application support layer (the components of
which correspond loosely to the othéayers in the 107A Reference Model); for example clearly the
IoT service layer corresponds to the equivalent layer in theAldReference Model. The only
exception seems to be the information mgmt. layer (also referred as data layer in other figures) part
of which seems to correspond partly to the business process management layer and part to others in
the I0T-A Reference Model. Finally, Management and Security (at the sides) apply to all layers.
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Figure26. IOF use case 3.3

Looking at these functional views and those for a number of other use cases (see Figure below), we
can observe that the same general architecture isdjshowever it is customized heavily to each
specific use case, which should not be desirable: a lot of effort is actually devoted into this
customization. Each functional view essentially requires significant customization both in the type of
devices thatare being connected, the communication protocols and in the way that data is stored
and processed in each use case pilot.

What the 10F2020 approach and its architectures lack, their main drawback, is semantic
interoperability. More specifically, it woulde far more desirable that the architecture should allow
different services to be used and input into the same platform on a need basis. To achieve this, the
architecture should incorporate common data management tools and common data frameworks for
storing, processing and transmitting the knowledge collected through raw input data, or processed
data by various services and tools. It should also employ a portfolio of communication protocols as
appropriate to receive the input data from various sources (yadtevices but also human user if

F LILINR LINAF G SO ® CdzNIKSNY2NB>X Al aK2dz R LINRPOARS as
those used by devices that input data into the platform) in order to maintain semantic
interoperability. Finally, ideallyhe services used should use a common standard so that they can be
used and composed together on demand for the different application domains and problems
without the need for expensive and tir@nsuming customization. Some of these issues (e.g.,
semanticinteroperability) are being addressed by the architecture proposed by DEMETER presented
in detail in section 11.
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Figure27. Additional IOF use cases

7.5.3AFarCloud

AFarCloud (Aggregate FARming in the CLAUDYC | NJ f 2dzZR 5H dH a! NOKA (SO d:
RSTAYAGA2Yis an@QIEE praject whosedgoal is to provide a distributed loT platform for

early adopter farmers and rural professionals willing to use agriculturetireal computer systems

to increase efficiency, productivity, animal health and food quality, and talseduce agricultural

labour costs. This platform is integrated with farm management software and supports monitoring

and decisiormaking solutions based on big data and real time data mining techniques.

The AFarCloud platform consists of three main fiomal components: (i) thé~arm Management
System, (ii) the&Semantic Middlewarand (iii) theDeployed Hardwaréayer. Besides, the AFarCloud
platform interconnects with other data sources liké Barty data and legacy systems databases. This
architectureis presented in the figure below.
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Figure28. The AFarCloud architecture

The Farm Management Systemffers: a Mssion Management Tool (MMT) to plan cooperative
missions involving Unmanned Aerial Vehicles (UAV) and ground vehicles ranging from fully
autonomous UGVs to legacy systems; a Decision Support System (DSS) to make decisions pre
during and postmission; asystem configurator to configure the aboweentioned systems,
including their key hardware components (mission relevant sensors and other component important
for performing a mission); and, applications for the user to manage and monitor the whole system.

TheSemantic Middlewareffers among others, components for: data storage and retrieval from the
Cloud; managing and cataloguing images; registration of 10T devices, animals and vehicles in the
farm; data flow management inside the platform; managing,toaling and acquiring data from IoT
devices and missions involving ground and aerial vehicles; data processing and knowledge
extraction. The Semantic Middleware implements a software layer that hides the underlying
complexity of the deployed hardware, shat the Farm Management System can access to that
hardware in a unified way. The AFarCloud middleware uses semantic models, specified by the
AFarCloud ontology to abstract the heterogeneity of the underlying hardware, and to ensure that all
information isstored according to a common information model that guaranties interoperability.
The semantic middleware acts as a communication centralizer, disseminating messages between the
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Farm Management System and the hardware deployed. The Semantic Middleviare a set of
interfaces to the deployed hardware, like: DDS, to send missions to UAVs and retrieve their feedback
in reaktime; ISOBUS, to manage communications with ISOBUS compatible ground vehicles; MQTT, to
manage communications with standalone and vé&hignboard sensors and actuators; and REST, to
retrieve data gathered by legacy systems databases.

TheDeployed Hardwartayer provides means to deploy and integrate the services and data related
to unmanned aerial vehicles, semmitonomous ground vehicte actuators,sensors and other loT
devices.

Something that is still missing (since it was not in the scope of this project) from this architecture is
the support for the interoperability between several farm platforms (FMS) and their offering services
andnot just repositories.

7.6 OPEN DEI CSA: Crdssnain Digital Transformation Reference Architecture

ht9b 59L Aa GKS [/ {!-ICH32¢IR S BigitallzZPI&f&riNg/Pilots $loriznriat

' OUAGAGASEAE G2LIAOZT odzf £ SG B G NI dZIHDEND | IONRAE RQA F)
This CSA started at June 2019 and it is an essential pillar of the implementation of EU digitisation

L2f AOASa o0& | RRNBaaAy3d Ay [LIcaeliPlosddiSP)and flaforni a dzLJILJ;
projects financed byhe European Commission under the Digitising European Industries (DEI) Focus

Area.

OPEN DEI aims to set up awiim collaboration with the supported Innovation Actions (all of them
dealing with Digital Platforms for Digital Transformation), as well #s ather ongoing endeavours

in the four sectors tackled by the CSA (namely Manufacturing, Agrifood, Health and Energy). To this
end, several actions are planned and undergoing to address the main needs of the projects under its
umbrella.

In the agrifood dmain, DEMETER is one of the reference LSPs projects, also thanks to the common
beneficiaries among the two actions (i.e., ENGINEERING and ATOS). Other relevant projects targeted
in such a sector are Atlas, l0F2020, SmartiAgriHubs, agROBOfood.

In terms of Ratform Building, OPEN DEI aims at studying and harmonizing Reference Architectures
(RA) in EU and worldwide in the different domains covered by Digital Transformation (DT) focus
area. In particular, a Datdriven approach will be followed, as the Induatrinternet Consortium
Reference Architecture and its layered ddtases pattern instantiated in the different layers of the
Platform Industrie 4.0 RAMI. Moreover, in order to reduce the DT entry barrier for SME and to
mitigate the risk of vendor loek, OPEN DEI is stimulating and promoting the adoption of Open
Source reference implementations, based on Open Standards, such as FIWARE, OpenlOT and
APACHE. Finally, OPEN DEI will support the flourishing of EU Industrial Data Platforms and Industrial
Data Spees in four different domains (Manufacturing, Agriculture, Energy and Healthcare), by
supporting the identification, modelling, execution and evaluation of B2B Data Exchange / Data
Sharing business processes.

At the time of writing this deliverable, the &R DEI working group dealing with Digital Platform and
Reference Architecture in the agrifood domain is not fully operational, therefore this section is
intended to provide an high level view of the potential collaboration with the CSA, assuring the work
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done and the lesson learned in DEMETER will support the knowledge sharing and exploitation
activities within the OPEN DEI working group.
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8 DEMETER Architectural Framework and alignment process

This section creates connections among each of the Reference Architectures presented and the
DEMETER project, presenting a short summary of the reasons why these frameworks have been
taken into account to build the DEMETER Reference Architecture. Tonthisve present in the
following table the key components or design features of each one of these architectures that we
take into consideration when designing the Demeter RA (which will be presented in later sections of
this deliverable).

Table 1. Exampled &eference Architectures analyzed as input of the DEMETER RA

Organisation| Description

I0T-A The 10TA (Internet of Things Architecure) project has proposed an &YV
Architectural Reference Model (ARM) together with the definition of an initial
of key building blocks. The IV ARM is a set of best practices, guidelines, af
starting point to generate specific 0T architectures.

AlIOTI The HLA primarily introduces a domain model, which describes entities in th
domain and the relationships between them, and a functional model, w
describes functions and interfaces (interactions) within the l1oT domain.

The AIOTI functionahodel describes functions and interfaces between functi
of the loT system. Functions do not mandate any specific implementatig
deployment.

BDVA The European Big Data Value Association (BDVA) has constructed this ref
framework, which consistof the universal big data system. The followi
challenges should be met in order to realize BDVA: a) new business mod
confidence in Al and its outputs, ¢) development of Al and Big Data ecosystg
Al technologies fusion.

NIST NIST sets data in a broad level and service use flows between the dependen
the framework. It consists of the following components: a) System Orchestr,
b) Data Provider, c) Big Data Application Provider, d) Big Data Fram
Provider, e) Data @sumer All these components are covered by 1) Managen
and 2) Security and Privacy fabrics.

FIWARE FIWARE is open source and uses loT, Big Data and Cloud architectt
distributes the data and vertical silos in many loT systems, though the u
horizontal layers, in a way to control largeale context information. It interact
with a Context Broker, in order to construct a RESTful interface an
information model. FIWARE components are concerned with 1) Interface with
3 Party systems antbbots, 2) Context Data/API management and 3) Proces
of context information.

IDSA IDSA focuses on who owns the information, aiming to enable transpa
exchanges between data sources and consumers. In order to accomplish t
offers a reference idtributed architecture. In order to support reliability in trustg
transfer of information the following are met: 1) Secure communication
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Identity Management, 3) Trust Management 4) Trusted Platform, 5) Data A
control, 6) Data Usage Control.

RAMA4.0

Industrie 4.0 aims at connecting all stakeholders involved in the bus
processes of the manufacturing and process industry so that all particif
involved share a common perspective and develop a common understanding
Reference ArchitecturaModel Industrie 4.0 (RAMI 4.0) is a thrdenensional
map in support of the most important aspects of Industrie 4.0.

IIRA

The Industrial Internet Consortium (IIC) has developed the Industrial Inte
Reference Architecture (IIRA) in order to address tieed for a commor
architecture framework to develop interoperable lloT systems for dive
applications across a broad spectrum of industrial verticals in the public
private sectors.

OpenFog

OpenFog aims to deal with the exponentially growing dataegated from I0T|
devices that can make clowhly solutions impractical for many use cases
defines an architecture that addresses infrastructure and connectivity challe
by emphasizing information processing and intelligence at the logical edgeis]
called fog computing and moves computation from the cloud closer to the €
and potentially right up to the 10T sensors and actuators.

DataBio

DataBio has the following layers, starting from dtmpdown approach: 1) Dat
visualisation and User intaction, 2) Data Analytics, that uses neural networks
Data Processing Architectures, in order to process interactive, batch ofimesl
data, 4) Data Management layer that collects, prepares and curates datf
Infrastructure, that uses technologylstions in order to connect devices.

IOF2020

IOF2020 builds upon the 10T reference model and its evolution the functional
of the 10FA ARM,; this is a layered architecture where the devices sit at
bottom, with communication facilities on top of them linking them to the sery
and app supportayer, while at the very top sit the applications. Security and ¢
management are present as vertical slices that cover all the layers. 10}
customizes this architecture for each of its use case pilots, therefore each
utilizes a slightly differem customized architecture, depending on the needs
the specific use case; without having generic interoperability facilities (wit
customization).

AFarCloud

AFarCloud provides a distributed 10T platform for farmers and professiong
that they canincrease efficiency, animal health, productivity and food quality,
reduce the costs on labouring. The basic elements of the AFarCloud ar
following: 1) Farm Management System, 2) Semantic Middleware, 3) Dep
Hardware. It can also connect tohar data sources such a&® Party data or
legacy systems DB.

OpenDEl

OpenDEI aims to support collaboration and knowledge sharing among [
Platform providers acting in several industries (at least in the four domains tg
by the CSA, such as Mancifiaring, Agrifood, Health and Energy). To this €
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several technologies enabling actual Digital Transformation processes W
analysed. Regarding the definition and adoption of Reference Architecture f
processes, OPEN DEI will provide a knowlddgymework to exploit the results
from closing or advanced Large Scale Pilots (LSPs) into new comers g
DEMETER. Therefore, the DEMETER Reference Architecture will be n
toward this metaarchitecture in order to ease the crogemain knowledge
exchange, acting at the same time as an input to OpenDEI and vice versa tha
the active participation in the working groups defined by the CSA and relatg
the Digital Platform pillar (as per the DEI Communication back to April 2016).

Some commondiies have been identified across the presented Reference Architectures. The rest of
the document introduces the initial release for a consolidated DEMETER Reference Architecture, on
which all the architectures of the 20 project pilots can be mapped. Bettuadnitial consolidation,

the applicability of the proposed DEMETER Reference Architecture extends beyond the project pilots
as it is quite generic and can be easily mapped to most of the reviewed approaches.
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9 DEMETER Technical Requirements

In this section we present a summary of our analysis cataloguing the requirements for the various
DEMETER software module blocks. This summary is distilled from the detailed work done on
cataloguing the requirements by the corresponding work packages (WP3,and WP4). We leave

it to the corresponding deliverables of these WPs to present in detail the full list of the specific
requirements extracted:

i D2.1 DEMETER data models and semantic interoperability mechanisms (May 2020)
i D2.2 DEMETER data and knowkedgtraction tools (June 2020)

1 D3.2 DEMETER technology integration tools (July 2020)
1

D4.2 Decision Enablers, Advisory Support Tools and DEMETER Stakeholder Open
Collaboration Space (July 2020)

The abbreviations DK, IT and BDS used to identify the requitsnfie the next subsections) stand
F2NJ a5 GF 9 Yy2¢fSRASET a¢SOKy2ft238 LYyadS3aINI GAZ2
respectively.

9.1 WHP2 technical requirements overview

This subsection elaborates upon the technical requirement classes specified by WP2 addressing the
data and knowledge related functionality to be delivered by the DEMETER ecosystem. The input
considered to extract these requirement classes includes theviailg: information collected by the

pilot stakeholders, related state of the art review, DEMETER targeted objectives and innovations,
WP2 goals and related expertise and assets in the DEMETER consortium. The requirement classes
include mainly functional lualso some nodunctional and some pilespecific requirements.

DK1.Data Modelling

The technical requirements under the DK1 class are related to the establishment of a common data
model (AIM) for DEMETER able to represent the wealth of data types mgtifeod value chain in
general and in the DEMETER pilots in particular. These requirements represent the need for full scale
semantic interoperability across standardised or dominant approaches for semantic representation
of data in the agriculture sectcand in general they highlight the fact that a common data model
needs to be in place that may be used and reused, extended, refined, understood and governed.
These requirements will be presented in detail in D2.1 (Common data models and semantic
interoperability support- Release 1), which is expected in April 2020.

DK2. Semantic mapping of AIM to dominant/standardised agrifood solutions

The technical requirements under the DK2 class complement the data model of DK1 and in particular
the need for full sale semantic interoperability. To this end, they deal with the development of
semantic wrappers and translators that align existing ontologies to the DEMETER AIM; they identify
the necessary ontologies and data that should be included in this processlsmdha semantic
mappings from widely used ontologies/vocabularies to AIM, enabling in this way the semantic
integration of this data into the DEMETER system. They also select relevant standards and identify
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the key terms that need to be aligned betweenefie ontologies and AIM, using the appropriate
mapping constructs/axioms.

These requirements will be presented in detail in D2.1 (Common data models and semantic
interoperability support Release 1), which is expected in April 2020.

DK3. Data integration

The technical requirements under the DK3 class deal with mechanisms that integrate different types
of incoming data from different sources facilitating interoperability between communicating entities

in the platform by using wellefined APIs and protocols. To this end, they state the requirements

for appropriate storage systems enabling access to and querying of linked (integrated) datasets; they
also identify and select for reuse, as much as possible, suitable methods and tobis f@mteration

and publication of Linked Data in order to provide an integrated view over different datasets, and
support of suitable tools for the semantic annotation of datasets. They also specify a common query
language interface (through an appropria®]).

These requirements will be presented in detail in D2.2 (DEMETER Data and Knowledge extraction
tools ¢ Release 1), which is expected in May 2020.

DK4. Data Management

The technical requirements under the DK4 class complement those of DK3. Theyy specif
requirements for a set of good practices, architectural techniques and tools able to manage the
complete data lifecycle management process and to ensure the accessibility and reliability of the
data used by DEMETER applications. They require an infrastricapable of storing and retrieving
data and aggregating (also synchronizing if necessary) data from heterogeneous sources as well as
ensuring that data are updated regularly and kept fresh and that different databases used are kept
consistent and upa date. They also store the relevant metadata in order to facilitate this process.
The end goal is to keep the continuous and reliable operation of the data storage system during its
operation.

These requirements will be presented in detail in D2.2 (DENREData and Knowledge extraction
tools ¢ Release 1), which is expected in May 2020.

DK.5 Data Quality & Fusion

The corresponding requirements deal with issues concerning the integration of data in numerous
situations, like those coming from various datausces-potentially in multiple file formats as well

data in forms different than expected or even plain raw data, data incoming in an asynchronous
manner as well as data from legacy systems that need to be used by new systems. Some possible
functionalites that need to be supported are normalization, standardization and merging of data.
Additionally, this class of requirements tackles data quality assessment challenges e.g., choosing the
most accurate metrics for each data type, deciding the most apjmtgmbetween several available

data sources, determining the action when there are moatching, missing and/or corrupted data

and ensuring the retention of this quality through all the stages of the data analysis.

These requirements will be presented dietail in D2.2 (DEMETER Data and Knowledge extraction
tools ¢ Release 1), which is expected in May 2020.
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DK.6 Data Analytics & Machine Learning

Under this class of requirements lies the creation and deployment of tools for the analytical and
scientific pocessing of the data acquired or created within DEMETER for the extraction of patterns
and outputs that facilitate decision making in the agricultural domain. This includes data analytics
made over heterogeneous data sources and potentially in numerous fitains, data streams or

even concrete datasets that should be explored and analyzed on the fly, handling of corrupted or
incoherent data. Decision support systems should be fed input from data analytics covering a wide
range of agrdata (e.g., field androp data, weather data, soil and water data) acquired with varying
technigues from sensor networks, satellite and imagery data and so on. The processing of these
should also follow legal and ethical restrictions. This class of requirement also detafpetific
analytics needed for the decision support of the various DEMETER pilots specifically.

These requirements will be presented in detail in D2.2 (DEMETER Data and Knowledge extraction
tools ¢ Release 1), which is expected in May 2020.

DK.7 Data Secity & Privacy

These requirements handle all issues related to the security and privacy of the data network. They
necessitate the deployment of lightweight protocols that ensure encryption within every layer of the
architecture and the protection of the mwork and communications overall, as well as individual
components, from intrusion attempts by monitoring and detecting such intrusions and triggering
appropriate alarms and countermeasures. Authentication should be required during all critical data
acceses. Data ownership, accessibility and traceability should be-deéithed and strict. Finally,
these deal with the privacy considerations for the data ensuring compliance with GDPR regulations.
These requirements will be presented in detail in D2.2 (DERHEJ&a and Knowledge extraction
tools ¢ Release 1), which is expected in May 2020.

9.2 WHP3 technical requirements overview

This subsection enlists the various requirement classes of WP3. These classes are mainly a
categorization of the requirements that will be identified and upon which the design and
AYLIE SYSyGlrGA2y 2F 59a9¢9wQa NBETFSNSyyemént dassest SYSy i
include both functional and naefunctional requirements. There are few requirements that do not

fall under any of these classes, being more general, and these will be detailed in general class of
requirements. The process of collecting re@gments is mostly completed, and the details of all the
requirements will be presented in future WP3 deliverables, e.g., in D3.2 (DEMETER Technology
Integration Toolg Release 1), which is expected in June 2020.

TI1. Technical and Syntactic Interoperhiyi of pilot technologies/platform

59a9¢9wQa GIFNASGO Aa G2 OoNARAIS RAFFSNBYyl G(GSOKy2f:
exist and are being utilized by companies and organizations across the agricultural domain. Since the
LINE2 2 S O i @Froviie thi§ intéraperability between several services, data, and devices, this
requirement class focuses on identifying the important technologies, tools, platforms, and
frameworks that need to interoperate. The reference that will be used for thistifieation process

stems from the various pilots and use cases that exist within the context of WP5 (Deliverable D5.1
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has already been submitted). Technical interoperability will be achieved by defining the appropriate
way(s) to combine different technadies that are not currently directly interoperable between
them, while syntactic interoperability will be achieved by defining a common syntactic structure to
be used by the involved parties.

TI2. Environment for service discovery and provisioning

Oneof59a9¢9wQad ASNIIAOSa oGAff 0S (2 LINRP@hales |y Sy
resources(services, data, devices) can be discovered and provisioned. This class aims to gather
requirements that will identify the needs of such an environment and the watfswhich discovery

YR LINBPQ@GA&AA2YAY3 gAff 06S | OKASOSRD® ¢KSAS NBI dzi NX
Oy 06S RAA0O20SNBR FYR LINPOA&GA2YSR Ay GKS O2ydGSE

TI3. Networking and Communication

Networking and communication are an igw@l part of interoperability, hence, the need for
collecting requirements that specify several aspects of this feature of the DEMETER RA and
subsequent system implementation. Identifying the ways that several resources that will be taken
into consideratim and of the various components and entities used for the reference
implementation can be interconnected is the focus of this requirement class.

Tl4. Security

This requirement class deals with the security aspects that need to be considered in the afesign
59a9¢9wQa NBFSNBYyOS AYLI SYSyidlFdAazyed LG OFy 6S N
Communication class (TI3). The various resources (such as services, data and devices) that will be
involved inDEMETERIready employ security mechanisms andMBH ER needs to assure that the

existing security level of these resources remains or is increased if necessary.

T15. Device/resource Management (including databases)

DEMETERImMs to provide interoperability between existing resources. Resources mighidéncl
services, data sources, devices, and databases, that are being offered by various organizations. Thus,
the need for specifying whether these resources will be managed, how, and at which level (to which
extend) are addresses by this set of requirements.

TI6. Runtime Environment, Deployment Management & Orchestration

DEMETER will provide the (technical) means to existing resources (e.g., components, devices or
systems) to interoperate and subsequently be combined into final solutions. At the same ttime, i
aims not to be a platform in the middle but to provide tbhapabilityfor the resources to directly
interconnect. This raises the need for defining and specifying the environments in which the setup of
any deployment will take place, including its managat and orchestration.
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TI7. Service / application lifeycle management

There will be several services and applications thiithve developed within DEMETER. Therefore,
there is a need to specify the process that needs to be followed in order to successfully design,
develop, test, deploy, and support all these. The requirements for these processes are the focus of
the TI7 class.

TI8. APIs and Application development support

DEMETER will include several components that will provide a number of services to users as well as
to external developers. External developers will also be able to develop their own Enablers (as
described inater sections of this deliverable, most prominently in sections 10 and 11 which follow)

in order to make their resources DEMEJd#Rbled. To facilitate this process, DEMETER will provide
tools such as an SDK. The requirements for the available APIbkvailthese tools as well as any
supporting material for application development are the focus of this requirement class.

T19. Enabler registration, discovery, provision, management, composition, accounting, billing

As described in several sections angpidted in various figures in this document, DEMETER will
include a component, named the DEMETER Enabler Hub, that will include several services related to
the Enablers that will facilitate the process of developing/adapting DEMETER compliant to external
resources. All the requirements that have been identified that are directly related to this component
and, in particular, to how users and entities (e.g., services and components) can register and be
discovered and consumed through the hub, are the focubisfrequirement class.

TI10. Stakeholder account management

There are several stakeholders that will participate in DEMETER. Some of those stakeholders have
already been identified at the beginning of the project, some others have been added later.
Different stakeholders will have different roles and, hence, needs in DEMETER and this requirement
class will deal with the definition of these needs.

TI11. Monitoring, Awareness, Feedback

An overall need of the project is to have the ability to monitor isage by the stakeholders, to

interact with them, and to receive their feedback in order to improve the services provided to them

both as a whole but also to each individual stakeholder separately. This requirement class will
include the requirements that vt £ RNA @ZS (KS RSaA3dy YR AYLX SYSyli
towards monitoring the stakeholder experience and receiving and processing their feedback.

9.3 WP4 technical requirements overview

This subsection elaborates upon the technical requirement ctadséned by WP4 for the decision
support and benchmarking functions in the DEMETER platform. These requirement classes are
extracted based on stakeholder interactions in the DEMETER project, taking into account the
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challenges, existing infrastructure aadvanced decision support needs of DEMETER pilot partners
and also the technical expertise and innovation support available through the technical partners.
Further details on these will be given in D4.1 (Decision Support, Benchmarking and Performance
Indicator Monitoring Toolg; Release 1), which is expected in April 2020.

BDS1. Abased Decision Making

The technical requirements for Ahsed Decision Making are related ttee delivery of innovative
components/services that are capable of applying advance Al techniques as part of their data
analytic functions to address the decision support needs of DEMETER pilots. This represents the
need to process heterogeneous datas@eth at rest and in motion) to extract meaningful insight

and leveraging Abased reasoning and recommendation system techniques to choose the most
appropriate course of action. Some examples of the databa&ked decision support
components/services are:corrective, predictive & optimizing measures tailored to each
pilot/domain, farm work organisation, efficient management of farm processes and machines, food
travel assessment, instruction and advice for resource consumption, location assessment, and audio
video correlation analysis.

BDS2. Benchmarking

With the decision support functionalities being offered in the DEMETER platform, there is a technical
requirement for a benchmarking system that can be used at farm level to evaluate the productivity
and the sustainability of the decision support provided by DEMETER and to test and evaluate the
efficacy of the developed digital solution in reducing costs, improving production and supporting the
longterm sustainability. The benchmarking system needs to prowidset of flexible rules and a
shared framework to evaluate the performance of Decision Support components/services across
multiple indicators and across multiple usases. Some of the key indicators for benchmarking are:
agronomic, economic/financial andnvironmental performance, as pertaining to environmental
sustainability and resource consumption, as well as the yield per field or area and crop phenology.

BDS3. Adaptive User Interfacing

The technical requirements for an Adaptive User Interfacing relate to the need to visualise the
outcomes of the decision support services in DEMETER. This will help the usability aspects of the
DEMETER platform and enable users (with little or no techhaekground) to better understand

the technical information provided through the DEMETER platform. The technical requirements
require the User eXperiencéUX) solution to be developed as a sadfvice dashboard framework
(catering web and mobile devicetf)at is capable of integrating a number of servioent-ends,
transformation operators and visualisation widgets that users can tune to suit their own needs.
Some of the DEMETER services that will be able to take advantage of the visualisation dashboard
include the following: benchmarking (current vs predictddX evaluation, resource consumption
(feed, fertiliser, etc.), visualizations for other tools (e.g. analytics, benchmarking, enablers) as well as
the ability tocustomize the visualization.

BDS4. Mltimedia content analytics

The technical requirements for the Multimedia Content Analytics relate to the need of analysing
audio and video (A/V) data and identifying specific events taking place at pilot sites. The multimedia
data (i.e. reatime streams o historic data coming from DEMETER pilot partner sites) represent the
diversity of data types available in the digital agriculture sector in general and in the DEMETER
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platform in particular. Robust multimedia analysis functionality that can reliably tifgethe
occurrence of key events (or events of interest) in the physical world is needed. The identification of
key events should be coupled with thorough analysis to help relate the identified event with certain
conditions and performance/triggering oétrospective action(s).

BDS5. Performance Monitoring and alerting

The technical requirements for performance monitoring and alerting module relate to the need for
monitoring physical activities (at DEMETER pilot sites) and generating automatic alertsestaém
events occur or when certain conditions are met. The performance monitoring and alerting module
will make use of advance stream processing technigues to analyse data-tmreand generate
relevant alerts (e.g. triggering of a service, settifja sensor or sending a text message) when
certain (predefined) events are detected. Some of the potential applications of performance
monitoring and alerting module in DEMETER pilots are as folleasurceconsumptionmonitoring
(water, fertilizer, aimal feed, fuel, engine emissions), milk production monitoring (production
guality and composition), environmental condition assessment, silo condition detection, or power
loss monitoring.

BDS6. Stakeholder Open Collaboration Space

The technical requiremenfor the Stakeholder Open Collaboration Space relate to the need for
providing domain/pilot agnostic generic functionalities that can support the integration and
collaboration activities in the DEMETER platform. Thefagd domain is characterised byvariety

of stakeholders, these stakeholders require a secure mechanism in which information can be
exchanged. The Stakeholder Open Collaboration Space addresses such a need to provide a secure
environment and technology solution to support the collaborai@mong DEMETER users.
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10 Main Concepts and Terminology
59a9¢9w A& oO0dzZAfd FNRBdzyR (GKS F2tft26Ay3 YIAY O2y
objectives and targeted outcomes:

1 The DEMETER Stakeholders Open Collaboration Space (S@€Spcus of vhich is on
resolving the needs of the farmersising a structured process that convemgher an
individual need or the most relevant / shared need from a sqtrefiously identifiecheeds
to achallenge A challenge is then resolved through a unigqeecreation processin which
farmers, service advisors and providers can select together the most appropriate set of
tools, devices, components, data sources, etc., taking into account the existing ones already
deployed at the farmsas well asthe farmerdefined improvement goals. The SOCS also
includes a wide range of features that, together, deliver the knowledge sharing and
improvement process, structuring tHeuman-in-the-loop dimension of DEMETERhe SOCS
is strongly inspired by the EIP Agri Social Spaod Operational Groups, operating as a set
of defined activities for multiple actors implemented through physical meetings, workshops,
hackathons, etc., and supported by a dedicated online platforihe DEMETER mtdittor
approach is addressed by WP7daall related aspects are elaborated upon in detail in WP7
deliverables, e.g., D7.1.

1 TheDEMETER Agricultural Interoperability Space (Al)ich focuses ouwlelivering a full
set of interoperability mechanisms to actualtievelop validate and then deploy the
solution. DEMETER does not define completely new interoperability mechanisnmsteatd
uses (and extends) a wide range of qgpdsting mechanisms at sensor, daad service
levels.

1 The DEMETER Enabler HUB (DEWhich centralises the full description of all the
components, devices, services, data sources, platforms, etc. that are accessible for
exploitation and ultimately fordeployment. The DEH provides, on the@ne side, the
harmonised description that enables each component to be used in thereaiion
mechanism, and on the other side its uptake in different deployments through the full set of
DEMETER enabled interoperability mechanisms. The DEMETER Enablacltti¢B the
mechanismghat ensure interoperability not only with standardized solutions, but also with
dominant solutions introduced by other initiatives, such as IOF2020, ADAPT, DAGABIO,
SmartAgriHubs

1 TheDEMETER Dashboasithe sole entry pointd the DEMETER ecosystem for all DEMETER
Stakeholders, enabling them to access SOCS and AIS. The Dashboard also offers them user
friendly interfaces to access, understand and control data related to their personal accounts,
to perform basic administrationasks over their DEMETER accounts, get an overview about
the usage of their datde.g., field data or even perhaps some personal daiakxternal
stakeholdersand to perform other related tasks.
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Knowledge sharing and co-creation Dashboard

space where

Farmers/service advisors

express their needs and

* Service advisors and providers
team-up to define the most
appropriate combination of tools.

DEMETER Dashboard: Sole entry
point to the DEMETER ecosystem
for all DEMETER Stakeholders.

0 dem@iter

ENABLER HUB

DEMETER Enabler Hub: The
available collaboration spaces
(SOCS and AlS) are built around
this hub that enables access to all
resources that are available for
integration and deployment.

Figure29. Overview of DEMETER showing the main concepts

A highlevel overview of these concepts is presented in the figure above. The key benefits of this are
that it connects a human focused interaction space on the left with the actual digital implementation
spa® on the right. This ensures the fact that DEMETER remains fully human centric and human
driven ¢ delivering digital enablers that are fully aligned to the needs expressed by the farmers and
based on the knowledge and wisdom captured through structuredhaeisms.

As already mentioned, all stakeholders will acd@EMETERrough the dashboard which connects

them to the DEMETER facilities. Depending on whether a user connects through AIS or SOCS and
depending on the type of usage that the user aims for.(egllaboration with other stakeholders,
indication of own needs, resource consumption, application development based on DEMETER
resources/enablers, etc.), the dashboard will serve a different application and provide different
workspaces. To this end, theéashboard will have 2 or 3 different views suitable for the usage
intended. The view presented will of course depend on the user and the targeted space.

As already discussed, tHBEMETER Enabler Habts as a point of reference for the interested
developes and stakeholders in order to register their offered capabilities and resources and act as
DEMETER Provider§hese offerings are semantically described and are escorted by-datia

which include(among others}he security and data usage policies applicableQuality of Service
metrics DEMETER Consumetan browse the DEMETER Enabler Hub discover suitable
capabilities and resources matching their requirements and specified criteria. The Hub verifies the
identities of the consumers and the providers and provides the support necessary for the
establishment of a direct secure communication channel among them. The Enablers made available
viathe DEMETER Enabler Hate either services developed by the projectresources offered by
external stakeholders, i.e., by third party service providers, or by platform providers.

There are some more concepts that need to be introduced herewith before we proceed with the
description of the DEMETER Reference Architectuesigd. Any platform,thing, service or
application that makes itself available via the DEMETER Enabler Hub, or consumes resources
available in the Hub, or both, is represented bDEMETERNnhanced Entity(figure below). More
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specifically, an applicatioran consume DEMETER resour¢bag acting as andmplementing the
DEMETER Consumer), while a service and a platform can both consume or provide resources
(implementing the DEMETER Consumer and/or Provider) and finally a thing (i.e., a physical
devicelsset such as a sensor or an actuator) can only be made available for consumption
(implementing the DEMETER Provider). In order to allow for full scale secure interoperability and
communications, there are a few specific DEMETER enablers that are mandatangeghdb be
available at each DEMETEfhanced Entity. These are tHeEMETER Core Enabldisat are
encapsulated, along with the DEMETER Provider and ConsumerEMETER Enhancing Service

The Entities are communicating with the DEMETER Enabler HuhevREMETER Hub ARAIl
DEMETERNabled platforms and individual things/resources will be registered in DEBMETER
Registry along with access rights/policies.

DEMETER-enhanced Entity

DEMETER DEMETER
Provider Consumer
DEMETER
Enhancing
Service

DEMETER CORE ENABLERS

Platform / Thing / Service / Application

Figure30. Necessary components of a DEME€Rfanced entity

The warious instantiations of the DEMETERhanced entities are presented in detail in Section 11.1
elaborating on the higievel view of the DEMETER Reference Architecture. The rest of Section 11
then presents the other views (functional, data, process, eftthe RA.
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11 DEMETER Reference Architecture

Having already presented the main concepts of the DEMETER architecture in the previous section,
and following the guidelines of Secti@nfor the design, we present here the DEMETER Reference
Architecture through a number of viewpoints. Firstly, we give a tegkl view of the whole
architecture including an instantiation example and also describe various instantiations of the
DEMETER Etiis (in subsection 11.1). Then the functional viewpoint is presented (in subsection
MMOPHU GKSNB (GKS 59a9¢9w aedadsSyaQ YIAYy O02YLRYySyl:
the DEMETER Enabler Hub (DEH) as well as the core (mandatory) and theecidegtional)
enablers offered for the creation of DEMETER entities using the tools offered by DEMETER.
Subsequently, in subsection 11.3 the process view of the RA is presented and it is described how the
components communicate to accomplish the basic fiomalities; these are detailed by also
providing activity and sequence diagrams for the registration and then the discovery and usage of
DEMETER Enablers. Subsequettily,data viewpoint is elaborated upon gsubsection 11.4which
highlights the data fiws and which components are needed to manage the main data processes,
such as storage architecture, data retrieval, processing, storage and security management of the
date exchanged by DEMETER components and enablexs, the deployment viewpoint of thRA

is introduced in subsection 11.5. This deals with the runtime operations and presents the topology of
software components on the physical layer as well as the connections of these components to each
other when applications are deployed. Finally, in sediion 11.6, the business viewpoint of the
architecture is discussed, which will guide the development of the application components and
support the decision making process of the stakeholders involved.

11.1HighLevel View

There are a variety of smart farnginsystems and platforms already deployed, employing many
different communication, sensing and data processing technologies. However, building a new
master system that has the ability to also incorporate other existing systems is a near impossible
task, al® due to the complexity/heterogeneity of the agrifood sector, when it comes issues such as
scalability and governance. To tackle these, DEMETER proposes an overarching approach that
integrates heterogeneous technologies, platforms and systems, while stipgofluid data
exchange across the entire agrifood chain, addressing scalability and governance of ownership. As
described in the previous section, these goals are delivered through the Agricultural Interoperability
Space. The proposed approach enablastarg Agriculture Knowledge Information Systems (AKISs)

to continue their operation, but also allows those systems to make available and consume data from
other cooperating systems. Additionally, newer technologies and services can be exposed that may
be of interest to cooperating AKISs. This is more realistic and viable in terms of usability, market
adoption, and sustainability. In order to realize this approach and address the requirements
presented in Section 9, the following two core objectives needaofulfilled by the proposed
solution:

() Allow existing AKISs to offer their data to and consume data from their counterparts,
providing also the means to incentivize AKISs for sharing data by ensuring data integrity
and valorisation, giving them also theance to make some profit.

w Extensive use of virtualization containers for services should be made to ensure rapid
deployment, portability and scaling once required.
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Consumers of Demeter-enabled applications
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Figure31. Highlevd view of DEMETER Reference Architecture instantiation example
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The proposed architectureg={gure31) consists of a DEMETER Provider aldEMETER Consumer
service based on the architecture model introduced by the Industrial Data Spac¥, (i) further

specified by the International Data Space Association (fSMhich is the continuation of IDS.
However, DEMETER Provider and DEMETER Consumer services further extend their applications by
supporting AKISs to also expose and consume data. Rapid deployment and decommissioning are
highly beneficial for survey servig¢hat might not require a continuous feed from a particular AKIS.
Such a service would deploy and start a DEMETER Consumer service for that particular AKIS, gather
necessary information, and then stop the service. The service will be packaged intowaeiliut
container along with all the software necessary to support-setftained deployment of the service
(runtime environment, libraries for supported communication protocols, encryption techniques,
etc.).

As data interoperability is of critical importe®, the proposed solution provides the necessary data
translation mechanisms combining the use of a semantic data model (Agriculture Information Model

T AIM) developed by DEMETER, along with the respective data translation/management/inference
mechanisms dopting widespread standardised solutions such as NG8| Saref4Agf?, ADAPH,

etc. In order to enable interoperability of heterogeneous data handling approaches, the DEMETER
provider-consumer services, deployed on various AKISs, translate and exchange data based on the
AIM common data format with the utilization of lightweight datvrappers/translators. For this
conversion to be feasible, each AKIS needs to provide the specifications of the utilized data model
semantics, or it should parse returning content in the AIM format. The AIM is not built ab initio but
incorporates and exteds existing ontologies and vocabularies already available for this domain.

DEMETER providepnsumer services maintain the necessary mechanisms for satisfying data
security and privacy concerns (cf. below). They need to be trusted to be deployed and hgstee

AKIS on their own cybgmemises (i.e., hosting environments) following the principle that moving
processing capabilities is easier than moving data themselves. This is also an inherent data privacy
protection feature as the owner of the data m#éims the control/decision of which data are
allowed to be shared with other entities. The services need to provide privacy and security
functionalities, including user authentication and access authorization. Once a DEMEATHER
application is implemeted, the final version at a production level can be discovered by consumers
(e.q., Farmers, Agronomists, Cooperatives, etc.) through the DEMETER Dashboard, which is also used
by these stakeholders to provide their feedback regarding the perceived experimd added

value.

For simplicity Figure31 presents only some of the platforms that can be integrated in the DEMETER
Reference Architecture, thus rementing a specific instantiation of the architecture deployed to
serve the needs of one pilot site for example. However, apart from platforms, DEMETER service logic
blocks are made available and can be used by the interested parties (e.g., data/knovdetited),

as well as any other'8Party resource. All the registered resources are made available to the

17 http://www.industrialdataspace.org/

18 hitps://www.internationaldataspaces.org/

19 ETSI.  Context Information Management (CIM); INGS APl Available  online:
https://www.etsi.org/deliver/etsi_gs/CIM/001 099/009/01.01.01 60/gs_CIM009v010101p.pdf

20 ETSISmartM2M; Extension to SAREF; Part 6: Smart Agriculture and Food Chain Domain. Available online:
https://www.etsi.org/deliver/etsi ts/103400 10899/10341006/01.01.01 60/ts 10341006v010101p.pdf

21 ADAPT Agricultural Data Application Programming Toolkit, Homepage hifis://adaptframework.org/
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developers through the DEMETER Enabler Hub, presented in the next subsection of this deliverable
report; these are annotated with rich metadata thdescribe the capabilities (or constraints) of
these resources thus guiding the deployment of DEMETER apps based on the adopted technologies
as well as information regarding ownership of resources that are available and the restrictions that
their locatiors might impose during this process.

As already mentioned in Section 10, each platform, thing, service or application is represented by a
DEMETERnhanced Entity and either makes itself available via the DEMETER Enabler Hub, or
consumes resources availabile the Hub, or both. Thus, there are various instantiations of the
DEMETERNnhanced entity that are listed hereafter:

w DEMETERNnhanced ResourceThis entity contains the resource (platform, thing,
service) that registers its capabilities to the DEMETERI&NnBub and makes them
available to interested parties. It is worth mentioning that a DEMESraRIed Resource
can make use of other Enablers registered in the DEMETER Enabler Hub to enhance its
features.

W DEMETERNnabled Service A DEMETE®habled Servie is a 3 Party service that is
provided by a stakeholder external to the DEMETER project, which is integrated to the
DEMETER ecosystem. It can both register its Service Logic to the DEMETER Enabler Hub,
thus making it discoverable by interested parties, well as discover other DEMETER
Enablers via the DEMETER Enabler Hub and directly consume their exposed interfaces
without any interoperability implications.

) DEMETERnabled Applicatioty ¢ KS a! LILX AOFGA2y [23A0 | YR
DEMETER ignoranhé are provided by an application provider external to DEMETER.
The DEMETEEhabled application can communicate with the DEMETERsystem and
browse its Enabler Hub to discover available resources that are compatible with and
registered in DEMETER. Hrsrs directly access the user interfaces provided by these
applications. Furthermore, users can consume functionality exposed by the DEMETER
enabled Resources (or resources in general, including data) only through these
applications.

The following figure Rigure 32) illustrates where these entities are positioned in the DEMETER
ecosystem and how they interact with stakeholders, with the DEMETER EnablanHuwvith each

other. The human users (stakeholders) can have direct access to the DEMETER Dashboard, in order
to use SOCS or AIS facilities, as well as to any DEMBAaBIBRI application. The interaction of the
various entities with the DEMETER Enableb Hre required primarily in the registration and
discovery processes, so that these are made available in DEH and are discoverable by interested
parties. Once the interested DEMETER consumer discovers the enablers and other resources it aims
to use, theseare packed for delivery along with the necessary facilities that support this
development and integration process; these deployment and runtime facilities are provided by the
hub. Please notice that the DEMETé&tRbled application can directly interacttitvithe DEMETER
enabled services or DEMET&#anced resources it aims to consume, once these are discovered in
DEH. The same is valid for the DEMEdit&®led service that consumes DEME€RRanced
resources. There is however the option, should the intesdSDEMETER provider wish to do so, to
enable access to its resources to interested stakeholders only via the DEMETER hub and not directly
with each other.
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Figure32. Positioning and interoperation of entities (i.e., applicatiseyices, resources)
enhanced/enabled and/or made available via DEMETER

11.2Functional View

In order to implement the highevel view of the architecture and to implement the objectives and
vision of it, DEMETER needs to provide several facilities/modu¢sntieract with each other, with

the various stakeholders as well as with a number of existing devices, platforms, systems and data
sources. In the following figurd-igure33), the main functional blocks of the DEMETER Reference
Architecture are depicted, along with the external entities involved and their respective interactions;
these constitute théunctional viewof the architecture.



N

Fwdemeter

DEMETEB57202
Deliverable D3.1
9 [ o [ 9
a A A M A
For co-creation For DEMET_ER—enhanced Usage of DEMETER-enabled apps
process resource discovery & access

) 2 @

DEMETER—-enabled applicatipns

DEH DEMETER
Manage- Deploy-

DEMETER
Core
Enablers

DEMETER
Advanced
ELIES

DEMETER
Runtime

ment ment yess
Facilities

AlM Facilities Facilities

DEMETER Enabler Hub

Figure33. Main functional blocks of the DEMETER Reference Architecture

Before we describe the functional components of this architecture, we need to link them to the
high-level view described in the previous section. According to this vieis,necessary to create
appropriate DEMETER compliant wrappers in order to use the available (public) data resources and
the external devices (things in general) and systems that we want to include in DEMETER enabled
applications. On top of these resourceits the communication infrastructure responsible for
handling any communication between DEMETER and these external resources. These resources are
DEMETER agnostic in the sense that they do not need to comply to the DEMETER AIM and models in
general. Howeer, in order to be integrated into a DEMETER enabled application, they need to be
paired with the aforementioned data wrapper/translator, which will translate their data format
to/from the DEMETER AIM model. The respective facilities that deliver thisrapped in the seo

called DEMETER Provider, depicted by triangleFignre 31 (see previous subsection). These
facilities will of course be provided by DEMETER in support of all pilots, but in general, for other
domains, they will be developed and offered through DEMETER™"bfPaBty developers and
stakeholders, who can access DHMR in order to develop and offer these via AlS.

Now, in order to support this creation process of appropriate wrappers for the external resources
6SPIPY LA FOAF2NXVasT (GKAy3Ias ASNBAOSaAIT | LILX AOFGAZY
processand will ensure semantic interoperability always based on the DEMETER AIM model; to
ensure that these objectives are met, an appropriate Software Development Kit (SDK) will be offered

to 39 Party developers that will facilitate the development of DEME@iE®led applications, as well

as the development of the appropriate DEMETER Consumers and Providers for the instantiation of

the appropriate DEMETE#Rhancing service.
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Figure34. Functional view of DEMETER enhanced Entities with the included DEMETER Core Enablers

In addition to the SDK, DEMETER will also offer a s€od Enablersieeded for creating any
DEMETER applications. These are listed in the figure above, which prése@ischitecture of a
DEMETERnhanced Entity in order to be compliant with DEMETER (and thus able to register with
the DEMETER Hub). As previously discussed, on top of the existing resources, e.g., platforms,
devices, services or applications, it is neceg to create a DEMETER wrapper that will allow the
resource to interoperate with other DEMETER Entities. In order to facilitate this creation, DEMETER
offers a list of core enablers. These enablers are mandatory for any interested stakeholder that
wishes to expose or share its own resources, and provide support for: communication and
networking, which will facilitate the actual communication of this resource with other DEMETER
entities, semantic & functional interoperability, in order that the communimatcomplies with the
DEMETER AIM model, and security protection, e.g., for secure transfer of sensitive data or to
prevent access to unauthorized entities, while they can also include a Client for the DEMETER Hub,

for any information that needs to be comnffthA OF 1§ SR A GK (GKS Kdzo Q& NHzy (A Y S
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Figure35: Advanced Enablers offered by DEMETER

DEMETER will also offer another type of enabl&dvanced Enablershat are optional and are
discoverable and accessible through the HUbey are depicted in thigure aboveand fall under
several different categories.

First, theData & Knowledge Enablevgll be responsible for Collecting and Curating data from the

various sources that the DEMETER developers and stakeholders have lgestered for. To

elaborate, the Data Collection & Preparation enabler will collect, curate and prepare the data
collected, while the Data Integration & Linking together with the Data Fusion enabler will integrate

and fuse the data collected from heterogemes sources. Furthermore, Data Management will be

Jdzr N} YyGSSR | O02NRAYy3I (2 (GKS dzaSNBRQ aidldSR LINBF
Extraction component will be available to any apps developed which will offer facilities that allow

the processing fothe fused data.

Second, theDecision Support and Performance Monitoring Enabiglisprovide to the DEMETER
developers and stakeholders the availability to choose the Decision Support (DS) mechanisms of
their interest (among the set of DS that DEMET&Bements); any developer will of course have

the option to use her own DS system instead of the offered ones. In addition, it will also provide
Performance, Monitoring and Alerting facilities as well as Benchmarking facilities, in order to
monitor at rurtime the performance of DEMETER entities, such as the aforementioned decision
support algorithms. Finally, visualisation enablers will complete this class of DS related enablers:
they will be instrumental in conveying the information and actions taken mattically (or needed)

to the final users of the DEMETER applications, such as the farmers.

Third, through thelntegrated Delivery Enabledevelopers and stakeholders will be able to access
the services and the devices that they desire while they will tde & include any other optional
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verticals related to identification, construction, operation, positioning systems, etc. Note that these
enablers will be part of the DEMET&Rabled services that will be developed specifically for the
DEMETER pilots, bilitey can be reused in part or in their entirety for other applications ByParty
developers

/// e I e @
/ Compatibility
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o~ /—
Resourc@
DEMETER Registry sercont US.E.‘I‘
Resource Management e Registry
Registry

Resourc
Access
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DEMETER Enabler Hub

Figure36. Internal Management Components and Registries of the DEMETER Enabler Hub (DEH)

So far, we have described the componentstee DEMETER enabler hub that deal with the creation

of the DEMETER entities and the entities themselves. The registration and management of these
entities is the task of the DEH management facilities component. The internal subcomponents of this
are pregnted inFigure36. Users first need to register with the User Account Management, which
updates the user registry DB before they can consume DEMET&Rcessor get apps and services,

or register a new DEMETER enabled entity or resource that they wish to offer through the hub. To
accomplish the latter, they interact with the entity registry management component. The new entity
submitted for registrationis first processed by the compatibility checker component in order to
verify that the entity is compatible with the DEMETER AIM and any other requirement as set by the
DEMETER system (the most important of which is that it uses the necessary parts &MES BR

core enablers, or is compatible with them, and thus adheres e.g., to the security and
communications standards/protocols). Then, the resource register DB is updated by the
management component with the data for the new entity and, subsequently,aitmess control
component is updated by the registry management with the information regarding the entity
2y SNRa LINBFSNByOSa F2N) 0KS adzoYAGGSR SydAade:z
way the user can limit which users can discahernew entity and in which way it may be used.
Afterwards, when a user wants to discover DEMETER enabled entities, the user account
management component queries the discovery management component which in turn will get the
permissions on what entities tdisplay from the access control component; afterwards, depending

on the rights provided by the access control, it queries the resource registry through the entity

Ay



DEMETEBS7202
Deliverable D3.1

management component in order to get the entities to which the current user has access)tight
use. Should an entity then be contracted, the accounting component will be informed so that the
appropriate compensation be provided for using the entity. All these processes of how the hub
components are detailed in the following subsection whiclkesgnts the process viewof the
DEMETER Reference Architecture.

CAylfftezr GKSNBE Aa FY20KSNI O2YLRYSYy (i oKAOK gAff
component in this ecosystem, will deal with the privacy and security requirentbataneed to be

addressed. For example, such concerns exist in the user and resource registry components, or in the
accounting component as sensitive data (e.g., billing data) need to be protected. The respective
FILOATfAGASA | NB RS ki@ (aBdRPriveci) madulest within othie dafptopriate] S
components of the management facilities in this figure. [All these concerns are to be addressed by

T2.4 Data Protection, Privacy, Traceability and Governance Manageraadt)T3.4 Connectivity and

Securiy Framework ]

For the users to contact the enabler hub and perform all the functions described previously, they
need to use the appropriate view of the dashboard. More specificallge Agricultural
Interoperability Space (AlSYiew should be accessed Imgers, such as'BParty developers, who

want to develop DEMETER entities and offer them through the hub and those who want to deploy
and offer complete solutions (apps). To this end, they will also be able to access the DEMETER
semantic interoperabilitydols, such as the enabler creation SDK and the description of AIM by going
through the AIS view of the dashboard. On the other hahd, Stakeholders Open Collaboration
Space (SOCSjew will be used by farmers, service advisors and providers; these dact,se
together, the most appropriate set of tools, devices, components, data sources and available apps,
all of which are registered and offered through the DEMETER Enabler Hub.

Once such tools and applications are selected, they are then made availatlghhthe DEMETER

hub deployment and their execution supported by the hub runtime facilities. These facilities will be
developed by T3.5 and detailed in deliverable D3.2. Their task will be to link together the various
enablers composing each applicatiog.g., by offering a URL or URI where an enabler can be
contacted, in order to get data from it, or to download a specific service; in this way they will
facilitate the deployment of the final applications. The runtime facilities will be able to receige dat
back from the application and the individual entities they are composed of in order to gauge
whether the various entities operate according to their specifications and receive ratings back that
can update the information available in the registry for leaesource available through it.

11.3Process View

Theprocess viewdeals with the dynamic aspects of a system, describes the system processes and
their interactions, and focuses on the run time behaviour of the system. The process view is
designed for people designing the whole systemu thenintegrating the subsystemar the system

into a system of systems. This view shows tasks and processes that the system has, intetfeces
outside world and/or between components within the system, the messages sent and received, and
how performance, availability, fautblerance and integrity are being addressed.

In DEMETER, for this first release of the Reference Architecture, we identified two processes that are
related to DEMETER Enablers:



1. Enabler Registration
2. Enabler Discovery and

Usage
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For these two highevel processes wéave created their corresponding hidgwvel Activity and
Sequence diagrams. These diagrams are presented in the following subsections.

11.3.1 Enabler registration

11.3.1.1 Activity diagram

DEMETER Enabler Registration

Developer
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Figure37. DEMETER Enabler Registration Activity Diagram
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1 Developer, the development teams that make use of DEMETER to create their own

DEMETER Enablers.

1 DEMETER Enabler Registry, where all DEMETER Enablers are stored.

A



DEMETEBS7202
Deliverable D3.1

1 Compatibility checker which is the DEMETER service for validating the compatibdity of
Enablerbefore it is stored in the registry.

The Developer implements an Enabler and issues a request for it to get registered as a DEMETER
Enabler on the DEH regigtrDEMETER backend services (e.g., Enabler Registry and Compatibility in
Enabler HUB) prepare the Enabler and request a compatibility check so as to assess whether the
Enabler will be registered as a DEMETER Enabler in the Enabler Registry or not.

11.3.1.2 Sequenceiagram
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Figure38. DEMETER Enabler Registration Sequence Diagram

The diagram depicts the sequence in the interaction between the three different systems from the
moment a developer creates a resource, i.e. PEMETER Advanced Enabler (DAE) until it gets
Y20AFASR GKIG GKAA NBaz2dzZNOS Kra 0SSy NBIAAGSNBR

11.3.2 Enabler Discovery and Usage

11.3.2.1 Activity diagram
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DEMETER Enabler Discovery and Usage

Developer DEMETER Registry Discovery it User Account Management Accounting Resource Access Control
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Figure39. DEMETER Enabler Discovery and Usage Activity Diagram
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1 Developer, the development teams that make use of DEMETER to create their own
DEMETER Enablers.

1 DEMETER Enabler Registrigere all DEMETER Enablers are stored.
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1 User Account Management, which provides all the user account related services, granting
different access rights to different user roles.

1 Accountingwhich includes functionality for (monetary) transactions between actors
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devices, etc)
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and then a resource access request is issued to be checked andtedlioy the Resource access

control system and the Accounting system. If the user has indeed permission to access that

resource, the DEMETER Enabler is activated providing access to that particular resource.
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11.3.2.2 Sequence diagram
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Figure40. DEMETER Enabler Discovery and Usage Sequence Diagram

The diagram depicts the sequence in the interaction between the six different systems from the
moment a developer accesses DEMETER dashboard to discover Enablers up to the moment that the
develope gets access to a DEMETER enabled resource.

11.4Data View

This section aims to provide a description of data view representation of DEMETER Reference
Architecture, based on the awareness that this representation is connected to a series of concerns
such as Bowing interoperability between internal and external processes in DEMETER, such as
making information accessible at all architectural levels (e.g., between applications and services,
user and application, users and services) up to the data visualidaticghe endusers through the
DEMETER Dashboards. Basically, this view is about storage architecture, data retrieval, processing,
storage and security management. The view highlights the data flows and which components will be
needed to support and managke main processes, such as archiving and processing.

The methodology applied for the representation of this view takes into account the following
aspects:

1 The definition of the scope and requirements helps to formulate the representation of
DEMETER eniis model. A clear understanding of needs is the first step in order to build a
model that supports all platform functionalities. The model is used to implement the entities
that will enable the internal and external processes of the DEMETER Referenitecfutdn
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with the possibility of being supported in the representation of AIM through the use of a
modular, flexible and extensible approach. Given these assumptions, different kind of data
spaces have been identified and defined which will have to supporthe one hand the
interoperability between the resources generated by the DEMETER Enablers, on the other
the need to support the representation of the Stakeholders who will take part in the
platform. On the one hand the identified data spaces are a sgimalatabase oDEMETER
Data & Knowledge Repositoryand DEMETHBSser Registry & DEMETER Resource Registry

1 D3.1 will follow an iterative approachtherefore more complete and comprehensive
descriptions of the relationships among the identified entities will be refined in the future.

1 The following descriptions focus on the point of view of the Stakeholders (i.e., users
accessing the information vilé DEMETER Dashboard), and only the main entities involved
in the data storage, retrieval and processing.

The DEMETER Data & Knowledge Repositadgresses the problem of the physical representation
of semantic model, allowing a mapping between the resear that will be acquired through

59a9¢9wQa /2YYdzyAOlIGA2Y 3 DbSG@g2NJAy3d O2YLRYySyila.

resources and therefore the entities that will be used as an integral part of the information flows
between the business processeshel use of appropriate data exchange models (e.g., RDF),
knowledge representation languages (e.g., SKOS, RDFS, OWL) and rule languages (e.g., SWRL or
OWL:RL), which would allow semantic querying of data, will be applied in the design process to
define the #mantic model, the technology and tools to be used.

TheDEMETER User & Resource Regigpresents a database management system that structures
data in tables with certain properties. This support will contain information relating to users, such as
persoral data, credentials, and so on (all aspects related to GDPR and in general to the security of
personal data are better described in sectiondf4his deliverablg. It is immediately clear that the
attention in the design of this store must be very rigosaand ensure a certain attention to the level

of security of the information contained therein. Principles of encrypting of information could be
used, or only those deemed most at risk for the security of personal data of a user who decides to
registeroni KS 599a9¢9w{Q {adsSvyo

The diagram below brings together the above concepts, such as entities, information and their
interactions within business processes, in order to structure the data flows between them:
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Figure4l. DEMETERain Data Flows

Any thirdparty resources (e.g., Thing, Platform, Service, Component), that can feed DEMETER with
its data communicates with the DEH components for data acquisition. Specific wrapper/translators
will be made available in DEMETER data aitiquidayer through the Communication & Networking
Enabler, in order to allow translation from formats that are not compliant and therefore not aligned
with the DEMETER AIM model, to be enriched and semantically aligned the data transmitted based
on this nodel. This will allow data interoperability by combining the use of a semantic data model
(AIM) with the respective data translation/management/inference mechanisms that adopt other
standardized solutions. Therefore, to allow for full interoperability odtenogeneous data
modelling/semantics approaches, DEMETER will provide the necessary facilities to support data
translation and exchange according to the AIM format.

The DEH APIs layer responsible for data acquisition, but more generally all the compohents
Communication & Networking Enabler and therefore everything that interacts with the transmission
and/or data acquisition from the physical layer to the digital ones, will be subject to control on data
security, and on systems security policies in gahdénat T2.4 will define for this, but also for all
other levels architecture that provide for interaction of components and therefore data exchange.
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The data, acquired and conforming to the model, can begin to be used by the other internal
components of DEMETER including the core components of DEH. These modules or DEH Core
Modules, will be responsible for data (DEMEEERanced entities) management, allowing their
storage and recovery for instance when an ars#r using the Dashboards in the upper lavit

need discover the DEMETER available resources. The internal DEH processes will define all possible
operations on the acquired data, interfacing visualisation Dashboard (Ul) with the backend
components of DEH (services layer). The data encapsulatst DEMETER enhaneewtity format

which contains the semantic description, the metadata of each platform, thing, service or
application are made available through the DEH APIs to all DEMETER Enablers who will use them to
power all business processes andanall defined use case scenarios

11.5Deployment View

The Deployment viewdepicts the system from a system engineer's point of view. It is concerned
with the topology of software components on the physical layer as well as the physical connections
between these components.

DEMETER reference platiorm

Q > Dashboard -

A
Farmers/Experts/Stakeholders
¥

2] 2] £]

Agricultural
- Interoperability
Space

Developers

S0CS »

Ve

Cloud

¥ ¥

EMIS/loT/Machinery Platform A EMIS/loT/Machinery Platform B
Container -
o Internet Container
DEMETER
DEMETER Enabler
Enabler

F

.. .. l l l

Services Apps Devices Services Apps Devices

Figure42. Deployment diagram

In DEMETER we identified the nodes that will be present during théimenof the execution of the
whole system along with the components that participate, both internal and extermalthe
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are depicted. It is also demonstrated that the interconnections between the participating nodes are
internet based.
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and the developers and exposes the functionality of the other software artefacts included in the
reference platform, SOCS, Enabler HUB, and AIS.

FMIS/loT/Machinery platforms can connect with the AIS so as to get access and deploy DEMETER
Enablers while their already deployed Enablers (in containers) which provide access to their
resources (services, apps, devices) communicate directly via the internet

11.6Business view

The business view, described below, focuses on the functional aspects of the DEMETER System
supporting the decisiomaking process among the main components defined in DEMETER RA.
These components, such as DEH, SOCS and AIS, will pomliartd services suitable for both
business understanding and its development, implementing technological solutions specifically
conceived to meet the needs of DEMETER Stakeholders such as Farmers, Advisors, Developers etc.

Furthermore, this view, contrilding to the development of a business model suitable for the
DEMETER context, will help to understand the main activities and interconnections between the
modules or to check if all have been specified the interfaces required between the components or if
all the information required for the execution of business processes is available).

Clear business design can help developers understand the system. In the process of designing the
business architecture the building of the processes structure must be mé@ted according to the

needs of the user who in a business view represents the true starting point. Consequently, having
relatively individual requirements associated with the individual services to be implemented helps to
design a system that is not toomplex.

To cover all the fundamental aspects to which the business view must respond, a whole series of
aspects of a system must be considered:

1 Usersi.e., the Human Actors involved in the system

1 Processthat is, the user processes involved in the syste

9 Function the functions required to support the processes

1 Information: or the business information necessary for the proper functioning of the
processes

but only a few have been taken into consideration to represent the view. One aspect among those
mentioned above is to be taken into greater consideration, fundamental for the analysis and
description of the existing environment and inspire all the functional but also technical solution. A
process is a grouping of tasks that form an executable unit, ablesélize a complex system
behaviour through separate threads of control. The business processes can be described at several
levels of abstraction, each level addressing different concerns. At the highest level, the process
architecture can be viewed assat of independently executing logical networks of communications,
distributed across a set of resources and components, constituting the overall system.

From the relationships of these aspects follows a representative model for the business view, and a
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methodological approach that has influenced and will continue to do it using an iterative approach,
the logic behind which the DEMETER solution was conceived. The business model of BEMETER
based systems, for what concerns business representation has coedided covered all these
aspects allow to address separately the concerns of the various

Stakeholders of DEMETER, mainly technical partners and business partners, and to handle separately
the functional and notfunctional requirements. The proposed appobauses a model composed of
five main aspects:

Business
— Users
Process- -
Use case
T scenario
e A
Function = Information

Figure43. Aspects of the DEMETER Business Model

The model depictured in the image above uses a very simple but equally effective approach: each
use case scenario, defined to meet the requirements of a system such as DEMETER, can be widely
satisfied considering all the relevant business processes a@mga starting point for the
development of the whole use case. The scenario in turn represents the basis and starting point for
the implementation of a business process: this atomic view allows the model to be applied and
therefore valid to perform all thdusiness processes defined for the overall system. Each individual
scenario will take into account the iterations among four main entities: the users (or Stakeholder),
the information they need to perform functions or services within the system, andlyfiniaé

outputs of a single business process that can contribute together with the other system business
processes to execution of each individual use case scenario defined at the system level.

Given the above, it must be taken into account that the itematibetween the DEMETER
stakeholders and processes will undergo changes over time, considering a whole series of dominant
factors such as sudden changes in context, constantly evolving application and technological
scenarios, technologies and solutions thaduld change and consequently impact on this view.
Reasonably therefore, the view proposed below, shows aggregate business processes extracts from
the DoA and derived from the requirements of WP3, giving a rough idea of what today can be a
business viewIoDEMETER Reference Architecture:



DEMETEBS7202
Deliverable D3.1

=> =>
Stakeholder Data =
JUiste bl Mistialisation User Interaction & Identity & Access
Data Visualisation L Management
|
s =) =
User Account Decision Support
Management Performance
Monitoring
r =) =
Discovery = Profile
: Management
Service Integration
=
= Device Management
Campatibility = =
Checner Service Management .
Senvice/Application life-cycle Data Protection
= = | Management —
)] |
Resource & Access
Control
e A =
= =
= Run-time Deployment Data Encryption
Data storage Facilities Facilities
Discovery, Provisioning & Resource Run-time,
IManagement Deployment & Orchestration
= = = =
Functional Semantic -, Secutiry Paolicies
Interoperability Interoperability Data & Knowage
Data Interoperability &
Knowage |
S =
Secure Channeling
=
Communication &
Networking - )
Communication Security &
& Networking Governance

Figure44. DEMETER Business Processes in the Reference Architecture

In this aggregate view, the processes have been grouped by domain of competence, representing
the fact that every single procesn DEMETER will be responsible for a specific area/context. As the
image above shows, the processes are grouped by context classes:

1 Communication & Networking

Security & Governance

Runtime Deployment & Orchestration
Discovery, Provisioning & Resourcerdgement
Service/Application lifeycle Management
Performance Monitoring

User Interaction & Data Visualisation

=A =4 =4 =4 =4 =4

The process classes can be both transversal to all the others as in the case of security processes, for
example, eternal or containing data pessing processes, or external or processes that interface
with other processes in order, for example, to activate the semantic interoperability of data.

The Communication & Networkingprocesses, refers to the transmission of digital data between
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third-party applications / services and DEMETER. These processes will allow you to acquire data from
multiple suppliers, allowing DEMETER to manage a network of suppliers and to exchangdldata wi
them. The physical connection between the devices and the DEMETER platform is established using
internet connection and a whole series of protocols suitable for exchanging data on this type of
network (e.g., LoRa, SigFox, Wifi etc.).

TheSecurity & Govenanceprocesses, they will manage vertically to all processes a whole series of
factors related to the security of applications, data, and infrastructure. Here we will have processes
that will take care of implementing secure communication channels with lower part of the
architecture, implementing security policies to be distributed to the processes considered most at
risk, acquiring data in secure mode and encrypting them in the case of user sensitive data; in
addition, these processes must providecass to DEMETER resources as well as to account and user
profile management services in the Frontend part of the DEMETER Platform.

The Runttime Deployment & Orchestrationprocesses, they assert the distribution of new
applications (software) in the DEMET&Rtem.

The Discovery, Provisioning & Resource Managemgmbcesses, they allow provisioning and
discovery of DEMETERabled entities, resource management through operations such as
retrieval/insert in the Resource Registry.

The Service/Application lifecycle Managementprocesses, which allow the management and
integration of DEMETEEhabled services, and the management of devices registered and offered
through the DEH.

The User Interaction & Data Visualisatiomprocesses, takes care data visualisation and -user
interaction through DEMETER Dashboard componemnyder to provide and guarantee the right
visualisation of data. These processes will support the definition ofused functionality related to

the User Interface (Ul) navigation, in the understanding and discovery-dégth data from
heterogeneous sowes, trying to unify and aggregate the data as much as possible, in order to
deliver to each involved Stakeholder in the DEMETER System the output in line with their objectives.
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12 Interfacing between main architecture components

The main objective of WP8 to design, develop, integrate, and then deploy and test the DEMETER
platform. This is meant to be a functional and modular platform which will support initially all the
crossborder DEMETER pilots (in the Agrifood domain) and then other DEMiE&EIRd
applications. Consequently, it will provide an etedend solution including open source components

for gathering data from the DEMETER pilots through various communication protocols (e.g., LoRa,
WiFi, zigbee etc). This platform will have to cover both dataotion and dataat-rest and
implement an open API to interoperate with existing legacy systems and other proprietary platforms
in the Agrifood domain and support all possible connectors to that world. This will allow farmers,
and more specifically thtarm management information systems (FMIS) that they currently use to
have a vertical platform providing support through all the agricultural value chain, i.e., the product
design, selling, production and delivery processes. To this end, the proposéatmlatill not only

have to ensure interoperability at a low level, but also and, most importantly, between all the
software components, by implementing standard communication interfaces and also facilitating
understanding through the provision of suitabteodels and formats.
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specifically, lead to the requirements for and the definition of interoperable interfaces with different
protocols and operating methods.

In particular, the low level components or those that deal with the communication between the
DEMETER platform and the Data Providers, should often be running at the device level, enabling
communication with connected devices through different types of wagléechnologies, such as
ZigBee, Bluetooth or \i; or alternatively they could be integrated in the DEMETER architecture,
which in this case would enable the devices to establish connections through high level protocols
and specific wrappers/translatorsn order to allow data uniformity and enable interoperability
within the DEMETER platform and among its main application components.

Any system based on DEMETER will be able to collect, publish, exchange, process and analyse large
data quickly and efficidty. Data from external providers and/or legacy systems (e.g., platforms,
things, services, applications, devices) or from other DEMETER components must be managed in
order to activate the necessary information translation and mapping components (wrapgédrns)
DEMETER Core Enablers components, integrated in the DEMETER platform, will define a whole
series of interfaces in order to manage data. The implementation will be based on services that are
each consistent with a specific purpose. Therefore, thesepmments will be connected to the other

core modules and to the DEH and will be invoked based on the type of service or request demanded.

The DEMETER Platform will expose (standard) interfaces for data entry and recovery, enabling
interoperability of datafrom producers to consumers. The consumers will not need to know where
the data is located and what is the native protocol for their recovery. To achieve this level of
interoperability, it will simply communicate through a wd#fined interface that spefies the data it

needs.

In view of all these requirements and design decisions, we now preBantré45) a highlevel view
which shows the main inteciions between the components of the Architecture and the
relationships between them (but is not complete with all the necessary interfaces). Possible
improvements/revisions athe design that follows may result in tlsecond release of this document
expeded in February 2021 (i.e., in deliverable D3.3).
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The component sitting at the highest level of the architecture is the Dashboard, which will
implement interfacego the main backend components of the DEMETER System: the SOCS, DEH and
AIS. The implementations of these interfaces will allow a series of operations: these include the co
creation process through SOCS, the discovery of new DEMETER entities throughdDtEE a
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possibility for developers to assemble new components through the AIS application. The Dashboard
component also supports the display of data in user interfaces or web GUIs, enabling a whole range
of standard data formats in webased applications.HE interfaces of the Dashboard component will
have the dual task of both conforming to the formats of the backend services, but also of providing
the necessary data to the web interfaces in formats useful for web interoperability. Furthermore,
each componat will have specific web user interfaces that will be used to perform the activity of its
competence, meaning it will execute the activity it is tasked to perform as per the following
description:

1 The SOCS component will support the definition of paradigmd methodologies aimed at
promoting the cecreation of resources, using specific online tools for this need and open
cooperative innovation. The cornerstone of this approach will be the development of the
Idea Management Platform, exploiting clobdsed knowledge management and
consequently controlling the huge amount of data from the data Providers up to the
business level of the increased collaboration itself. The platform will provide tools and
services specifically designed for the innovation sohdideveloped during the project. The
collaborative platform will also be built on open source technologies and exploiting the
relevant results from research fields such asGZeation, Open Innovation and Collective
Intelligence.

1 The DEMETER Enabler HuEHKIp will take charge, through its interfaces, the processes of
the registration and discovery of DEMETER enabled entities, the management of user
accounts and the authorizations regarding which entities can be viewed using the access
control module; depenihg on the rights provided by the access control, the interfaces
provided by the entity management module will produce the resources enabled for
discovery (and viewing) by the account that requested them. Finally, the accounting module
interfaces will be sed to provide all appropriate compensation (and accounting) services for
the using the entity.

1 The AIS component will support a whole series of interfaces that allow DEMETER developers
to build and put together new DEMETERhanced entities starting fronthe enablers
provided by DEMETER (both the DEMETER core and the advanced enablers). To accomplish
this task, it will need to interface with the DEH, in order to discover the resources already
present in DEMETER, the access rights and what is availablé¢hieoservices of the DEH.
Finally, it will produce interfaces capable of managing the delivery of applications, their life
cycle (from development to production) and their instantiation within the context of
DEMETERNabled applications.

The medium part of the architecture presentedkigure45 will be populated by the core and the
advanced Enablers, which in turn communicate to the lstwevel (the devices, things, platforms)

and with each other through the facilities provided by the Communications and Networking Enabler.
Now, these enabler components, in most cases at least, should interface with the DEH to be aligned
with the resource present in DEMETER, as well as to be informed regarding the access rights to vary
components (e.g., data sources) and finally to allow the transactions between them to be always
authenticated e.g., by indicating a user account qualified to perform opmratin the DEMETER
context. The Core Enablers will therefore provide common and mandatory components for any
stakeholder interested in sharing their resources by creating a DEMETER entity registered with the
hub, while the advanced ones can be consideasdoptional components offered to assist in the



DEMETEBS7202
Deliverable D3.1

creation of the DEMETER entities. It should be stressed that while the usage of the advanced
enablers is optional, all of the entities created will be able and in fact required to use the facilities
and sersies provided by the core enablers/components, such as the one that defines the rules on
security at all levels, or the semantic interoperability between DEMETER entities, as well as the
communication and networking enabler which enables the interactions.



DEMETEBS7202
Deliverable D3.1

13 Architecture instantiations for the DEMETER pilots

This section describes the instantiation diagram of the DEMETER Reference Archjiezserded

in section 6 for each of the 20 pilots of DEMETER, illustrating the stakeholders, technologies,
solutions and DEMETER enablers/tools used by each pilot. As many of the components of each
instantiation are used by all pilots (i.e., mandatory,ecenablers offered by DEMETER), it has been
decided not to list them explicitly in the diagrams. These components are represented in the
diagrams as the green ovals of the Agricultural Interoperability Space layer and will not be explicitly
listed, unlesghere is a very specific requirement to be addressed (e.g., support for a given data
encryption algorithm).

For each of the architecture instantiations presented in this section the specific RA elements used by
the pilots are identified and recorded fol &lement categories below:

1. Pilot stakeholders/application end users;

2. Pilot applications;

3. Pilotspecific or optional DEMETER enablers that are required for the development of
the pilot application (included in the diagrams as the blue oval shapes);

4. All exsting platforms/systems/services to be engaged in the pilot. In case standardized

datamodels/semantics are used it should be recorded as a comment at the bottom of

the diagram. If nothing is mentioned, it is assumed that vershmcific data formats are

used;

External (can be public or open) platforms/repositories used by the apps;

All networking/communication protocols to be used in the pilot;

The farms to be engaged in the pilots;

8. All HW, equipment, devices, machinery, etc. to be used in the farms.

No o

Thefollowing subsections present the architecture instances for each of the DEMETER pilots.
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13.1Pilot 1.1 & 1.2: Water Savings in Irrigated Crops & Smart Energy Management in Irrigated and Arable Crops
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Figure46. Pilots 11 & 1.2, DEMETER Reference Architecture instantiation
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13.2Pilot 1.3: Smart Irrigation Service in Rice & Maize Cultivation
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Figured7. Pilot 1.3¢ DEMETER Reference Architecture instantiation
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13.3Pilot 1.4: 1oT Corn Management & Decision Support Platform
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Figure48. Pilot 1.4¢ DEMETER Reference Architecture instantiation
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13.4Pilot 2.1: InService Condition Monitoring of Agricultural Machinery

Figure49. Pilot 2.1¢ DEMETER Reference Architecture instantiation








































































